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4 Bcerynuremsroe cioo B. A. CagoBrmaero

S pan npuBETCTBOBATL yYACTHUKOB MEXKIYHAPOTHOU HAYIHOU KOH(MEPEHIuu 10 mpobaeMam Ge30mac-
HOCTU ¥ TPOTUBOAEUCTBUA TEPPOpu3My. B mporpamMmy KOH(DEPEHIMY BKJIKYEHLI NOKIAILL M0 MIUPOKOMY
CHEKTPY HAYYHLIX HANPABICHUN — MaTEMATUIECKUX, KOMIBIOTEPHEIX, (GUIOCODCKAX, TOIUTOJOTUICCKIAX,
IICUXOJOI'NIE€CKUX. I/I BC€ OHU NOCBAILIEHBL HOI/ICKy OTBE€Ta HA OAVH BOHpOCZ KaK CaeJaaTh XMWU3Hb YE€JI0BEKA B
COBPEMEHHOM Mupe 6oaee 6e30macHoun?

XXI Bex nprHeC 4eJ0BEYECTBY HOBBIE IVIOOAIBHBIE IPOLECCHL, BEIBOBHI 1 yIpo3bl. CTpemMuTessHOe pa3Bu-
Tre THGHOPMAIUOHHO- TEIEKOMMYHUKAIIUOHHLIX TEXHOJOTUY TPUBOAUT K MACCOBOMY OCBOEHUIO MHMOPMAIIN-
OHHOT'O IPOCTPAHCTBA, & B 3TOM €CTh U CBOM (ILTIOCHD), U CBOU «MUHYCHDy. HayJHBIN aHAIN3 DTUX (ILTIOCOBY U
«(MUHYCOB», a TaKxXe€ HayJHOe 0O0CHOBAHUE MEXAHU3MOB 0€30MACHOI0 NOBeAeHus B UH(POPMAIMOHHOM IIPO-
CTPAHCTBE — OJHA K3 [VIABHEIX 33,139 HAIIEH KOH(pEPEHIIUHN.

Hanerocw, yTo aBa aHs paboThl KOH(epeHImu OyayT ILIOAOTBOPHLIMH, OAAYT HOBLIA UMITYJbLC HAy4d-
HBIM HCCJICOOBAHUAM, & I€PE€3 I'04 MBI BHOBbE BCTPETHUMCA B CTE€HAX MOCKOBCKO]."O YHUBEPCUTETA U O6Cy|I[I/IM
IOy I€HHBIC PE3YyJbTAaThI.

Axademur B. A. Cadosnunui,
IIpedcedamenv xondepenyuu,

Pexmop Mocxosckoeo 2ocydapcmeennoeo
ynusepcumema um. M. B. Jlomonocosa.
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Brictynienue pekTopa MI'Y akagemuka
B. A. CagoBuu4ero

YBaxaemsble koJjaeru!

Paspemmre oTKpEITE MeX IYHAPOAHYIO HAYIHYIO KOH(DEPEHINIO 110 IPobaeMaM 6e30nacHOCTY U IPOTH-
BOJIEUCTBUS TEPPOPUIMY.
IIpex e BCero s xoTen GBI IPEICTABATD WIEHOB IPE3UANYMA — OCHOBHBIX OPraHIM3aTOPOB KOH(DEDEHIINN:

e nomomuuk Cekperaps Cosera Besomacuoctu Poccunckon Pegeparum, gupekrop Uucturyra mpo-
6aem uadopmanuonnon 6esonacuocT MI'Y Ilepctiok Baanucras Ilerposuty;

e Bure-npesugeHT Axagemun kpuntorpaduu Poccunckon Peneparuu Cauxos Baaguvup Hukonaesuy;
e 3amectureas HavaTbHUKA Ciayx6e1 Besonacaoctu OAQO «Tasnpom» Xomsakos Cepreun Pénoposmy;

® IMPEKTOP MPOrPAMMEL 10 U3y4ueHuio Oe3onacHocTu yHuBepcuTeTa KemOpumxka Porosunckun Pada.
B mpesuguyme Takxke pyKOBOAUTEIN OPraHOB rocyaapcTBenHon Baactu Poccunckon Peneparum:

e pykoBoaurens PenepanbHOro areHTCTBa N0 MHGOPMAUOHHLIM TexHomorusM Marooxun Buamumup
Teopruesuw;

e 3amecturens lpencegarens Komurera [ocynapcreennon gymur o 6Gesonacuoctu Jsariaenxko Barepun
Buraguvuposuy;

® MEPBHIU 3aMECTUTENb PYKOBOAUTENS DPenepatbHon CIy KOl 10 TEXHUYECKOMY U DKCIIOPTHOMY KOHTPO-
mo Hazapor Bopuc BukTopoBut.

B szase zacenanun xoH(pEpPEHINN TPUCYTCTBYIOT YUEHBIE U CIEIUATUCTHL U3 OPTAHOB T'OCYaPCTBEHHON
BJIACTH, CUIOBKIX CTPYKTYP, BEICIIUX yIeOHBIX 3aBEICHUU U HAYIHHIX OPTAHU3AIMUN, TPOMBIILUIEHHOCTHA U
6usneca. Ha koHdepeHMo npuexany npeicTaBuTesu 15 3apyOeXHEIX CTPaH, B TOM YUCIEe YHUBEPCUTETOB
Kem6pumgxa, mraTta Hblo—ropK, [Mroccenpnopda, akagemun Hayk Kurad, nccrenoBaTerbckux eHTpoB Ka-
uaaul u lBeunapuun, a Takxke GoapmuacTea crpad CHI'. Poccus mpencrasiena aBTOPUTETHBIMY YIEHBEIMEA U
CHEeNMAIUCTAMU 10 pobaemMaM Ge3onacHocTr u3 6oaee yeM 60 BHICIIUX yIeOHBIX 3aBEeJeHUN, UCCAESJOBATENb-
CKUX [EHTPOB aKaIeMUN HAYK U MPOMEIILIEHHOCTH, Pa3pabOTINKAMU TEXHOJOTUN U CPEACTB 00eCIedeHns
6€30IMacCHOCTH.

Baxuenmen 0co66HHOCTBIO HAIIEU KOH(MEPEHIUN SIBJISETCS €€ MEX JUCHUILIMHAPDHOCT. Mul 6ynem 06-
CyX[IaTh OCTPeniIne NpobIeMbl Y6eI0BE9eCTBa — OE30MaCHOCTh, IPOTUBOAEUCTBYE TEPPOPU3MY, (HPOPMUPO-
BaHKe IVI00AIBLHOr0 MH(MOPMANMOHHOIO IPOCTPAHCTBA. [l pemenns drux npobiaeM HeOOXOaUMBI METO b
CaAMBIX PA3INYHEIX HAYK — MATEMATUKY, (DU3UKY, XUMUA, OUOIOT U, ICUXOJOT AN, COLIUOJIOI MY, FOPUCIIPY JEH-
MU U TaK Jajee, u Tak ganee. [I0oToMy B mporpaMMe KOHMEPEHIUN TOKIA, I MPEICTABATENEN PASINIHEIX
HAYYHBIX IIKOJI. Sl BIXKy B 3aJ€ MHOI'MX AKTUBHBLIX YYACTHUKOB HAINEr0 MEX JUCLUILINHAPHOIO MEXBEIOM-
CTBEHHOI'O CEMUHAPA, [0 HAYIHEIM pobaeMaM uHGOPMAIMOHHOU 0e30mMacHOCTH, KOTOpLM pabortaet B MI'Y
¢ mapta 2001 roga. [Ipomwo yxe 19 3acenanuit, B IPOLLIOM I'OLy MBI U34aau COOPHUK HambOIee BaXKHEIX
NOKJIAI0B, 8 K HLIHEITHEN KOH(pepeHIun COOPHUK MePen3aH U BCe YIACTHUKY KOH(DEPEHIUN €r0 IOy TULIN.

OIHOM U3 COCTABHEIX YaCTeN HAIlel KOH(MEPEHINN ABIACTCS ABIACTCA Y€TBEPTAA OOMEPOCCUICKAA KOH-
depennus «MaTemaruka u 6e300aCHOCT MHGOPMAIMOHHLIX Texuojaoruiny (MaBUT-2005), koTopyio MEL yxe
TpagunuorHo npoBoguM B MI'Y B konne okrsa6ps. Tpyaer kordepernuun MaBUT-2004 Bce yuacTHuky cero-
OHA Toxyantu. B nporpamve Hamen koHpepermyy 0ko0 40 MaTeMaTnIecKux JOKJIAN0B M0 KpunTorpadun
U KOMITLIOTEPHOU 0E30IaCHOCTH.

YBaxaemnuie komteru! Bee MBI mpekpacHO mOHUMaeM, 9TO UH(GOPMAIMOHHOE MPOCTPAHCTBO HE UMEET
I'DAHUI], ¥ II03TOMY HU OJHA CTPAHA B OAWHOYKY HE MOXET pemuTh nIpobaeMbl obecredenus 6e30IMacHOCTH
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14 Bricrymaenne pextopa MI'Y axamemuxa B. A. CaagoBamaero

MI00aTBHOT0 UHGOPMAIIMOHHOTO TPOCTPAHCTBA. Heo6X0 [MMOCTD MEX IYHAPOAHOTO HAYIHOTO COTPY [HIUTE-
cTBa B 00JacTH MHGOPMALMOHHOU 6€30IMacHOCTH OTMedIaeTca U B JokTpruHe nHbOPMANNOHHON 6e30IacHO-
cru Poccunickou Pepeparuu, yrsepxaennon IIpesugenrom Poccuu B. B. Ilyrunaeiv B cenrsope 2000 r.,
u B HanuoHasbHOU crpareruu CHIA mo obecnevenuio 6€30maCHOCTE KUOEPIPOCTPAHCTBA, YTBEPK JEHHON
Ipesugenrom CIIA [Mx. Bymewm B dpespane 2003 r., © B aHATOIMYHBEIX KOHIENTYAJIbHEIX JOKYMEHTAX PAAA
OPYruX CTpaH. Ydenbie MOCKOBCKOIO YHUBEPCUTETA AKTUBHO YYACTBYIOT B PA3IUIHBIX MEXKIYHAPOMTHEIX
KOH(EPEHIINAX U MPOEKTAX, COBMECTHO C 3aPYOEKHBLIMU KOLTEraMu Pa3pabaThIBAIOT HOBLIE TIPEIIOXKEHUS
10 o6eceyeHnIo NHPOPMALMOHHON 6e30nacHoCT. B mocieanee BpeMs 3apaboTaN HOBEIE MEXAHI3MEI MEXK-
OYHAPOAHOrO HAy4IHOro coTpyaundecTsa — [Iporpamma HATO «BesomacuocTs depes nayky» u Hayunwin
Coser «Poccus—HATO». B srom rogy Hayumem Coser «Poccus—HATO» ompepenun nsaTh NpHOPUTETOB
cBOEU PabOTHI, OMUH U3 HUX — MPOTUBOAEUCTBUE KubepTeppopusmy. JdkcnepToM ot Poccuu npu Hayanom
Cogere «Poccuas—HATO» no npobaemam KuGepTeppopu3Ma, ABIAETCA OJUH U3 3aMECTUTENeN AupeKTopa Nu-
cTuTyTa npobmem undopmaruonton 6esonacaoctu MI'Y. Ha mpouuton megene B Bproccene mo ero gokaamy
Ha 3aceqanuu Haygaworo Cosera Obuir PACCMOTPEHBI M B NPUHLNIE MO IEPKAHEI HAIM MPEII0KEHUI 110
npoexram Ha 2006 rox.

C HOs16ps npouwIoro roga B coorsercrsuu ¢ nopy4denueM Ilpesunenra Poccuu B. B. IIyruna peanusyer-
ca PenepanbHas ereBas HAY 9YHO-TeXHUIeCcKas mporpamma, «Mccrenosanusa u pa3paboTKy O TPUOPUTETHBIM
HANPABICHUAM PA3BUTHUA HAYKM 1 TexHuKmy . O IHO U3 MPUOPUTETHHIX Hanmpasienun — «BesonmacHocTs u mpo-
TUBOJEUCTBUE TEPPOPU3MY». Pabo1uyio oKCIepTHYO IPyIITy M0 9TOMY Hanpasaeruio Boariasiser B. I1. lep-
cTioK. B pamkax mamen koragepennuu npouger CeMuHap-COBEIIAHNE PYKOBOAATEIeH 13 IPOEKTOB, KOTOPLIE
yxke peanusyiorcsa B PITHTII mo sTomy HampaBaeHUIO.

ITo uaumumaruse pykoogactea OAQO «Tasmpom» B paMkax KOH(MEPEHIUU TPOUAeT KPyriasi ¢Tox «Kom-
IIEKCHAA 6E30MaCHOCTD B OTPACAAX MPOMEIILIEHHOCTH TOILIUBHO-DHEPTETUIECKOr0 KOMILIEKCAY .

Mzr OyieM CBUIETEIAMU OYEHb UHTEPECHBIX OKJIAI0B, AUCKYCCUM, PAOOTHI CEKIUN U KPYTUILIM CTOJOB.
A 6aarogapro Bcex rocreu, npuexaBmmx B MOCKOBCKUI YHUBEPCUTET Ha, Hamry koHpepennuio. fI 6raroma-
pro BCeX y‘IaCTHHKOB KOHCI)epeHIII/II/I 33 BO3MO2XXHOCTH opuaT u y‘{aCTBOBaTb B I/IHTepeCHI)IX IZ[I/ICKyCCI/IHX n
MHTEPECHHIX 3aceqanuax. [[03BOIbTE MHE TIOXENATh YCIEIHON PabOThH HAIler KOHGMEPEHIUK 1 O0BABUTE €€
OTKPHITON.



BricTtynieHue pykoBoauTesa dPenepajabHOTO
areaTcTBa P® 1o uHdpoOpMalIlMOHHBIM TEXHOJJIOT'UAM
B. I'. MaToxuna

YBaxaemnble koJjaerm!

Paspemmre npusercroBaTh Bac 0T nMenu PenepansbHOro areHTCTBA M0 NHMPOPMAIMOHHEIM TEXHOIOT -
sm Poccunm u Hay<IHOTO COOOIIEeCTBa.

Bompocsr naGOpMAIOHHON G€30MACHOCTHU ABIAIOTCA MHOTOACIEKTHEIMY ¥ MHOT' 13, IPUOOPETAIOT HOBEIE
rpaHu, CPAHU HAMHU HE COBCEM OCO3HAHHBIE. Kak M3BECTHO, CeMdYac MPOBOAUTCS AKTUBHAA MOJUTUKA, 110
BHEIPEHUI0 MH(POPMAIMOHHEIX TEXHOJOTUU B CUCTEMY YIPABJIEHUA COCYAAPCTBOM, DKOHOMUKOU C IIEIHIO
PE3KOro NOBHIMIEHUA 3PPHEKTUBHOCTH YIPABIAIOIINX BO3 [EUCTBUMN.

B ®epepanbroM arenTcTBe pa3spabOTAHBI MPUHLIMIE! Peaam3anun MHGOPMALMOHHON HH(DPACTPYKTYPHI,
HEOOX0MMOU IS CO3MAHUA IEKTPOHHOTO MPABATEILCTBAY. B OCHOBE JIeXKAT BONPOCHL, CBA3aHHEIE C CO3 1A~
HUEM equHOr0 KMOepnpoCTPAHCTBA U Sh(EKTUBHON peamm3anuy NudpPOBOU IIOANUCH, BOIPOCH! CO3IAHUA
maMaATu Ha 6ase pacupeneseHrs aKTUBHHEIX XPAHWIUIL U CO3MAHUE €IUHOU HAIMOHAJBLHOU CUCTEMBI UeH-
Tudukanuu. Bee 9Tu Tpu 3a1a4M A CIMTAX0 OCHOBHEIMU, M KAK PAa3 M3YyYEHUE DTUX IPOCTPAHCTB, HA, HAII
B3TUIAT, X CO3[aeT TO MH(POPMAIMOHHOE B3aMMOIEUCTBYAE, KOTOPOE HEOOXOMUMO /I €UHCTBA, YIPABICHUA,
UL FOPUAMYECKOU 3HAYUMOCTH CO3IABAEMEIX CUCTEM YIPABIEHUSI. AKTUBHO BeAyTCA paGOTHL O CO3IAHUIO
CHCTEMEI yA0CTOBEPSIOMUX eHTPOB. B uione mecsie ObLia mpe3eHTanus KOPHEBOI'0 Y J0CTOBEPSIOIIEro IIeH-
Tpa, pa3spabOTaHHOrO B PAMKAX MPOrPAMMEL 2IeKTpoHHOU Poccuu. U 1 HageCh, 9TO HAYIHO-TEXHUIECKUX
BOIIPOCOB B DTOM CIydYae He OCTAJOCh, OHU BCE OBLIM PEIIEHBI, OCTAJUCH BOMPOCHI HOPMATUBHOU OA3BI U
HEKOTOPHIE I0PUANIECKTE BOIPOCH], KOTOPBIE HEOOXOINMO PEIINTD, HO /I DTOTO YKe HyXHa, TOTUTUIeCKasI
BOJIA, & HE CTOJBKO MHTENTEKT. I[0 BOMpPOCAM CO3aHUA PACIPEIENEHHBIX XPAHUINI CEMYac COBMECTHO C
MOCKOBCKUM T'OCYJaPCTBEHHBIM YHUBEPCUTETOM PA3BEPHYTa paboTa MO CO3JAHUI0 MAKeTa [BYXKIACTEPHOU
CHCTEMHI C LIeJIbI0 ONpeNeJeHNsT HaIPaBASHNs OCHOBHEIX pab0T, TOATOTOBKY HEKOTOPHIX IPOTPAMMHLIX 10~
KyMeHTOB. UT0 KacaeTcs MH(GOPMAIMOHHOI0 IIPOCTPAHCTBA, TO BCEM XOPOIIO 3HAKOMEI COLAAIBHEIE KAPTHI,
KapTHI MIKOIbHUKA, CTyAeHTa. Cendac MpOUCXOAUT Heabit OyM Pa3BATUA IPOCTPAHCTBA UACHTU(DUKAIIUOH-
HEIX 37eMeHTOB. Ero Hago ynopsago4nTs, HOHATH IPABA LOCTYIA, UCXOAA M3 BOIPOCOB OE30IACHOCTH, HY U
KOHEYHO 73 BOIIPOCA CO3LAHUS OMOMETPHIECKOrO IACIOPTA.

Bce stu Tpm 3amadm, KOTOpBEIE HEOOXOAUMO PEIINTH I PEANNIALNAN JJIEKTPOHHOI'O IPABATEILCTBA B
BUI€ TIPABII, PEMIAMEHTOB, COOTBETCTBYIONEN aPXUTEKTYPhI, UMEIOT OAHY CJAA0YI0 YaCTh — DTO BOMPOC
06 undopmanmonuou 6ezonacHocTu. Heo6xoauMel 1opabOTKM BO BCEX TPEX HANPABICHUAX, TpUIeM (yHIa-
MEHTAILHOTO XapakTepa. LleHTpatbHbIMU A Obl, KOHEYHO, BEIJEIUI BOMPOCHL OPraHu3anuy UH(GOPMAIIMOHHON
0e30maCHOCTH, TEPPUTOPUATLHON PACIPEIESICHHOCTH XPAHUINL NH(GOPMAIUHN, BOIPOC O PELIEHUN TOCTYIIA,
K nHGOPMALMKM C FapaHTUPOBAHHOMN 3ammTor. CUCTEMBbl CO3JAI0TCA HAIMOHAJILHOIO YPOBHMA, U YPOBEHL
3alUTHEL €CTECTBEHHO JOXKEH OBITH COOTBETCTBY LTI,

A xoren 6bI mOXETATH YIACTHAKAM KOH(MEPEHINN ILIOL0TBOPHOI0 OOMEHA, MHEHUAMY, BEIPAOOTKY €qu-
HBIX TO3UIWN, PEIIeHNs TAKUX MIO0ATbHEIX BOIPOCOB, KAK BONPOCH NH(MOPMAIUOHHOU GE30IMaCHOCTH.
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BricTymieHue mepBoro 3aMecTUTENsA PyKOBOIUTEJLA
depepalbHOU CIyXKObI 10 TEXHUYIECKOMY U
akcrmopTHOMY KOoHTpoJto b. B. Hazaposa

YBaxkaeMble y9aCTHUKHU M I'OCTH MEXKJYHAPOJHOM HAY4YHOM KOH(pepeHuun!

Paspemmre or umenu gupexrTopa DenepanbHON CIyKOBI [I0 TEXHUIECKOMY M DKCIIOPTHOMY KOHTPOJIIO
Cepres Usanosuua ['puroposa cepaevHO NOMPUBETCTBOBATH BAC U MOXKEJIATH YCIEIIHOU pAOOTHL.

Cerofusa OqHUM U3 CAMBIX OBICTPOPA3BUBAOIIMXCA CEKTOPOB MUPOBOU DKOHOMUKU ABIAKOTCA WHGPOPMA-
IINMOHHBIC TEXHOJOI'NN. OCO6€HHOCTBIO HBIHCITHETO 3Talla Pa3BUTUA HH(pOpMaLII/IOHHBIX TeXHOJIOFHﬁ ABJAAECTCA
HEOOLIYANHO BBICOKASA CTENEHb UX WHTErPAlUK BO BCE C(EPHI YeI0BEYECKON OeaTeabHOoCTH. Hapany c He-
OCTIOpUMEIMU G1aramu, O0YCIOBICHHEIMYU STUMU IPOIECCAMU, BO3BHUKAET W IEJIBIN CIEKTDP HOBHIX YI'DO3,
BEI30OBOB U PUCKOB HALMOHAJILHOUN 0E30MACHOCTH. DTHU HOBBIE IVIOOAILHEIE PEANTBHOCTU BEIYT K TOMY, 9TO
TpaIuINOHHEIE (POPMEI U CIOCOOBI paboTHI cul obecredeHnsa 6€30IaCHOCTH U IPABOIIOPAAKA OBICTPO yCTa-
peBaioT. TpeOyrTCa IPUHIUTAATBEHO HOBLIE T10 4XO0 B, NHOU YPOBEHDb MPOGMECCUOHAINIMA, U OCHAIIEHHOCTH.
Henbas 60poThCs ¢ TEPPOPU3MOM UM NPECTYNHOCTBIO XX Beka MeTogaMu u cpencTBamMu XX BekB. llpwm
5TOM TPeOyeTCs KOHCOMMAAIUA YCUINA KAK [OCY IaPCTBEHHEIX, TAK 1 HErOCY1apCTBEHHEIX Opranuw3anuu. B
STUX YCIOBUAX, OYEBUAHO, 9TO O6ecCredeHre nHPOPMAIUOHHON 0€30IaCHOCTY ABJIACTCA XKUSHEHHO BAXKHEIM
BorpocoM. Ocobyio 3HAYMMOCTD B COBPEMEHHEIX yCJIOBUAAX NPUOOPETAET IMapUPOBAHUE YIPO3, CBI3AHHBIX
C TEPPOPUCTUUECKUMU TIPOABJICHUAMU. VIMEHHO DTOM TeMe W MOCBAIIEHA HAIa ¢ BamMu KOH(pepeHmusa. Pe-
QIuU CerONHAIHErO MHSA MOKA3LIBAIOT, YTO HA TMEPBLIM ILUIAH MPU PEIIEHUM BOMPOCOB MH(POPMAIMOHHON
06e30IacHOCTHY I'OCYAapCTBA BEIABUATAETCA obecrederHne 0e30IacHOro (hbyHKIIMOHUPOBAHNA WHPOPMAITMOHHO-
TEIEKOMMYHUKAIIMOHHBIX CUCTEM KPUTUIECKHU BAXHBIX 00BEKTOB. BTO 06ch'IOBJIeHO TeM, ITO HECAaHKINO-
HUPOBAHHOE BO3NEUCTBUE HA YKA3AHHBIE CUCTEMEI MOXKET MMETh CAMEIE KATACTPOMUIECKUE MMOCAENCTBU,
BBEI3BATH AC30PTraHU3AINIO YIIPDABJICHUA I'OCY JaPCTBOM, HAHCCTU 3HAYUTECIBHBIX ymep6, npuBeCT K TEXHO-
I'€HHBIM 1 3KOJOI'MYI€CKNM KaTaCTpO(l)aM, B TOM 41UCJIE C 60J'H:>IIII/IM KOJINIECTBO I€JIOBEICCKUX XKEPTB U KPYyII-
HBIMU MATE€PUATBHLIMY HOTEPAMA. JTU BEI3OBHL U yTPO3BI HOCAT TIOOAIBHBIN, MEX [YHAPOIHLIN XaPaKTED.
C y4eToM 5TOro mpakTU4eCK! BCE MPOMBIILIEHHO PA3BUTHIE CTPAHBI YAEIAIOT NPUCTAILHOE BHUMAHUE BO-
mpocaM HHGOPMALUOHHON (e30MacHOCTH. [IpruMepoM 5TOro MoXeT CIyXuTh «HalnoHATLHEN MIaH 3AIIATEL
nugopmanuonnsx cucteM CIITAy, mameammu cBoe mpogonxkenve B «HaMOHATLHON CTPATEr U 3AIUTHI KU~
6epapocrpaucTsay. B Poccunickon Peneparnuu 6a30u 1A OpraHU3aly 1 NpoBeaeHns paboT B 3Tou chepe
apaserca «Konnennusa HanuoHaabHOU 6e30macHoOCcTm u «JOKTprHA, HanMOHAJILHOU Oe3omacHocTmy. O aHuMm
13 OPraHoOB, KOTOPLIM Peaau3yeT TPeOOBAHMA dTUX NOKYMEHTOB, aBiaseTca DenepanbHas ciryxk6a 10 TexHu-
9eCKOMY U SKCIOPTHOMY KOHTPOJ, KOTOPYIO A 31eCh U IPEICTABIAI0.

Caenyer OTMETUTD, 9TO B PAMKAX aIMUHUCTPATUBHOU pedOPMEL, IPOBOAUMON 10 pykoBoacTeoM Ilpe-
sugenta PP Baamumupa Buaaguvmuposuua IlyTuua, nossomouus n GyHKIUU CIyXkObBl ObLIA PACIIMPEHED
C yYeTOM HOBEIX yrpo3 B obaacTu umH(GOPMAIMOHHOU Ge3omacHoCTH. [IpuopureTamMu B Haien paboTe Ha,
OMUKANIIYIO TIEPCIEKTUBY ABIAAETCA (POPMUPOBAHNE HOPMATUBHO-TIPABOBOM U HOPMATUBHO-METOAUYECKON
0a3bl B 0OIaCTU 0GECIEeYeHUs KIIOYEBEIX CUCTEM MH(OPMANMOHHOU UH(PPACTPYKTYPHI, paspaboTKa, THAMIO-
BOU MO/ yTpo3 0e30MacHOCTH, & TaK¥Ke YACTHBIX MOJEJe Yrpo3 A KOHKPETHHIX TUIOB KATErOpPUr
rH(GOPMALIMOHHEIX CHCTEM, Pa3paboTKa HA OCHOBE MOJETEN yrpo3 TPEOOBAHUU M HOPM MO BALIUIEHHOCTH
KJIIOYEBBIX CUCTEM U HEKOTODPHBIE APYyTHUe.

C 0CcO6BIM yAOBIETBOPEHUEM CJIEAYET OTMETUTH MEXIYHAPOLHBIM (GOPMAT Hamen BCTpedu. basucom
[T HAIETO MEXIyHAPOIHOTO B3AMMOACUCTBUA 10 MAPUPOBAHUIO YTPO3 MHDOPMAIMOHHOU 0E30macHOCTH
SIBIIIOTCS MEXIIPABATEIHLCTBEHHEIE coruameHus ¢ pecnyonmkamm Kasaxcran, Bemopyccus n Ykpawssr o
COTPYJHIYECTBE B O0JACTHU 3AIUTHL NH(MOPMAIUNA.

B 3aBepiienue BHICTYILIEHUs IO3BOJBLTE BHIPA3UTH YBEPEHHOCTH B TOM, YTO PE3YJIbTATH KOH(pEpEHIun
OAIyT HOBLIA UMITYyJbC PA3BUTHUIO KOHIENTYAILHEIX MOAXON0B U MPAKTUYECKUX Mep IO PEIIeHU0 TpobiemM
0€30MaCHOCTY U MPOTUBOACUCTBUA TEPPOPUIMY.

16



BricTyLienue Buiie-pe3ugeHTa AkageMun
kpunTorpadpuum PP B. H. CaukoBa

YBaxxaemnle xkosderu! YBaxkaembie rocTu!

IosBonbTe MEE OT MMeHN AkanemMuu kpunTorpadun CepaevaHO IPUBETCTBOBATD BCEX YIACTHUKOB KOH(pE-
PEHIMYU, TOXKENATH YCIENIHON U IIOJOTBOPHON PAOOTHL M HOBEIX TBOPYECKMX KOHTAKTOB B COTPYIHUIECTBE
10 00eCHeYeHnI0 NHPOPMAINOHHON OE30IACHOCTH.

B nocaegave gecATWIOTUA aKTUBHOE PA3BUTUE TEICKOMMYHUKAIMOHHEIX UHMDOPMAIMOHHLIX CUCTEM CHI-
rpato BAXHYIO POJb B OMPEIEICHUM IMyTeU NATLHEUIIErO PAa3BUTUA COBPeMeHHOU KpunTorpacdguu. Kom-
NBIOTEPU3ANSI CUCTEM CBA3M U YIPABICHUS CYIIECTBEHHO YCIOXKHWIA M IOCTABWIA P HOBBIX IPOOIEM
“H()OPMALIMOHHON 3aIUTHL. SHAYUTEIBHO YCIOXKHUIICA XapPAKTEP yrPO3 33 CYET YBEJAMYEHUs BO3MOXKHOCTHU
OOCTYIa K CPEICTBAM YIPABIEHUsA, 00pabOTKH, Iepefadn UHPOPMAINA U MHOrOOOPa3us CPeaCTB BO3Ieu-
CTBUSA C €TI0 U3MEHEHUs COIEePKAHUA 1 HAPYIIEHNA HOPMAJILHOU PAaOOTHL CUCTEM. B CBA3U ¢ HTUM HapALy
¢ TPAIUIMOHHEIMU CPEACTBAMU KPUTITOrPAPUIECKON 3AIMATHI TOABAIACH HEOOXOUMOCTD CO3JAHUA HOBBIX
MeTONOB obecredenus UHGOPMAIMOHHON 6e30macHOCT. Pemenue mpo6aeM 06eCrnedeHns IeJOCTHOCTH 1
UAeHTUPUKAIIMYA KOPPECTIOHAEHTOB WH(OPMAILIUHN, 3AMUTH MOTOKOB CBA3U B KOMIBLIOTEPUINPOBAHHLIX Te-
JMEKOMMYHUKAIMOHHLIX CACTEMAaX MOTPEGOBAIM CYIIECTBEHHOT'O PACIIMPEHUsA MPEAMeTa KpunTorpadguu u
MeTOonoB ux uccaegopanus. CymecTBEHHYI POIb B MCCIECLOBAHUAX CTAIA UIPATH PA3pabOTKa METOLOB 3a-
IUTHE KOMIBIOTEPU3UPOBAHHEIX NHGOPMAIMOHHBLIX CUCTEM B YCJIOBUAAX ArPECCUBHON KOMIBIOTEPHON U IPO-
IPAMMHOU CPEALl U HAJIMYUS IeCTPYKTUBHOI'O BO3JEUCTBUS HPOIPAMM BUPYCOB. PeBOONMOHUBUPYIONIYIO
pPOJIb B PA3BUTUM COBPEMEHHOUN KPUNTOIPA(PUU CHIFPAJIO MOSBJIEHUE aCUMMETPUIHOrO Mu(pPOBAHUS, KOTO-
pOe CyLUIECTBEHHO [JOMOJHWIO TPAIUIAOHHEE METOAEl CUMMETPUIHOro umdposanusa. Caegyer OTMETUTD U
TaJbHENIee PA3BUTHAE CAMOI'0 CUMMETPIYHOIO MU(POBAHIA 33, CIET 3HAIUTEILHOIO YBEIUIEHN CKOPOCTH
06pabOoTKY MH(MOPMAIUY, YCIOKHEHUA CXeM BEHIPAOOTKYU U PACIPEIETCHUIO KIIIer U T. . HOBBIE BO3MOXHO-
CTHU CTOUKOT'0 KPUMTOrPaGUIeCKOro mudpoBasusa nHGOPMAIAN CO3AaHbI OIAT0 AP TOABICHUI0 KBAHTOBOU
kpunrtorpadun. Uccaenqosanus B arou obractu npoBogsarcs B Poccunckon Axagemun Hayk, B MockoBckom
rOCyAapCTBEHHOM yHuBepcuTere u B Axanemuu kpunrorpadpuu PP. Tpaauuuonuo GOIBLIYIO POIb UT'PAIOT
B Pa3BUTUU KPUNTOrPAGUYN BEICOKONPOUIBOAUTENBLHEIE BEIYACIUTENbHEIE CACTEMEl, KOTOPHIE B 3HAYUTENb-
HOU CTETEHN ONPENeIAIT MaPAMETPHI IEPCIEK TUBHBIX KPAITOIPADPUIECKUX AATOPATMOB U CPEACTB 3AIMUATHI
nHPOPMAIUHN.

BaxapiM acnmekTOM pasBuTus KpunTOrpadun KaK HAYKU SABIAETCA CMEXHASA ¢ HEM 001acThb IyMaHW-
TapHBIX npobaem ma(opManuorHOU 6e3onacHocTu. 1o nanmmaruse pexropa MI'Y Cagosrmaero Buxropa
AHTOHOBI/I‘IH, B n1O0CaeqHrE roabl 3Ta OGJIa,CT]) AKTUBHO paBBI/IBaeTCﬂ B MOCKOBCKOM FOCy.ﬂapCTBeHHOM YHnI-
BepcureTre. CO3MaHHBIN IO PYKOBOACTBOM BUkTOpa AHTOHOBMYA MEX TUCIUILINHAPHEIA CEMUHAP ABIACTCS
BaXXHEIM (POPYMOM A OOCYXJEHUS DTUX BOIPOCOB U CHIIPAJ OMPENEAIOIIYI0 POJIb B UX OOCYXKACHUN, B
TOM YHUCJIE ¥ HA HACTOSIIEN KOH(DEDEHIN.

BesycioBHO, aK Ty AIbHENIITY IO POJIb UI'PAET O0pBOa ¢ MEXK TYHAPOIHEIM TEPPOPU3MOM, B 9aCTHOCTH OOPb-
6a ¢ xkubepTeppopu3MOM 1 UHPOPMANMOHHEIM TeppopusMoM. O6CyxK AeHue STUX BOIPOCOB C YIaCTUEM KOJ-
Jer u3 APYTUX CTPAH MOMOXKET HE TOJBKO OTHICKATL MyTU GOPHLOLI ¢ 3TUM MEXIYHAPOTHBIM 3J0M, HO U
OyAeT CIOCOOCTBOBATL KOHCOMUTAINY YIEHLIX U CIIENUAINCTOR, pAO0OTAIOMX B 3TOX OOJACTH.

B zaxuiodenue mo3BoJbTE €Ie Pa3 MPUBETCTBOBATL U KPUNTOTPAGOB, U BCEX CIEIUAIACTOB B 00JACTH
MHGOPMAIIMOHHON (GEe30MaCHOCTH, KAK HAYIHO-TEXHUYECKOr0, TAK U TYMAHUTAPHOrO mpoduisa, u rocren. U
MOXEJIATH BCEM YCIEXOB B pab0oTe KOH(PEPEHIUN U KPYIVIEIX CTOJOB, U BHIPA3UTL HAJEKIY HA, JATLHEUIIEE
MeX IYHAPOLHOE COTPYIHUYECTBO B DTOU O0IACTIH.
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BricTymienue 3amecTuTelia npeacegaTeNls KOMUTETA
TI'ocy napcTBennoun /[ymMbl o 6e€30IaCHOCTH
B. B. /[IaTieHko

YBaxkaeMsnie Y49aCTHHUKHA U T'OCTH KOH(i)epeHHI/IH!

Ot numenn komuTera ['0CyAaPCTBEHHON JYMEI IO GE30MACHOCTHU PA3PEIINTE NPUBETCTBOBATD BAC M0 TTOBO-
oy Hadaaa paboTsl Hauen KOHGEPEHIUK, OTHOrO U3 HauboIee 3HAYUMBIX HAYIHBIX (POPYMOB, IMOCBAIEHHBIX
00Cy X [eHII0 TPOOIEMHBIX BOIIPOCOB — ofecnedenue 6e30naCHOCTU U IIPOTUBOAEUCTBUE TEPPOPUIMY.

Hagano XXI Beka OTMEYEHO CEPbE3HOU AKTUBU3ALUEN NeATEIbHOCTA TEPPOPUCTAIECKAX OPraHU3ALNN.
B macTosmee BpeMs, M0 MHEHUIO PSLa DKCIEPTOB, B MUPE HACUUTHIBAETCA 0KO0JI0 500 TeppopucTUieckumx
OPTraHU3AIUYA U TPYII PA3IMIHON SKCTPEMUCTCKON HATIPABIEHHOCTUA. MBI CTOIKHYINCH C BHI3OBAMU, HA, KO-
TOPBIE €Ie HET CUMMETPUIHOrO OTBETA. 1eppOpmM3M mArHya B 06JaCTb BEICOKMX TEXHOJIOTHN, TIO3TOMY OCO-
060€ BHUMaHUE yaenseTcs pas3paboTke mpobaem obecnedenus mHGOPMAIMOHHOU GesomacHocTr. QmacHOCTH
TEPPOPU3MA, 3AKJIOIAETCA €Ie W B TOM, UTO B C(Pepe BHICOKUX TEXHOJOTHUH, OPTaHU3ysa CBOK TOPHIB-
HYIO AeSTeIbHOCTh, OH IIPOBOIIPYET BAACTL HA OTBETHOE HACWINE, UYTO B CBOIO OUYepeIb IeCTA0MIN3UPYyET
IEMOKPATUIECKNEe UHCTUTYTHI OOIIECTBa, a 3HAYUUT, CIOCOOCTBYET PACHPOCTPAHEHUIO HAPYUIIEHUS IIPAB U
cB0o6O rpax ganuHa. OTHOU M3 OCHOBHEIX 3374, PEIIAEMBIX B HACTOMIIEE BPEMs 3aKOHOAATENAMU ABJIACT-
¢ pa3spabOTKa HOPMATUBHO-IIPABOBOM 0a3bI, 00ECIEIMBAIOIIEN ONTUMAJILHOE COCYIIECTBOBAHNE CUIOBBIX U
BSKOHOMUYIECKUX Mep O0pbOLI. MBI HCXOAMM U3 MPUHIKUIA, ITO Y deKkTuBHAI 60pHOaA C TEPPOPUIMOM BO BCEX
€€ MPOABJIEHUAX BO3MOKHA TOMBKO B TOM CIydae, €CIN K HEW MPUCOEAUHUTCA IPaX JAHCKOe 00mecTro. [
3TOrO HOKHA, OHITH BHIPAGOTAHA €UHAA HAIMOHAILHASA CTPATErUA MPOTUBOJCUCTBUSA TEPPOPU3MY U 00ecC-
nevYeHns UHGOPMAIMOHHON 6e30mMacHOCTU. B 5TOU TpyaHOU PabOTe MEI HALEEMCS HA METONOJOTTIECKYIO
TIOMOIIb HAYKU.

IMo3BOMBbTE TOXKEIATH BAM TLUIONOTBOPHOU PAGOTHI U HOBHEIX TBOPYECKUX PEIICHUN.
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BricTyILieHne mepBoro 3aMecTUTENA I'€eHEPAJIbHOT O
qupekTopa OAQO «I'asmpom» C. . XomMmakoBa

YBaxaemsnle koJjaeru!

Paspemmre oT mmenu pykosoacTsa «['a3npoMay mo3apaBUTh yIaCTHUKOB, FOCTEU U OPraHN3aTOPOB KOH-
¢depenmuu ¢ ee mHagaaom. Kondepennusa Hay9IHO-IPAKTUIECKAsA, MOCBAIIEHHAS BOIPOCAM O€30MACHOCTH U
[IPOTUBOLEUCTBUA TEPPOPUCTUAIECKON YIPO3€, C HAIIEN TOYKYU 3PEHIS, KPAHe aKTYaIbHA B HACTOSIILEE BPe-
ms. Cob6¢cTBeHHO nosTOMY «['a3npOM» M BEICTYIII C MHUIXATUBOY IPOBECTH CIELUAIBLHYIO CEKIINIO, KOTOPAs
[IO3BOIMIA, OBl O0CYXAATh XUBOTPEIEIYIINN M HAC BOmpoc. Ha AByX acmekTax XOTeaoch OBl OCTAHO-
BUTHCA. «['a3mpomMy — HTO OrpOMHAS OPraHU3aIys, KOTOPAs PACKUHYJIA CBOU IPEAIPUAATUL OT JlenoBuToro
OKEaHa [JO HAIINX 3anagHerX rpanun. U Bompoch nHGOPMANMOHHON (6€30IaCHOCTH CTAHOBATCA y HAC B Ca-
MYIO PEATbHYI0 NMPAKTUYECKYO ILIOCKOCTh. MH(pOpMANXOHHEIE IOTOKY YIPABIEHIS BCEM DTUM OI'DOMHEBIM
XO3AMUCTBOM — DTO CYLIIECTBEHHEIN O0BEKT HAIIEH 3AIUTHI, [I03TOMY MBI HAJEEMCs, YTO HAyJHBIE TOJXOMH,
KOTOpHIE OyAyT BEICKA3aHEI 34€Ch, IOMOI'YyT HAM B JAJIbHENIIEM NPABWILHO PAaGOTaTh B HTOM HAIPABICHUN.

CrexyroumM acmekToM, Ha KOTOPOM OBl XOTEIOCH CIEINAILHO OCTAHOBUTHCH, — ITO BONPOCH! He30mac-
HOCTY BOOOIIE ¥ BOIPOCH! IIPOTUBOIEUCTBUS TeppopuaMy. Mue 31eCh IPUXOAUTCA BHICTYNATH C IPAKTUYE-
CKOU, TAK CKa3aTh, IO3ULUN, HECMOTPS HA, TO, YTO DTO HAYIHASA KOH(DEPEHUNs, 1 BEIHYK JEH 316Ch TOBOPUTH
06 sxoHoMmdeckux nokasarensix. C Hosoro roga akuum «"asmpomay 6yayT KOTEPOBATHCS HA 3apyOeKHEIX
PBIHKAX, ¥ 3alajJHble MHBECTOPHI, BO3MOXHO, OyAyT umx npuobperars. [l11 HUX HEeMAaIOBAaXKHO, HACKOJILKO
MBI MOXKEM YNPABIATH HAIIMMU PUCKAMM, & ONUH U3 CYLUIECTBEHHBIX PUCKOB DTO TeppopuaM. fI 61 mor
[IPUBECTY BaM 3[€Chb II€YAIBbHYIO CTATUCTUKY, K HECIACTHIO, BO3PACTAHNSI TEPPOPUCTUIECKON AKTUBHOCTH
HA HAmuX TPyOOIPOBOAAX, HA HAIINMX [A30MNEPEKAMUBAIONINX CTAHIMAX, HA HALINX APYyruX O0OBEKTaX. JTO
IEeACTBUTEILHO €CTh. B DTON CBA3M MBI OBl HAJEAINCH HA HAYYHLIE BEIBOALI 3TOU KOH(DEPEHIN, KOTOPLIE
OBI [IO3BOIMINM HAM B IAJbHENIIEM NPEICKA3EBATE U YMEHBIIATH BO3MOXHOCTI TEPPOPUCTUIECKIX PUCKOB.

XoTenocs OHI er1ie pa3 MO3PABUATH YIACTHUKOB KOH(DEPEHINY C €€ OTKPLITUEM UM HAIeATHCA Ha TAJILHEN-
1mee IVIOJOTBOPHOE COTPYAHUIECTBO.
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AKTyanbHBIE IIPOO6JEeMbI 00ecnedeHna 6e30IMacHOCTHI
ry106a1bH0M MHPOPMALMOHHON MHPPACTPYKTYPhI

B. II. Hlepctiok, A. A. Crpenbuos

YBaxkaemrble y4aCTHUKM KOHQepeHun!
YBaxaemsnie rocTu!
Ioporue gamsbl u rocmoja!

Paspermure, mpex e Bcero, BEIPA3UTh INIyOOKYI0 0JarofapHOCTh U IPU3HATEIHHOCTD BCEM BaM 33 TO,
YTO BB OTKJIMKHYJINCH HA HAIlle IPUIVIAIIEHNE U CEr'OLHsA COOPATNCH B DTOM 3aMe4YaTeIbHOM 3,aHUK, KOTOPOE
B COOTBETCTBUY C BeJNIMEM PEIMIAEMEIX 31eCh 33,439 COBEPIIEHHO CIIPABELINBO HA3KIBAETC MHTeLIeK Ty anb-
HEIM IJEHTPOM.

IIpoTusogencreue TeppopusMy u o0ecrnedenune 6e30MaCHOCTY CErOqHs CTAMN OJHIM 13 BAXKHEUIIX HOD-
MATUBOB POCCUNCKON ¥ MEX IYHAPOHOV NOIUTUKY, PA3PA0OTKA METOMOB 3(PGHEKTUBHOIO PASPELICHUS DTUX
npobeM CTaJ0 CAMOCTOATEJNbHBIM HAYYHBEIM KUCCiegoBaHueM. [[is ee pemieHus TpeOyOTCS yCWINs OTEde-
CTBEHHBIX U 33PYOEXKHBIX YIEHBIX PA3HEIX CIEIUATLHOCTEN, KAK IyMAHUTAPUEB, TAK U CIENUAJUCTOB B 001a-
CTU HAYIHO-€CTECTBEHHLIX UCCAeOBAHUA. TPy IHO EepEeOLeHNTh AKTUBHOE yIaCTHE B 3TOU paboTe KIaccude-
CKUX YHUBEPCUTETOB, APYTUX HAYIHHIX U yIeOHbIX 3aBegenun. OHU CIOCOOHEI OOBEIVHUTD YCUIUA YIEHBIX
PA3HBIX CIENUATLHOCTEN U BHIUTH HA HOBOE MOHUMAHUE CYIIHOCTH TEPPOPU3MA KAK SBICHUS HAIIECU XKW3HU,
[PEVIOXKUTH METOLI MOBLILEHUS 3(P(EKTUBHOCTA NPOTUBOAEUCTBUA TeppopuaMmy. ONpeseseHHbIN ONBIT
OPraHM3AIMK TAKOBOI'O COTPYIHUYECTBA, B 00.1aCTH 6€30MaCHOCTY NHGOPMAINOHHON NHGPPACTPYKTYPHL Ha-
xorien MockoBckuM rocygapcreenasiM yausepcurera uMm. M. B. Jlomonocosa. Ilox pykoBoacTBoM pexkTopa,
yuuBepcuTeTa akagemuka B. A. CagoBHuyero yHuBepcuTeT OOBEIUHII O] CBOMM PYKOBOACTBOM YY€HHIX,
3aMHTEPECOBAHHEIE (peNepATLHEIE OPTAHLL UCIIOJHATENLHOU BIACTY, HATA AT COTPYJHIYECTBO ¢ KOHCOPIIAY-
MoM MHCTUTYTOB 1 akagemuu crpad HATO, 3aHuMarommxcs n3yueHreM BOIPOCOB 6€30IMaCHOCTH, HATAKEHEI
TBOPYECKUE KOHTAKTHI ¢ yHuBepcuTeToM mraTa Heio-Mopk. Ha npommeaiei Hegeam moAMMCaHo COrAIIeHne
0 COTpygHUYEeCTBe ¢ yHUBepcuTeToM uM. Lenpuxa lenne (r. Jiocceabnopd). C 9ol TOUKU 3peHUs IpescTa-
BJSIETCSI [TOJIE3HOU QUCKYCCHS, KOTOPAs COCTOANTACH B PAMKax KOHbepeHmn «Be30nacHocTs 1 YacTHAs KU3HD
B uH(MOPMAIIMOHHOM O0IIeCTBey, IPOLIeANIas Ha npouuion Hegene B [occensnopde. MHOrue y4acTHUKY TOR
KOH(EpPEHIIUN MPUCYTCTBYIOT CErOHsS B DTOM 3aje. fl pag ux mpuBeTCTBOBATH, s PaJ IPUBETCTBOBATH
noktopa ¢on Kuona, oguoro u3 opranuszaropos >Tou koHdepennuu. Hagewocs, 4T0 MbL HalIeM BO3MOXK-
HOCTBH MPOJOIKUTH NUCKYCCHUIO IO BOIPOCAM NPOTUBOIEUCTBUS Teppopmamy. HacTosumm nokman umeer
60see y3Ky0 neab — 00CYXAeHNE IPUOPUTETHHIX HAIPABICHIN MEX IYHAPOLHOIO COTPYAHAIECTBA B 00Ia-
¢t obecniedeHus 6e30MaCHOCTH MNIOOATBHON UH(MOPMAIMOHHON UHGPACTPYKTYPHL. [Januas npobaemMa qaBHO
HAXOOUTCA B IEHTPE BHUMAHUSA MOIUTUIECKOrO PYKOBOACTBA Poccuu. 10 Hanwio orpaxenue B [JokTpu-
He nHpopManmoHHOu 6e3omacHocTu P®, yrBepxk aennon npe3ugentoB Poccun B. B. Ilytunbiv B cenTabpe
2000 roza. B sTom noxymente obecrneduenue 6e300aCHOCTY (DyHKIMOHUPOBAHUA WH(MOPMALMOHHEIX WH(MPA-
CTPYKTYP OTHECEHO K COCTABJIAIONIM HAIIMOHAJBLHEIX MHTEPECOB B undopManuonHou chepe. [louck myren
petenus npobuemMsl TpuobpeTaeT 0COO0YH aKTYalbHOCTH B CBSI3M C ydacTueM Poccuum B (pOpMUPOBAHUM
r106ATBHOrO 00mecTBa, npeaycMorpenaoro Oxunaasckou xapruen 2000 roga. OTO MOHATHO, rIOOAIBHAA
nHpPACTPYKTYPA CTAHOBATCA BaxXHBIM (hAKTOPOM pas3BuTusa 00mecTBa. B skonoMuveckon cpepe oHa cro-
COOCTBYET PA3BUTHIO HOBOI'O CEKTOPA DKOHOMUKU, CBA3AHHOIO C KOMIBIOTEPU3ALUMEN 3HAHUW, CO3JAHUEM
COBPEMEHHBIX WH(POPMAIMOHHEIX TEXHOJIOTUN, ¢ (DOPMUPOBAHUEM MHIYCTPUU UHGOPMAIMOHHLIX TPOAYKTOB
U yCTPOUCTB, PACIINPEHNEM OOJACTY NPUMEHEHUS DJIEKTPOHHON TOPIOBJIY, 8 TAKXKE IS CO3LAHUS YCIOBUAN
IS CTPYKTYPHOU HEPECTPOUKM PBIHKA TPyAa. 110 MMEemuMes JaHHBIM 33 NOCJAEIHUE I'OJLI BHY TPEHHUE
TeKyIme 3aTPATHl HA MCCICHOBAHUA U paspaboTku ysemmampaiorcsa Ha 20-25% exerogmo. O6bem ycayr
CBA3M YBEIMIMBACTCA €xeronso 6omee gem Ha 30% u cocrasua B 2004 roxy 3% ot BBIL. Yeeruuuncs o6bem
DKCIIOPTA POCCUUCKUX TEXHOJIOIMI B 3apyOeKHEIE CTPAHEL, KOTOPEIN cocTasu1 B 2003 roay 23 mapa. pyoJen,
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a B 2004 roxy yxe 6oaee 30 mapa. pybaeu. I1o HekoTOpEIM oneHKaM 06beM PHIHKA NH(MOPMAIMOHHBIX TEXHO-
morun gocturder 600 mapg. pybaeu. B nyxosuou chepe nudopmanuonnas nHGPACTPYKTYPa CIIOCOGCTBYET
60Jiee MOMHOU PeANU3ALMK MIPAB U CBOOOI Y€I0BEKA B 001aCTU MH(POPMAIUOHHON AEATENbHOCTH, BKIOYAL
CO3[AaHUE U PACHPOCTPAHEHNE MACCOBOU MH(pOpMAnMY, B 061aCTU CBOGOAEI BEIPAXKEHWUS MHEHUN, BEPOUCIIO-
BeqoBaHus, MuIcau u caoBa. 1lo mekoTopeiM onenkam K 2010 rogy KOIm4ecTBO aKTUBHBLIX IIOJb30BATENEU
cetu Nurepuer B Poccun Gyaer macuuTwiBaTh Gosee 26 M. denoBek. B 5Tou cucreme yxe mpenCcTaBISHED
mouTH BCe (befepanbHEE OPTaHbl TOCY [apCcTBeHHOU BracTu. B Poccun unTencusHO BHEAPAIOTCA 630yMaXK-
HEIE TEXHOJOTHU Peaan3anuu (GYyHKIUNA FOCYJaAPCTBEHHOIO YIIPABICHUS, OA3UPYIOIINECS Ha UCIOJb30BAHUN
MIOGATHHON MH(POPMAIMOHHON UH(DPACTPYKTYPH U CPeACcTB I poBOM moAnucu. B connansHou cdepe uH-
dopManmonnas MHGPACTPYKTYPa OKA3HIBAET AKTUBHOE BO3NEUCTBUE HA PA3BUTUE CUCTEMEI BOCITUTAHUA U
00pa30BaHMs I'PAXJaH U CONMAIbHOE obecredenue. B momuTudeckon cdepe oHA MpencTaBIseT CyObeKTOB
TMOJUTUYECKON KU3HA U KAYECTBEHHO HOBHIE YCJIOBUA I PA3BUTUA OOUECTBEHHBIX KOMMYHUKAIAN, IJIS
BEJEHUS TTOMUTUIECKOU OOPBLOBI, M PEATM3ALUAN BIACTHHIX MOJHOMOYUU, ONPEACTICHHEIX (DYHKIUU TOCY-
IapCTBa, BKIO4YasA obecnedeHue ero 6e30macHocTu u 060poHocnocobuocTu. TakuMm 06pa3oM, 0OBEKTUBHO
YCUIMBAETCS POJb MVIOOAIBHOU MH(POPMALMOHHON MHPPACTPYKTYPHL B PEAIU3ALNNA UHTEPECOB COrPAXKIAH
B obmiecTBe u rocyaapcrse. C Apyrou CTOPOHBI, BO3PACTAIOT (PAKTOPHI, CO3AAOIIME YIPO3y 6€300acHOCTH
UHDOPMAIMOHHON UHPPACTPYKTYpPhl. Cpeu OCHOBHEIX yI'PO3 CJAENYeT BHIICIUTH TEPPOPUIM.

Teppopusm Bce 601€€ CTAHOBATCA OOBIIEHHBIM SABJICHUEM B HAIEW XU3HU. BOUHA, KOTOPYIO PA3BEPHYJI
TEPPOPU3M, — DTO 0cO0asA BOMHA, KOTOPASA BEIETCA HEMOCY JAPCTBEHHLIME 00OPAa30BAHUAMY [IPOTUB HAPOIA,
00LIECTBa U IOCY4aPCTBA AJs JOCTUAKEHUs OINPEIEJCHHBIX MOJIUTUIECKNX ejel. B 3TOM BOMHE IIPOTUBHUK
pacnoaraeT 3HAYUTENbHLIMY (DMHAHCOBLIMU U JIOACKAME PECYPCAMM, AKTUBHO UCIIOIB3YeT I PEeaIn3a-
U TEPPOPUCTUIECKUX AKTOB CBOOOAY MH(POPMANMOHHON AEATEILHOCTH, TaPAHTUPOBAHHYK IPAXKIAHAM
IEMOKPATUIECKUX T'OCYJAPCTB, MOXET OPraHU30BATH AKIUY KAK C TEPPUTOPUM CBOEU CTPAHKI, TAK U C TEP-
putopuu apyrux crpan. O0beKTaMu TEPPOPUCTUIECKUX ATAK MOT'YT CTATh MH(MOPMAIUOHHLIE U TEIEKOM-
MYHUKAIVOHHBIE CUCTEMBI KDUTUYIECKN BAXKHBIX OOBEKTOB: JHEPI€TUYECKUX, TPAHCIOP THEIX, (PMHAHCOBLIX
u apyrux uH(ppPaACTPYKTYP B OOMIECTBE, IUAPO- W ATOMHBIX DJEKTPOCTAHIUN U OPYTHAX DKOJIOTMIECKH OIac-
HBIX TIPOMBIIUIEHHBIX TPEANIPUATUN U T. 1. IMEHHO PAaCCMOTPEHWIO 3TOU MPOOJEMEl U TOCBAIMIEH KPYTIBIA
CTOJ Hamen KoHpepeHIMy HA TeMy «KoMIulekcHas 6e30IMacHOCTD B OTPACAX NPOMEINIIEHHOCTY TOILIABHO-
SHEPreTUYECKOr0 KOMILIEKCA).

CymecTBenHy0 yrpody 6€30macHoOCTU rIo6anbHOU MH(MOPMAMOHHON MH(PPACTPYKTYPH NPEICTABIIET
KOMITBIOTEPHAS IPECTYIHOCTb, KOTOPas 00BEKTUBHO CO3AAET yCJIOBUA [ PACIPOCTPAHEHUs TEPPOPUCTHU-
YECKOM aKTUBHOCTU B uH(MOpManuoHHyio cdepy. CoBpemennbe nHGOPMAINOHHBIE TEXHOJOM MY IPEICTABIL-
0T 3HAYUTENbHBIE BO3MOXHOCTH JOCTYIA OTAEJLHEIM JIAIAM UM NPECTYNHHEIM OPraHW3aIuAM K WHGOPMa-
IAOHHBIM U TEIEKOMMYHUKAIMOHHLIM CACTEMAM, K XPAHALMMCA U 00padaTHIBAIOMIAMCA B DTUX CUCTEMAaX
MH(OPMAIMOHHEIM PECYPCaM U COBEPIIEHUA HA TOU OCHOBE TPOTUBOMPABHLIX JEUCTBUN. B pesyabTaTe Mo-
IyT MOCTPAJATh UHTEPECHI JUYHOCTHU, OOMIECTRBA U T'OCYAapPCTBaA. TakK, MO0 MHEHUIO CIEIUAIUCTOB, OOLUTUN
yiep6, NPUINHEHHBIN MAPOBOU SKOHOMUKE KOMIBLIOTEPHLIMY TpecTymieHuamMu B 2004 1oy yBeAUYmMics mo-
utu BABOE 1o cpaBueHuio ¢ 2003 rogom u cocrasun Gomee 400 mapa. goarapos CIHIA. YuuTniBas BEICOKYIO
JMATEHTHOCTb KOMIBIOTEPHEIX MPECTYILICHUN, €CTh OCHOBAHUSA MOJAraTh, YTO PEATHHBIN yIepO COCTABIIET
3HAYUTEIBLHO OOJBIIYIO CyMMY .

[IporuBoaencTBue yrpo3aM 6e30HACHOCTY HAIMOHAIBLHEIX MH(MOPMANUOHHBIX UH(MPACTPYKTYDP, ABILAIO-
LUXCSI CEIMEHTAMU MIOOANIBHEIX MH(POPMANMOHHEIX UH(PPACTPYKTYD, SABIAETCA IPEIMETOM 3a00ThL IPexX e
BCEr0 OPr'aHOB I'OCYJAPCTBEHHOU BiacTU. B TO e BpeMs HEKOTOPHIE aCIEKTHL ITON IPOOJIEMEL yKe CEIdac
HAXOOATCA B IEHTPE BHUMAHUA MEXIYHAPOIHOIO COOOIIECTBA. DTO MOATBEPAWIO U OOCYXIEHUE POCCUM-
CKOT'0 TTPOEKTA, PE3OMIOIUN TI0 MEX IYHAPOTHOU UH(POPMAIMOHHON (E30MaCHOCTY HA MEPBOM KoMuTeTe Le-
umepaabaou AccamOmen OOH, xoTopas 3aBepuInIach HA MPOLLION Henexe. DTOT MIPOEKT HPeIyCMaTPUBAET,
B YaCTHOCTH, IPOJOIKEHUE UCCICAOBAHNAA yIrpo3 B cdepe MHPOPMALUOHHON OE30MACHOCTH M BO3MOXKHBIX
COBMECTHEIX MED MEeXAYHAPOMHOI'O COOOIIECTBA M0 UX HEUTPAIU3AMUU. B €ro mogaepkky BBICKA3AJI0Ch
163 cTpansI.

[TnogoTBOpHAA AUCKyCccusa Mexay ydenuiMu Poccunckon Axagnevun Hayk v HAIMOHATHHBIME aKaJeMUs-
vu CITA no BOmpoCy mpOTUBOIEUCTBUA YIPO3€ KOMIBIOTEPHOMY TEPPOPU3MY MOJOKMIA, HAIAIO IPOLECCY
VKPEIUIEHUs HAYYIHOT'O0 COTPYIHUYECTBA, OBYX CTPAH. 1eppPOPUCTUYECKUE AKTHI, TPOU3OIIEIIINe B HOCIe -
Hee BpeMs, MOKA3HBAIT HEOOXOIUMOCTH NATLHEUINEr0 PACIIUPEHUs 3TOr0 COTPYIHUYECTBA. Teppopusm
KaK SIBIEHUE COBPEMEHHOI'0 MUPJ, €IIle HEJOCTATOYHO XOPOIIO U3Y9IeH, HO MOXKHO BEIJEIUTH OOIINE YepPTHI
IIOPOXK TAEMEIX UM yI'po3. BO-epBEIX, TEPPOPUCTUIECKUE AKTHI MOy T COBEPIIATHCA KAK I'DAXK TAHAMYI ATa-
KyeMOr'o IOCyAapCTBa, TAK U TPAXK IAHAMHU IPYTUX COCYAAPCTB. BO-BTOPHIX, IEUCTBUSA TEPPOPUCTOB, BPEMS
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¥ MECTO COBEPIIEHNS NMU TEPPOPUCTUUECKUX AKTOB CIa00 IpeacKa3yeMo. B-TpeTbux, B OT/INYME OT IPYTUX
MPECTYNHLIX [IEeSHUM, TEePPOPUCTAIECKNE AKTHl COBEPIIAIOTCA, KAK MPABUIO, [ NOCTUXKEHUA OMPeNeTeH-
HEIX HOJATUYECKUX Leded. B 5Tux ycaoBusax mOCTpOEHue CUCTEMEI IPOTUBOACUCTBHAS TEPPOPU3MY BOOOIIE
U KOMIIBIOTEPHOMY TE€PPOPU3MY B YaCTHOCTU TPeOyeT 3HAYMTENLHEIX YCUIMA KAK CO CTOPOHEI OTIEJbHEIX
roCyJapCTB, TAaK M MEXIYHAPOIHOrO coobmecTBa B meaoM. Ilo mepe pasBuTusa rio0aibHOU MHGOPMALN-
OHHOU MHPPACTPYKTYPLI CTAHOBUTCA GOJEE ACHBIM, YTO YCIEX KAXKIOU CTPAHEL TI0 3AINUATE HAIIMOHATLHBIX
CEKTOPOB 3TON UHPPACTPYKTYPHI B ONPEIEJEHHON CTeneHu Oy 16T 3aBUCETh OT YCIEXOB B DTOU 06IaCTH OPY-
rux cTpaH. 2KU3HbL MEXIYHAPOIHOTO COOOIIECTBA B IEJIOM U KAXKIOW CTPAHLI B OTAILHOCTHU OyaeT 60mee
BAIIUIIEHHON OT YTPO3EI KOMIBIOTEPHOI'O TEPPOPU3MA, TOr A, KOrAa Oy 1y T HaugeHsl d(ppeKTUBHEIE (POPMEL
B3aUMOIEUCTBUSA PA3JUIHEIX TOCYJAPCTB, pa3paboTaHbl U BHEAPEHLI METOILI TPOTUBOAEUCTBUA yIPO3aM,
CpeaCTBa BBEIABJICHUA, IIPECEYCHUA W JUKBUIALUUN HOCJIe.I[CTBI/II‘/)I 9TUX yrpoa. MO)KHO BBIICINTH HECKOJBKO
OCHOBHBLIX HAIIPABJICHUU MIPOTUBOAEUCTBUA YyIPO3€ KOMILIOTEPHOI'O TEPPOPUIMA.

Opraun3anroHHOe HAIPABJICHNE CBA3AHO C Pa3pabOTKON U Pealn3alnyer OpraHaMy UCIOJHUTEILHON BIa-
CTH ¥ IPAXKIAHAMYU CUCTEMHEI CIEenUAIbHEIX MeponpuaTuil. OHM JOMXKHEI OBITH HANPABJIEHEL HA 3aTPY JHEHUE
peanm3anyy AKTOB KOMIIBIOTEPHOI'O TEPPOPU3MA U IOBLIMIEHUE d(PPEKTUBHOCTY CJAEICTBEHHBIX AEMCTBUMI
10 q)aKTaM IIOArOTOBKU U OCYLIECTBJICHUA TAKUX aKHHﬁ, a TAKXE€ Ha MUHUMHU3ALIUIO CBA3AHHBIX C 3TUMHU
AKTAMU HETQTUBHBIX HOCJIerZ[CTBI/II‘/,I. OrZ[HI/IM u3 HO,E[O6HI:IX Ba2KHBIX MepOHpI/IﬂTI/IIl/i ABJACTCA COBEPILIECHCTBOBA-
HUE CUCTEMBI TPEOOBAHUN K WHMOPMAIMOHHON GE30MaCHOCTH MHPOPMAIMOHHEIX U TeIEKOMMYHUKAITMOHHEIX
CHCTEM KPUTUYIECKH BAXKHEIX 00BEKTOB NHPPACTPYKTYPHL 001IecTBa, u ux ceprudukanuu. [Ipyrum He MeHee
BAaXXHBIM MEPONPUATHEM MOTJIA OBl ABUTHCA Pa3pabOTKa, aHAJIOTUIHEIX TPEOOBAHUYU K IPOAYKTAM COBPEMEH-
HEIX MH(POPMAIMOHHEIX TEXHOJIOIMHA U CO3LAHUE CUCTEMbI JOOPOBOILHON CEPTUPUKAIIN 3TUX IPOAYKTOB.
OTO CnOCOOCTBOBAIO ObI MOBBLIMIEHUIO YPOBHA NOBEPUA MEXIY PA3pa0OTIMKAMU U HOJIb30BATENAMU ITUX
Texnoaoruu. He MeHee BaXXHOU MPEACTABIACTCA NPOOIEMa, PA3BUTHAA CUCTEMBI Ay JUTa, TOCY JAPCTBEHHBIX 1
HEroCy 1apCTBEHHBIX I/IHq)OpMaJ_II/IOHHBIX U TEICKOMMYHUKAIVUOHHBIX CUCTEM U KPUTUICCKU BAXKHBIX Oé’BeK-
TOB MHGPACTPYKTYDHI.

IIpaBoBOE HANPABIECHUE TPOTUBOAEUCTBAA YyIPO3€ KOMIBIOTEPHOIO TEPPOPU3MA, 3AKI0YIACTCA B Pa3pa-
00TKe 1 peaausanuy IPaBOBEIX MEXaHU3MOB PETyJInPOBAHUA 06H_IeCTBeHHI:;IX OTHOIlIeHPIfI, CBA3AaHHEIX C IIDO-
ABJIEHUEM YT'PO3bl. DTU MEXAHU3MBI JOIKHEL, C OMHOU CTOPOHBI, CIIOCOOCTBOBATEL CBOEBPEMEHHOMY BEIABJIE-
HUIO U HEUTPAJUIANUNA YT PO3bI, CHUXKEHUA CONUATBHOUN OMACHOCTY MOCAE[CTBUAN ee TPOABIEHU, 8 C IPYTOH,
HE YMEHBIIATE MOCY JAPCTBEHHLIX MAPAHTUM [IPAB K CBOOO Y€I0BEKA 1 I'PAXK JAHMHA. B paMKax JaHHOIO Ha-
IIPpAaBJCHUA TOJXKHO OCYHIECTBIIATHCA, IIPpEXK 1€ BCEr0, COBEPIICHCTBOBAHNE HAIMOHAJIBbHOI'O 3aKOHO 1A TEJIbCTBA
B 00JACTH UCHOJB30BAHNA COBPEMEHHEIX MH(MOPMALMOHHLIX TEXHOJOIMU B PA3IMYHEIX Chepax XKu3Hemes-
TEIBLHOCTY 00IIeCTBa U (HYHKIMOHUPOBAHNSA I['OCYAAPCTBA, PA3BUTHAA HHGOPMALNOHHON NHPPACTPYKTYPHL U
IeSTEILHOCTU OPIaHOB UCIOJHUTEILHON BIACTY 10 IPOTUBOAEUCTBUIO YIPO3aM KOMIILIOTEPHOI'O TEPPOPU3-
Ma, B3aMMOJEUCTBUI OPTAaHOB TOCYJAPCTBEHHOU BIACTU U HETOCYIaPCTBEHHLIX OPraHU3AlMU B MPOLECCEe
OCYITIECTBJCHUA DTOU AeATEILHOCTU. HapAmy ¢ DTUM MPENCTABIACTCA BAXKHBIM JOCTUXKEHUE MEXTOCYIap-
CTBEHHBIX II[Ol"OBOpeHHOCTeI‘/JI 10 BOIIPOCaM BBIABJICHUA TMOATOTOBKU TPAHCIPDAHWYIHBIX TEPPOPUCTUICCKUX
AKIUU B OTHOUIEHUY KPUTUYIECKU BAXKHEIX 00BEKTOB HAIMOHAIBHLIX WHGOPMAIMOHHBIX NHPPACTPYKTYP U
MIPOBEIEHNUE CJIEJCTBEHHBIX MEPONPUATUN 10 (PAKTAM OCYIIECTBICHUA TAKUX AKIIUN.

Texunveckoe HaIpaBJIeHUE TPOTUBOIEUCTBUA YI'PO3€ KOMIBIOTEPHOT'O TEPPOPU3MA CBA3HO C AAJTLHEU-
MM Pa3BUTHEM CHUCTEMHOI'O MCIOJB30BAHUEM CPEACTB 3AIMUTHI MHPOPMAIUN I'DAXKIAH, KOMMEDPIYECKNX U
HEKOMMEPHYECKNX OPraHU3ALNKI, OPIaHOB I'OCBJIACTH.

Kanposoe HampapieHue IPOTUBOAECUCTBUSA KOMIILIOTEPHOMY TEPPOPU3MY CBSA3AHO C PA3BUTUEM CU-
CTeM IIOArOTOBKU KBa,JII/ICpI/ILII/IpOBaHHBIX CIIeUAJINCTOB II0 IIPABOBOMY, OPTaHU3AIIMOHHOMY U TEXHUIECKO-
My acmekTy 3Tou gearensHocTu. B Poccunickon Denepanuu 3TOMY HAPABICHUIO AEATEIHLHOCTHU Y AEIAETCA
ocoboe saumanne. Cerogua 6osee 100 BEICIINX yIeOHBIX 3aBEICHAN OCYIIECTBIAIOT 00Pa30BATEALHYIO esd-
TEIBHOCTD B 9TOU 00JacTH, 00ecnednBas moAroTOBKY 0koo 2500 crnenuaancTos exeroqso. B To xe BpeMs
mOTPeOHOCTD T'OCYJAPCTBEHHBIX U HETOCYJAPCTBEHHBIX OPraHU3AIlUU B MOATCOTOBKE TAKUAX CIELUAIUCTOB,
1o onenkaM MwunucTEepCcTBa 00pas3oBanus, oneHnBaercsa npuMmepro B 5000 geroBek. BaxubiM pe3epBoM mo-
BHIIEHUA DG PEKTUBHOCTH COBMECTHOU AEATEIHHOCTH IO MPOTUBOJENCTBUI0 KOMIBLIOTEPHOMY TE€PPOPU3MY
ABUAIOCH OBl PACIIMPEHUE MEXAYHAPOIHOIO COTPYAHUYECTBA B 3TOU 00JACTH, CO3AHUE CTAHIAPTOB 00pa-
30BAHUA MO0 HEKOTOPHIM CIIEIUATBLHOCTSM.

PasBuTue Mex IyHAPOIHOTO COTPYAHUYECTRBA B OOMACTU MPOTUBOJEUCTBUA KOMITLIOTEPHOMY TEPPOPU3-
My Bpsag au OyaeT npocTou 3anaden. OnpeaeaeHsbie TPOOIEeMEL CO3IAeT PA3INYINE TOJIUTUICCKUX YCTAHOBOK,
COLMATBLHOTO ¥ BKOHOMUYECKOT'O MOJI0XKEHUS B3aNMO EUCTBYIONIUX MOCY JAPCTB, & TAKXKE OTCYTCTBUE €TUHON
TEePMUHOIOTTIECKOU 6a3ul. TeMm He MeHee, MPeNCTABIAETCS, YTO PA3YMHAA ATbTEPHATUBA, MEX IYHAPO THOMY
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COTPYAHUIECTBY OTCyTCTBYET.

B 3akmrouenue pasperuTe eime pa3 nodJarogapuTh Bac 3a ydacTue B paboTe KOH(pEPEHIINN U BEIPA3UTH
HaIeX Ty, YTO NPeACcTosAmee 00CyXK JeHrue TIO3BOJIUT He TOIBKO YIVIyOUTh Hallle B3aUMOIIOHUMAHUE B 001aCTH
6e301aCHOCTY, HO ¥ BHIUTU HA KOHKPETHEIE NOMOBOPEHHOCTU [0 COBMECTHOMY NBMXKEHUIO B HAIPABJICHUN
yKperteHuss 6€30acHOCTY HAMX CTPaH, EBponsr u Bcero mupa.



MexXJyHapogHOEe COTPYAHMYeCTBO B 00J1acTH
nHGOPMAIIMOHHOU GEe30IIaCHOCTH

A. C. Kpemep

YBaxkaemnble WIEHBI mpe3uguyMal
YBaxaemrble y4aCTHUKM KOHQepeHun!

OHUM U3 NPUMEPOB MEX IYHAPOJHOIO COTPYAHIMIECTBA B 00IaCTH 00ecIeydeHns NHPOPMAMOHHON Ge-
30MACHOCTU UHPOKOMMYHUKAIMOHHEIX CETEN U CACTEM, O KOTOPOM A XO4y BaM JOJOXKUTD, ABIAETCI HOBHIU
[IPOEKT MCCAENOBATENLCKON KOMUCCUY II0 MH(POPMAMOHHON 6e30macHOCTH MexX IyHAPOAHOIO COH3a DIIEK-
Tpoceasu. [IpoexT HaswBaercs «ba3oBeu ypoBeHb MHGOPMAIMOHHON GE30MACHOCTU CETEBLIX OMEPATOPOBY.
Pemenne 06 OTKkperTHY IPOEKTA OBLIO IPUHATO 10 MHUOKATHBE aAMuHICTpanun cBsa3u PP 8 anpeus 2005 ro-
na. IIpoekT uMeeT KaTEropuio «BBICIIMK IPUOPUTET» U NOKeH OuTh 3aBepimed B 2008 roay paspaboTkon
cepun pekoMeHganui Mex IyHapOAHOrO COK33, DIEKTPOCBA3N.

Mex gyHapOogHas CTAaHIAPTU3AIUA ABIACTCA BAXKHBIM (DAKTOPOM MPEACTABICHNUS UHTEPECOB PEryJIsiTO-
POB, OTIEPATOPOB U MPOU3BOAUTEAeN 060Dy H0BaHUA. [[05TOMY HEyIUBUTEIBLHO, 9TO K PAOOTE HAJ MIPOEKTOM
HapsAAYy C POCCUMCKUMU TpeacTaBuTenaMu yxe nogkaodwmuck npencrasurenu CITA, Kanmanwr, fnouun,
Kurasn, Kopeu u Bpasuinu. Paspemmre nosHakoMuTs BaC ¢ 5 OCHOBHEIME 33,Ja4YaMU IPOEKTA, a TAKXKE C
IIaHAMU PaOOTEL HA, TEKYIUKA 1 CASAYIOMUEA DO,

IMepsas 3agada. Ba3oBbM ypOBEHL 03HAYAET UCIOIB30BAHNE OJHOTUIHLEIX KPUTEPHUEB ONEPATOPAME B3a-
MMOJEUCTBYIOMMX ceTer. VCroabp30BaHne KPUTEPUEB NOIKHO 3aBUCETH OT TUIA, CETU, HATIPUMED, IIPOBO IHASA
wiu 6eCIIpOBOAHASA, U OT IPUHATOIO PEXWMA PeryJrpOBAHUsA, HAIpuMep, obecneyenune TpebyeMoro ypos-
HA 6e3OHaCHOCTH ABAACTCA OJHUM U3 yCJIOBI/II;’I HOJIy“IeHI/IH JUIEH3UN WIN yCJIOBI/IeM NOOKJIYEHNEM K CETHU
IPYroro OIeparopa.

Bropan 3agada. PazpaboTannas B paMKax BHITOJHEHUs MPOEKTA CEPUA PEKOMEHIAIUU [OMKHA CTATh
oTpaxkeHueM OANAHCA MEXIY IPEIIOIAraeMbIMU 3aTPATAMU OMEPATOPA, OXUJAEMEIM PE3YILTATOM U BO3-
MOXKHOCTBIO €r0 OLIEHKY, OAJAHCA HAIMOHAILHOTO TIPABA U YCTAHOBUBIIEUCS CETEBOU TPAKTUAKOU CAMOPEry-
IUPOBaHUs, 6ATAHCA UHTEPECOB IOIb30BATEIE], ONEPATOPOB U PeryaaTopos. Cepus peKOMeHaAMN JOMKHA
COIEUCTBOBATE CO3JAHMIO HOKA3ATEILHON 033kl U DM PEKTUBHOMY NPABOIPUMEHEHUIO.

Tpetbs 3ana4a. Heo6x01uMo OpranrsoBaTh B3aMMOAEUCTBIE DKCIEPTOB MexX 1yHapOIHOrO COH3a DIeK-
TPOCBA3MU C DKCIEPTAMUA IPYTUX MEXK IYHAPOMHLIX OPraHU3aIui, PAaGOTAIIMX B 00JACTA CTAHIAP TU3AIAN
ISA, ETC, ATF u gpyrumu. CTaHIapT SBIAETCS PEAJLHO AEUCTBYIOMMM JNIIL B TOM CIy4ae, KOU4a OH
nMeeT mpuitoxkenue. /s obecrnedenus rocyaapCTBEHHEIX CTPYKTYP U OM3HECa, MIPAKTUIECKUMU PEKOMEH1a-
UMSAMY 110 OCHAIIEHUID TEXHUYIECKAMU CPEICTBAMU CYIIECTBYIOUME CTAHIAPTH B PAMKAX BBIMOJIHEHUS TIPO-
ekTa OyIyT NpOAHANM3UPOBAHEI C TOYKY 3pEHUS 3(PPEKTUBHOCTU UX UCIONB3OBAHUS, TEKYIIErO CTATYCA, U
MIPEANONATAEMBIX HATIPABICHUN MOACPHI3AIINN.

Yereepras 3agaua. Heobxoquma rapMOHU3ANNS PA3IUYHEIX A3EIKOB, HA KOTOPHIX CIENUAINCTEL TOBOPAT
06 obecnevaeHny MHGOPMATMOHHON 0€30MACHOCTH. JTO SA3BIKKM IOPUCTOB, CTPAXOBIIUMKOB, OUEHIINKOB WJIV
5BA0ATOPOB, TEXHOJIOI'OB, IPABOIPUMEHUTEIBLHEIX OPIraHOB, CTAHIaPTU3ATOPOB.

IIaras sagaga. OCHOBHBIM KpuTepueMm obecrnedeHus nHGOPMANMOHHON OE30MACHOCTH NOJKHO SABIATH-
CA PEIeHNEe 3AIMUAIMAEMEIM OOBEKTOM CBOUX OCHOBHEIX (DYHKIMOHAJIBHBIX 33039 B YCIOBUAX BO3IEUCTBUSA
HAPY U TEIEH.

B macTosmee BpeMsa MOXHO TOBOPUTH 06 3BOMIONUOHHON CMEHE KOHIETITYAILHBIX MOJEJe MOCTAHOBKA
perneHun 3a1a4 B DAeKTPOCBA3U. (OCHOBHBEIMU IMPU3HAKAMU CMEHBI IAPATUTMBI CBA3YU ABIAIOTCI OTIEJICHUE
B CETEBOU apXUTEKTyPe YPOBHA (HGOPMUPOBAHUS JOTUKA U COAEPKAHUA YCIYT OT YPOBHA HEpenadu uH(Op-
Manuy, TOCTENEeHHOE MPEBPAIEHNEe T'OJOCOBBIX YCAYD U3 OCHOBHOI'O MPOAYKTA, KOMMYHUKAIMU B OJHO U3
MHOT'MX TIPUJIOXKEHUU PabOTAMuUX moBepx [P, mocTenenHoe npespaiiesne yeayr CBA3U U3 HEMOCPECTBEHHO
moTpebiseMoro IPOAyKTa B CPEACTBA AOCTYIA K HETEIEKOMMYHUKAIMOHHEIM CEPBHACAM, IEPEX0L 0T 0bec-
MEYMBAOIICH TEIEKOMMYHUKAIMOHHON OTPACIN K CUCTEMHOOOpasyomen nupokoMMmyHukarmonuon. Cmena,
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IIapaJUTCMEL CBA3U JOXKHA HAXOIUTHL CBOE OTPAXKEHWE B CMEHEe MapaJUrMEI CUCTEMHBI obecnedeHus uHOOP-
MaIIMOHHOM 6e30MMaCHOCTH KaK HEOTHEMIEMON COCTABHON YACTHU CETEU CBA3M. DTO BLHIPAKAETCA B IIEPEX0e
oT 3amuThl MHGOPMALMKY K OOECIIEYEHUI0 CeTEeBOM MH(POPMAIMOHHOU 0E30MacHOCTH, B mepeBoae mHGOP-
MAaIMOHHOM 6e30macHOCTH 13 HpOobJeMBl TEXHUYECKOW B mpobiaeMy ofmecTBa B 1eaoM. IloaTeepikaeHuem
HEOOXO0UMOCTH TAKOr'O MEPEBOAA ABIAETCA pasdpurre cetu VHTEpHeT, B KOTOPOU KaX IbIN HOIL30BATENb B
OTIPENENIEHHON CTEMEHN CTAHOBUTCS OMEPATOPOM.

Teneps HECKOIBKO CI0B 06 opranmsaruu paboTH. [l BHIMIOJHEHUSA IPOEKTA B PAMKAX UCCIEIOBATEIb-
ckou koMuccuu u Mex IyHapOIHOTO CO33, DIEKTPOCBA3M 10 WH(POPMAIIMOHHON GE30TMaCHOCTU B OKTAODE
TEKyIIero roga o0pa3oBaHa Tak Ha3bBaeMasd (PoKyc-rpynna. Taxas OopraHu3anuoHHAsI (popMa B COOTBET-
CTBUE C PerVIaMeHTOM MeX IyHapOJHOTO COI03a DIEKTPOCBI3N OTKPLIBAET BO3MOXKHOCTD YIACTHUA B IPOEKTE
oprauumsamuaM, He spisioumMmca wienamu MCOJI. B Gaumxanimue miassl paboT MO0 TPOEKTY BXOOAT: MOJ-
TOTOBKA OTYETA O CYIIECTBYIOUEM 33 /eJe B UCCICAyeMOu 00IacTy; paspabOTKa MPEIJIOKEHUN M0 COCTABY
6a30BOr0 YPOBHA 0€30MACHOCTY 1A PA3IUIHLIX TUIOB ONEPATOPOB CBA3U, MPOBEAEHUE CEMUHAPOB (HOKYC-
CPYNNBL AT KOHCOMMAAIMN TOATBEDKACHNUA LEJEH ¢ yIACTUEM 3aMHTEPECOBAHHBIX CTOPOH (CEeMMHAD CO-
CTOMTCS B MapTe Caemyomero rona B Mockse); paspaboTKa, COrIACOBAHUE W PACTIPOCTPAHEHUE OT NMEHN
cekTOpa crangapTusanuu Mex 1yHapOmTHOrO COM3a DJIEKTPOCBI3M aHKET s cO0pa mupOpManuy; moaro-
TOBKa 0630pa IO Pe3yIbTAaTaM OIPOCA; AHAIN3 CTAHIAPTOBR, OTHOCAIINXCA K 6€30IaCHOCTY 6a30BOI'0 YPOBHI,
BO3MOXHBIX TIPOOEIOB B UACHTU(DUIMPOBAHHEIX CTAHIAPTAX; ONUCAHNE OU3HEC-TPWIOKEHUN, 1A KOTOPHIX
MOr'yT OBITH IIPUMEHUMEI TPeOOBaHUA K 0a30BOMY YPOBHIO 0€30IACHOCTH; aHAIN3 UCIOJIb3YEeMbIX METOI0B
oueHKY UH(POPMAIMOHHON CETEeBOU 6€30MACHOCTH; U, HAKOHEIl, (hOPMUPOBAHME IPEABAPUTEILHOIO BAPUAHTA,
6a30BOr0 ypOBHA GE30MACHOCTU U MOACOTOBKA MPEIIOXKEHUN VI NHUNUUPOBAHUS BBIILYCKA PEKOMEH IAIUN
cexkTopa craggaprusanuu MCIJL.



Unconventional information warfare: challenge
determination

R. Rohozinski

Rector Sadovnichij,
Fellows’ scholars,
Ladies and Gentlemen,

It is indeed a rare pleasure for me to be here at Lomonosov University presenting on this topic. Indeed
our two universities, Cambridge and Lomonosov, have had the rare opportunity of breeding the generations
of leaders in both government and security sector, on whose shoulders it has fallen to deal with issues of
both national security and national development.

Before I start, a few words about the Cambridge Program. In the last 5 years as the world has increasingly
picked up its tempo of globalization new security actors has forced countries east, west, north, south to
address new forms of threats. It was recognized within the security services and other responsible agencies
on the west that the competencies that have served them well during the Cold War in terms of assessing
the nature of the threat and reacting accordingly were no longer appropriate to actors, which were neither
state based nor organizations at all, and yet whose capabilities approached those of nation states in the
degree of fear and the destruction that they can cause. As a result of the need to help to reconceptualize
the nature of security in this new era, the University of Cambridge together with the government and its
other partners constituted a new program, which will help “think out of the box” about this issues and
help guide those in responsible organs in formulating appropriate policy responses. In the last four years
the Cambridge Security Program has convened cross agency meetings which included the Departments of
Defense, Internal Security as far as Intelligence to help officers within these institutions and policy makers
understand better the nature of the threat that they were looking at. The task was to help them understand
the context in which the threat had emerged rather than helping them with their daily work, which is the
operational and they new much better. The Advanced Network Research Group, which is the part of the
Cambridge Security Program specifically, looks at the intersection between technical networks and technical
systems such as the Internet, global communication networks, financial information networks and process
control networks and what might be called human agency. Basically what we are interested in exploring is
how individuals motivated in different ways can and do use these networks to achieve their political aims
which may be contrary to the interests of security of the state and to the international order. Our Program
works internationally. We work UK institutions as well as US and others. And a part of acting as facilitator
for discussions we are also involved in active research in number of areas including information operations
both offensive and defensive as well as the evolution of boarders and boundaries in cyberspace.

It is truly an honor for me that we have been able to hold a NATO Advanced Research Workshop jointly
with a Conference on Information Security. This is basically for three reasons, I would say. First of all, NATO
workshops generally have been very closed small events where few experts would get together in order to
discuss issues. The fact that we have been able to convince a NATO Science Program, and here I would like
to thank Bryan Heet, to widen the scope of the workshops, so to let us to be able to include a much broader
range of actors, which include government, academia as well as the other sector. I think, it says something
about the importance of all three sectors for looking at this particular topic.

Secondly, I think, we should be impressed about the fact that we have managed to have a topic such
as this as part of NATO workshop which in composes both the Russian Federation as well as its partners
on the west. Information security is a very very difficult topic. Information security when combined with
build find transnational threats is even more difficult. It is difficult because the threat of terrorism gets at
the very basis of physical security. It is difficult because the information security gets at the very basis of
what is considered to be national prerogative and national security. It is also very difficult because the flip
side of information security is information warfare and these issues touch upon what is probably the closest
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held and last best kept secret of the state which includes the capacity for strategic signals intelligence as
well as offensive information operations. For that again I would like to thank Rector Sadovnichij, professor
Sherstuk, Streltsov, Sokolov for their hard work in making this event possible.

So my talk? I chose the title “Unconventional information warfare” very deliberately. Although most peo-
ple turn their attention to the “National Strategy for the Protection of Critical Information Infrastructure”
as being the guiding document for information security. This is not necessarily the case. This document
has its antecedents in the previous exercise which was held back as far as 1991. I refer to 2000 Defense
Science Board Report, recently made public, which in fact looked at the nature of unconventional threats to
the national security of the United States in this case. This report identified two specific threats. First was
the use of nuclear weapons by non-state actors in undeclared fashion. Second was the use of cyber warfare
effective either destruction or denial of the national information infrastructure also by non-state actors. Both
of these substudies effectively framed and were responded through both the “National Strategy of Critical
Information Infrastructure Protection” as well as the “National Security Strategy of the United States”.
What is interesting about this 2000 Document is that it held an equivalent between the destructive and
disruptive power, between weapons of mass destruction and cyber weapons, considering these to be of equal
importance and an equal danger. So why is this important? This is important because since the 2000 Doc-
ument there’ve been a major undertaking in terms of building the capacity to deal with the threat of what
was known both as conventional information operation as well as defense information security. This effort
is largely occurred quietly and underneath of hearsing and was led by the Department of Defense rather
than the Department of Homeland Security. It has looked at establishing both the capacity for defending
against catastrophic cyber attack as well as creating a capacity to proactively and preemptively take out the
possible causes and sources of these attacks whether these are nation-states or, as it was conceptualized in
the 2000 Document, non-state actors. So this capacity for creation of the conventional information security
information operation capacity has increased. And if look at the differential results between two scenarios
that were round: the first, a series of no warning exercises, run in 1997-1998, known as Eligible Receiver, in
which a red team of intruders attempted to take control of a number of critical information systems including
telephone exchanges and power lines, and the results of the simulation exercise run in 2005 Solid Horiser,
two things are clear. One, the nature of the actor which was hypothesized as being a threat was the same, it
didn’t change. Despite the emergence of new threats in 2001 still the primarily threat was non-state based
hackers looking to a political end, taking down the national information infrastructure. But secondly, the
other point, was that the capacity to deter, identify and deal with the consequences of such an attack has
exponentially improved between 1997 and 2005.

However, despite the existence of both elaborated defensive and offensive information operations strategy
developed capacity, not just stated in the document, still the ability to be able to apply successfully this
capacity to the new forms of security actors, which were primarily hypothesized as being motivated non-
state actors, is not changed. Moreover, there was also recognition that the form of information warfare used
by these actors was somehow different, unconventional. And yet the existing strategy mechanisms for dealing
with these actors, for reasons we shall describe in this talk, seemed actually be decrecsent. In other words
the increasing capacity seemed be leading to degressive effect. Moreover, some of the defensive measures that
were being adopted were having a corrosive effect both in terms of the social benefits of the effectively the
networks were tried to be defended as well as coming at large economic cost.

So what are the key questions that this raises? One, if the main concern, the main focus of these strategies
are the new security actors and yet we are not successful with it, are we actually preparing for the right
threat? This cyberterrorism which was the linchpin of the strategy from the 2000 is the one we have been
focused on, are we actually focusing on the right threat from these actors? Secondly and more defiantly to
the policy of the US (by the way, the reason I am focusing on the US here is because they have the most
actively developed and declared strategies, so in the forum like this we can openly address it, but it doesn’t
mean that such a capacity doesn’t exist within the other states as well), why despite the technological
superiority and the ability to impose full spectrum information dominance, how the tactical solutions to
deal with unconventional actors seem to be so inadequate and many cases so counter productive? So this
presentation covers the following. One, review a little bit of contemporary information operations and new
security actors. Basically what I want to focus on are two key assumptions that underpin these strategies.
Secondly, I want to talk a little bit on the sort of ground stuff at the evidence that is available verifies or
doesn’t verify that these assumptions that we fore held are actually correct. Thirdly, I would like to present
some conclusions and observations.
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To understand how information operations as a doctrine emerged there is actually indebtedness here to
this region. Concept of the revolution in military affairs holds at least some of its heritage back to marshal
Nikolai Ogarkov, who postulated that at some time information becomes the key determinant of the ability
to pursuit conflict, that that force better able to achieve information dominance, while denying it to that to
the opponent, will all timely prevail. This concept basically was based upon three factors. One, the ability to
achieve “God sight” while denying it to the opponent. This simply means the ability to have full pervasive
and accurate picture of the informational space in which battle occurs while denying that ability to others. It
also means depriving the enemy the situation of awareness by either distorting or deceiving his understanding
or her understanding of the battle space itself. Thirdly, the delivery of highly accurate lethal force precisely
when and where it is necessary.

Information operations as a doctrine has emerged within a larger doctrine of what is known as effect
spaced warfare. What that means is that no longer is information simply an input to words “the achieving of
military ends” but in effect the information dominance in of itself is used to compel or convince an opponent
to comply or act in desired fashion. Therefore military force is only one part of a much broader spectrum
of potential options, the larger part of it being the ability manipulate and shape the environment through
information. An information operation as it is understood in the west, and this is a combination of doctrines
not just one, is made up of two components. The first one is what you might call a psycho-social which
deals with deception and psychological operations. It includes such things as psychological operations, the
ability to instill either fear or other form of actions in the opponent prior to these in military force. I can
give two examples of very good of this were just prior to the initiation of the operation “Iraqi Freedom”.
US Computer Network Operations Taskforce identified and sent personal e-mail messages to every single
member at this regime that had an e-mail account effectively telling them that if you resist, go to work or
continue to operate you will be killed. A more recent example which happened just last week in the West
Bank, the defense force called 9000 number in the Northern Gaza Strip basically private numbers informing
that every individual that if you are seen to harm the member of Islamic jihad or Hamas in their pursuing
launching rockets against Israel, you house will be destroyed and the panic that it caused was phenomenal.
So these are psychological operations.

Secondly, there is a kind of propaganda. Kind of propaganda is usually the public diplomacy, for example
the use of public radio stations and others in order to create an alternative ideological model. There is
operation security which goes without saying and which is simply securing the way that information is used
with your particular whipping. And here is military deception. During the first Gulf War the fake thrust
against a costal landing in Kuwait has opposed the White Sweeper Forces in the west is a good example of
military deception. That is also civic action programming which basically means winning hearts and minds.

The second component is called material-technical. Material-technical refers to active technical measures
which are used to either destroy commandeer or disturb the content of information systems belonging to an
opponent. It includes such things as broad category computer network operations which is now become a
core competency within the US strategic command as well as diversify throughout branches beyond forces.
It includes computer network attack using logical and algorithm based attacks in order to take over or deny
the use of information systems to an enemy. Computer network exploitation is basically hacking but the idea
in the difference of the computer network attack is that the computer network exploitation is reconnaissance
activity as well as an activity that is designed to create an active intelligence gathering capacity on networks
that are targeted. Electronic warfare which includes the physical destruction of radio and electronic means.
And of course the Holy Grail — signals intelligence, which has now evolved, so now it is no longer a question
of gathering information in motion, which is traditional for the role of signals intelligence, but now also
extends to attacking information at rest. The capacities are being developed in both offensive and defensive
and have actually been institutionalized within structures and it also includes overt means. Some of these
are technical, some of these are interesting enough and are also based of application of tactical segment but
specifically on targeting networks

The dilemma with this rather complex organizational and institutional structure is that both effects based
operations and information operations are underpins of the assumptions which are grounded in, on one hand
a conventional threat, i.e., something that can be attacked because it is an institution or an organization,
or secondly based upon the imagined threat. Another words giving the same characteristics as previously
existed to a state to an actor which is a non-state. So what are these assumptions?

First assumption is that the threat that exists is from asymmetric actors willing to use weapons of mass
destruction. This is a very important here. The idea is that it assumes that these actors are predisposed to
go to creating the largest possible effect which in the roams of imagination within the Defensive Department
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is the use of weapons of mass disruption, which is what the information weapons are done for. The way
the new security actors have hypothesized are basically any actor that is able to leverage an increasingly
globalized technology depended world in three particular ways. One is that they have agency that simply
needs to have a group which is motivated. Secondly that that agency’s willingness to act is multiplied and
amplified through the use of technology. And thirdly, that technology is applied to the largest and most
symbolically important mass effect.

Second assumption is that the structure, that I showed you before, Information Operations Doctrine
assumes that this non-state actor new security actor can be disrupted, effected or shaped through the
application of Information Operations Doctrine as it exists. Problems are: does the evidence actually vary
these assumptions out because they are so core to the task itself? Well, let’s take a look at it.

First of all let’s look at cyber terrorism. First of all the most important thing to know is that there are
no recorded instances of an extremists group causing significant damage through the use of cyber attacks.
Although there have been many cases of the symbolic uses of cyber intrusions — another forms of defacement.
There is no documented case where such an actor as this — a new security actor — has been able either to
take over or significantly damage. I think it is an important thing to know because this is not a new question
and seven years on it is important to see that it hasn’t happened. So how have they used them? A lot of
existing theory that has been written in independent studies has been drawn some clear examples. First of
which was the Zapatista’s use of networks in being able of both bring attention to their struggle and also the
use of a very simple denial of service attack as a way in effect raising specter on nongovernmental politically
motivated group using a network attack as a part of its political tactic. Problem with this Zapatistas, who
have been eloquently written about by Arcylla and Rundfeld and whose case study has underpinned much
of the thinking about how non-state actors use information systems, is that it kind of doesn’t hold truth.
I mean Zapatistas themselves were largely ignorant of technology nor they actually used the technology
in their struggle Chiapas. Rather there were nongovernmental organizations primarily from Europe which
networked within themselves and on behalf of Zapatistas in effect successfully were able to raise the level of
their cause itself. So it seems if look at the retro spectrum of evidence that it was western nongovernmental
organizations that found the Zapatistas and ascribed them networking function rather then the Zapatistas
organically themselves were using this technology.

Second example, which is being used as a case study within the US Military, has been the campaign of
network attack which was waged between propalestinian and proisraeli hackers during 2000. Now for those
of you who don’t know this event: in 2000 a group of proisraeli hackers managed to take down the main
website of Hizbala, the Sheriat based group in South of Lebanon. As a result to that a group of propalestinian
hackers systematically attacked the daedal domain, they managed to bring down a largest ISP for a day,
they managed to bring down the websites of prime minister’s office, of the Ministry of Foreign Affairs and
because of the latency they introduced into the network, said, to have caused a 8% dip within the Israeli
stock market on that particular day.

However it is important that first of all the limitations in terms of the attack itself were very small. In
all cases the damage that it caused virtually through the denial of service was corrected within 24 hours.
More importantly for both Palestinians as actors as well as Israelis leading the state these acts had no
symbolic meaning whatsoever. In another words these attacks became the lore of the computer information
security community. But their actual effects on the ground, their actual impact both symbolically as well as
materially were absolutely negligible.

Most importantly in 2000-2003 the Center for Terrorism in Regular Warfare of the US Navy carried
out a very interesting experiment where they brought together a number of former quite senior members of
militant groups including ATA, Bask oriented group, the IRA, the PLO as well as the elements from the
Chechen opposition and brought them together with a number of computer hackers in order to scenario,
how militants would conceptualize the possible use of cyber weapons within campaigns that they would
structure. What was interesting about this experiment as limited as it was that it found out there was very
little interface or commonality between those two groups. At most measure members of militant groups were
looking for symbolic victories. Symbolic victories which were directed not just at their opponents but more
importantly to reinforce their position within the community that they served. What they needed was acts
of symbolic violence which were understandable. The bottom line was that there was no equivalent to suicide
bombing in cyber space. Therefore they saw cyber terrorist attacks as being high cost because they required
a lot of planning, a lot expertise, where as potential benefit, which was symbolic act of violence which will
reinforce their positions within their communities, was very small. As a result the experiment concluded that
at least for conceivable generation of militant groups cyber terror attacks are actually were probably not
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as significant or possible as was hypothesized previously. I think this is a very important symbolic finding,
which T can say is also being verified through some of the work that presently our Program is undertaking
in a number of key locations of the work.

To the second assumption. Can conventional information operation disrupt terrorist organizations? Well,
in order to understand it, we have to understand: what is it that extremists groups do in terms of leveraging
information networks if it is not cyber terrorism? First of all it is a fact that extremists groups do use the
Internet for command and control, for fund raising, for data mining, for messaging, for networking and for
recruitment. These kinds of functions are what Rundfeld and Arcylla have broadly called social network.
Secondly, it s also clear that the extremists groups use the Internet as way of amplifying their message,
exaggerating their importance and instilling fear. The examples of these use are wide scale distribution
of videos, DVDs, exstreming websites that feature in effect videotaped attacks as well as more recently
beheadings and others. It is very interesting that many of the groups we looked at effectively are no lager
as a group than between 5 and 20 people. So this ability to amplify their message in effect the strategic
multiplier that they use. That’s why this particular use for them is far more important than cyber terror. So
this second one involves psychological warfare. So basically if we look at it, the current use of information
means by terrorist groups is largely if not most entirely held to psycho-social round. But the problem facing
all of us is that in terms of targeting these groups is that this use almost completely indistinguishable from
the normal use of the Internet or the media. In other words, there is nothing specific for it to effective in terms
of targeting it using existing IO means. Moreover in terms of what these groups are after is an amplification
psycho-social phenomenon. There is very little to counter in terms of the application of psychological warfare,
deception or any of these other well defined means. Moreover what is also very important if we are talking
about effecting those groups is that, for example, based upon groups that we know about right now, 80% of
them live in diaspora communities which means there is no geographical center of gravity for many of them.

Secondly the actual cells that they are made up for are extremely difficult to penetrate because they are
very closed. 20% of those who are operational and active in Afghanistan were actually made out of people who
are related to each other. Further 70% were friends, almost all of whom were related through marriage, which
means the ability to penetrate or message effectively within these groups is almost impossible. Moreover,
when you look at the difference between cells, there is almost no homogeneity whatsoever, which means
effectively that the attempts to profile these particular movements is almost impossible and at the same
time their capacity is to spontaneously self form, self mobilise and remain isolated within other cells is
almost infinite.

The paradox that is facing us when we look at this particular powder is that cost of the actions that we
could think of that would degrade the ability of these actors to act by targeting their psycho-social effects
are actually ineffective because, one, they are largely indistinguishable behind the noise of the Internet as
it begins with and, secondly, when we target them, when they deliberately say: “You, that group of 20,
we are going to target you for your messaging”, by virtual the fact that most of them circumvented, we
in effect build their incredibility because we have targeted them. So there is a paradoxical relationship
here, unfortunately. It is a very interesting case that demonstrates just how inadequate existing IO doctrine
has been facing this threat and which can be found in this case study. For those of you who don’t now,
the IDF (Israel Defense Forces) enjoys probably the most compliment security environment of any armed
forces dealing with terrorist threat. They enjoy full tactical dominance over the Palestinians in all forms
of arms; they have a full freedom of movement to operate anywhere within the territories and in a given
time. There is a complaint international environment that recognizes Israeli right for self defense and the
use of extra legal means such is targeted killings, the building of the security barrier and the legal basis for
arbitrary arrest and detention. Moreover, for those of you who come from the signals intelligence community,
Israel also possess the most extensive fixed signals intelligence infrastructure anywhere in the world, which
was the part of the US guarantee that the underwrote the Oslo Accord allowing the Palestinians to take
some of the responsibility in areas of occupation. They spend more on signals intelligence than any other
country in the world and possessed a very pervasive and technologically sophisticated GIS enabled system for
surveillance that allows them to keep track of individuals in real time throughout the territories. In addition
their physical control of the territory, the ability to limit how people travel through the permit system allows
them to use “compromat” as a way of gaining a lot of human intelligence on networks that they deal with
and an entire Palestinians telecommunication infrastructure as well as the Internet is rotated through Israeli
infrastructure. That means they have a fixed collection point on any external access. And yet despite the
existence of both tactical dominance as well as full spectrum information dominance, they have been unable
to prevail over determined actors such as Palestinians Islamic jihad and Hamas who have become an expert
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in unconventional information warfare, focusing entirely on effects rather than on conventional military units.
Without getting into details because I am already running out of time, the fact is this that both of these
groups are highly technologically sophisticated in the way they communicate. For example, Hamas holds
mass meetings using ever-changing ARC’s streams to which literally Hamas people subscribe. They have
completely separated their military structure which is based on atomized cells from political structure which
is seen as bringing a great benefit to the community it serves by being uncorrupt and serving social needs.
Which means that any time when IDF acts either through a targeting killing or through some other form
of collective military reprising against the military army of Hamas the political strength of Hamas as a
resistance actually rises. It acts as recruiting mechanism to these groups rather than not.

So some conclusions and observations. First of all I would suggest that if we look at the structures,
strategies and needs that contemporary information operations information security at the state level targets,
it actually misstargets new security actors. It plays to conventional strengths, which is attacks and defense
within the state doctrines but it is not really real in terms of these particular actors themselves. The result
is that the enormous investment of both capacity, institutions and strategy, I would suggest, resembles very
much of “Majino line”, meaning that it was a defense strategy built around the threat that no longer exists.
Main problem is that, at least for strategic thinkers in the west, they have conflated two different kind of
threats: one is non-state actors, which they don’t understand and can’t get a purchase on with potential
strategic competitors such as China, India and others, who have developed and who are developing actively
information operations as a way of asymmetrically gaining an advantage over these state based actors.

So main dangers that we are facing is one: over investment into IO against the unconventional actors
such as Israel, which will untimely not bring any kind of strategic return and in effect diminished the
degree of security we hold against them. Secondly, a danger is of negative collaterals and these includes
things such as trying to create barriers and gateways on the Internet as a way of dealing with these actors,
vulcanizing perhaps and splitting them off in international segments, using them or creating them through
filtering protected zone, effectively eroding freedoms, and probably most importantly the danger of mewling
corporate interests which are designed to address security with security itself, which means all of a sudden
we have unaccountable practices being put into place to address a threat, which actually doesn’t even exist,
which all timely erodes freedoms and benefits that we get from these networks. The reality is that the
sophistication of conventional and unconventional actors in this particular field will definitely grow and
there are some transparent evident which I will discuss at the round table, which are interesting to see in
this area or in others.

However, the problem is there are no simple solutions. Unconventional actors thrive because addressing
them requires a degree of international coordination and police work, information “shareness” and willing
to bring these actors and the communities that they support back into the political mainstream. For both
reason of national sovereignty, which deals with signal intelligence, as well as politics, i.e. saying that we
negotiating with terrorism, both of these things are very difficult. And yet at the same time they really run
at the core being able successfully to address this.



ITIpo6aemsbl 6O0pBOBI ¢ KOMIILIOTEPHOHU IIPECTYIITHOCTBLIO

B. H. Muporaukos

[Jo6pbIu AeHb, AOpPOrve YYaCTHUKM KOHdepeHun!

Ouenp OIpUATHO NPUBETCTBOBATHL BAC B DTOM, He MOOOICH NPEYBEINYEHNs], BEIJAOIIEMCS yIeOHOM 3aBe-
IEHUN, KOTOPOE HEJABHO OTMETWIO CBOe 25(0-JeTue U ABIAETCA MO-TIpEXHEeMY (PIarMaHOM HAIIEU HAYIHOU
IIKOJABI. DTO y4eOHOe 3aBejeHue, KOTOpPOe Ha BECh MWD [IPOCAABUIOCH CBOMMU YUEHUKAMM U UX NEJAMU,
O3TOMY GECKOHEYHO IPUATHO HAXOAUTLCA B DTOM 3JAHUU U, HECMOTPS HA, TO, YTO 3TO COBEPIIEHHO HOBBIN
KOPITyC, BCE PABHO HA HAC HA BCEX NMPUATHO NEUCTBYET I'Py3 ABYX C MMOJOBUHOU BEKOB CIIOABUKEHIECCKOU
HAYYHOU IeATEILHOCTH BO caaBy Hayku. OnHA 13 3aMeYaTeNbHBEIX TPAJULNUY DTOr0 3aBEIEHUI — DTO OT-
KINKATBCS HA HYXKIBl CEMONHSAIIHErO IHs, CTPAHbLI, HApOaa, deroBedecTBa. U oxHa u3 mpobaem, KOTOpas
ceroaHs OObEAMHIET HAC CErOJHs B DTOM 3ale, KOTOPAas OXBATHIBAET BCE 6OJbIIe U HOIbIIE YMOB HA BCEU
wiasere, TeMa obecrnedenus HHMGOPMALKOHHON 6E30MACHOCTY B HAIIEM MH(POPMAIMOHHOM MUDE, B HAII WH-
dopmammonssin Bex. [Ipo6aeMa 5Ta IPE3BEIYANHO OCTPA M OYE€Hb IPUATHO, ITO POCCUACKAA HAYIHAS IIIKOJIA,
AKTUBHENIIIM 00pPA30M yUaCTBYET B PeIIeHur >Tou npobueMul. Ceroqss B CTPAaHE yKe CIOKUIACH LIKOJIA,
KOTOPAas MO3BOJISIET JOCTATOYHO PEATHHO NPOTUBOCTOATD IPECTYILIEHISIM, KOTOPhIE MBI HAa3EIBaEM [IPECTYII-
JeHus B cpepe nHPOPMAIMOHHEIX TEXHOJAOrUU. BOo BceM Mupe, Kak MbI 3HAEM, IIPUHATO UM KUOEPIPECTyI-
HOCTb. [[e10 HEe B TOM, KAK MBI HA3LIBAEM DTU SABJICHUI, &, CKOPEEe BCEr0, TO, YTO MbI HOHUMAEM o Humu. 1
MOT'y € YIOBOJBCTBUEM CKA3aTh, YTO MBI BCE CXOAUMCS B ONPEIEICHUN D>TUX MOHATUM, XOTA IETAILHO HAM
9TU OIpeJeIeHNs ellle IPUIeTCs YTOYHATE. M B 3TOM CMBICIe MBI HaJeeMCs Ha, [IOMOIIbL HayKu KaK B 001acTu
MAaTEMATUKY 1 BEICOKUX TE€XHOJIOIMY, TAK U B O0IACTH I0PUCIPYLEHINN, KOTOPEIE IPEKPACHO COCYILIECTBYIOT
IO/ KPHIIIEN HTOr0 yIeGHOr0 3aBefeHusa. MEl HAleeMCs Ha UX IOMOIIb, TIOTOMY YTO JAXKe Ha CEroJHAIHUN
[IeHb B PA3HEIX CTPAHAX PA3HLIE CPYINLI CIENUAINCTOB U3 PA3HEIX OTPACIEN MO-PA3HOMY TPAKTYIOT TEMY
TEppOpU3Ma. DT MPOOJIEMA, ITO HABLIBAETCA, ¥ BCEX HA SA3LIKE, OHA IPE3BEIYANHO AKTYAJIbHA U OECIIOKOUT
HAC BCEX, HO, T€M He MeHee, YeTKOI'0 OIpelejeHus el HeT. I103TOMy B Pa3sHBEIX CTPaHAX, HA3BIBASA OLHO U
TO K€ IIOHATUE TEPPOPU3M, MEL MIMEeeM B BUAY BCe-TAKU Pa3HbIe Belu. BoT 5Ty pa3jieneHus 1o TUIOJIOTUN
VICIIOJHEHUS IPECTYILIEHNS, 110 HeAIM U 33,a49aM [IPECTYILIEHN, [I0 TOCAeJCTBUAM, [I0 UX PEATU3alnH, 10, B
KOHIIE KOHIIOB, OOIIECTBEHHOMY PE30OHAHCY, HABEPHOE, [0 JIEXKAT OCMBICJICHUIO, AHAIU3Y, X DTO BCE IPUBEAET
HAC K TOYHBIM (POpMyaupoBkaM. I[lodeMmy MEI BCe HyXAaeMCsi B TOYHBIX (POPMYJIUPOBKAX, HET HEOOXOIU-
MOCTY BaC yroBapuBaTh. MEI, IeNCTBATENBHO, OY€Hb PDACCUATHIBAEM HA, NOMOIIL HALEN HAYKW, HA, IOMOIIb
YYIEHBIX-IOPUCTOB, KOTOPEIE IOMOIVIM OBl IPUBECTH B MOPALOK DTOT MOHATUNHEIN ANMAPAT.

Kpome Toro, cerogns CyiecTByInas HOPMAaTUBHO-TIPABOBaA 6a3a B 3TOUM 00JaCTH, 6€3yCIOBHO, HY X 1a-
€TCSI B COBEPIIIEHCTBOBAHUY. XOTs 51 MOT'Y € YIOBOJABCTBUEM, C 61ar0apHOCTHIO OT COTPY JHUKOB IIPABOOXPA-
HUTEIBHEIX OPT'AHOB, KOTOPHIE 3aHUMAIOTCA DTON NeATENbHOCTBIO, CKA3aTh CIOBA, OIar0JapHOCTH TEM, KTO
[OYTH NEeCATH JeT Ha3ag paboTat Han >Tou TeMou. Torna 5T NpecTyIUIEHUs elle He UMeIn KOHKPETHOI'O
BOILTOIIEHUS B XW3Hb, TOI'[a MHOT'UE IPECTYILIEHUS U UX IOCIEICTBUS NPEICTABIAIACH YMO3PUTEILHO. Tem
He MeHee, HAIll 3aKOHOJATEIb UMEI JOCTATOYHO MYIPOCTH U CyMeN CIPOrHO3MPOBATH CUTYAIX0, ITOOLI BO-
OPYXUTh MPABOOXPAHUTEILHEIE OPTAHEI, CUCTEMY 3aIlUTHI COOTBETCTBYIOMEN HOPMATUBHON 0A30U U BBEJ
B YTOJOBHBIN KOAEKC 28-10 miaBy. Ha MOU B3MIAMg, 3TO OYEHb MPOTrPECCUBHOE SBICHWE TIO TOMY BPEMEHU
OBLIO, KOTOPOE NMPEABOCXUTIIO PA3BATHE COOBITUN M BOOPYKWIO MHCTPYMEHTOM TEX, KOMY IOJOXKEHO DTIM
3aHUMATHCSA. HO Mol MAyT, TEXHOJOTMY PA3BUBAIOTCHA, K COXAJEHUIO, ¥ IPECTYIHBIA MUD DA3BUBAETCH.
Mz ceroans BuAuM, KaK MEHsIETCS €r0 JNIO, U, KOHEYHO e, IpaBoBas 6a3a, KaK Belllb KOHCePBATUBHAST 1
MHEPUVOHHAs, HYX1aeTCs B COBEPIIEHCTBOBAHNM U IMOATACMBAHUY, B aKTyaausauuud. MEel Xk 1eM TOro, 4To
HAyKa, HAINA [IEPEJ0BAA HAYKA, OKAXKET COIEUCTBUE IOPUCTAM, TEM, KTO KOHKPETHO BOILIOIIAET DTU MEICIU 1
[IOXEJIAHUA B KOHKPETHHIU [IPABOBOM aKT, IOMOI'YT HAM 3TO caeaaTb. OHA MOXKET peanm3oBaThCs C TECHOM
CONEUCTBUM C HaMy, MO0 MBI KAXILIM JEHb MMeeM nel10 ¢ Oegamu, npobaeMaMmyl, NPECTYILIEHUAMA. JTO U
ecTh 00paTHAs CBA3b C XKU3HBIO, KOTOPAsA X JOMXKHA BOIJIOMIATHLCS B HAIMX HAYYHBIX TPYIaX, pa3paboTKax
U KOHKDETHEIX CEPLE3HEIX DEIIeHNAX Ha yPOBHE KM mpaBuTeabcTBa, u [ocymapcrsennon Jywmer, u BoOOLIe
BJIACTEU. DTO UMEET OYEHbL GOJBIIOE 3HAYEHUE, MOITOMY KAK B HUKAKOU IPYTOU OOJACTU MEI IIEHUM B3aW-
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MOJEUCTBHE ¢ Haykou. KubepnpecTymienus, HABEPHOE, U OTINYAIOTCA OT BCEX OCTAJILHEIX MPECTYILUICHUN,
YTO IOMUMO BCEX CBOMCTB, KOTOPBIE OTINYAIOT UX OT APYTUX COCTABOB, OHU OOA3AHBL, IPOCTO OOPEYIEHEL
OIMPATHCS HA HAYYHLIE UCCIEIOBAHUSA, IOCTOSHHO OLITH CBA3aHEL ¢ HayKou. CaM COCTaB DTUX MPECTYIIEHUN
Tpe6yeT MOCTOAHHOU 3KCIIEPTUIEL.

Nmeem au MBI CEroHs MIKOMY 3KCHepTOB B obnactu kubepnpecrymaenun! K coxanenuio, n0mkeH cka-
3aTh, YTO HET. XOTs CErOAHA YK€ MHOI'ME KOLLTEKTUBE Pa3paboTaln METOJUKY, PA3pab0TaIN METOJOJOI MO,
MOATOTOBUIN COOTBETCTBYIOUIUX CHENUAINCTOB, KOTOPHIE UMEIOT KBAIU(MUKAIIAIO ¥ 3aKOHHBIE IIPABA IPO-
BOAWUTH DKCIEPTU3Y B DTOU 006macTu. bes HUX HU OOHO Pa3bUPATEILCTBO HE MPOXOAUT. DTO OYEHb BAXKHOE
06cTOATENbCTBO. [IpudeM, eciu 0HO 13 CBOUCTB KOMIBIOTEPHOU MIPECTYIHOCTH — DTO MOKPHITUE B MCHOBE-
HUE OCPOMHEIX TEPPUTOPUU, B TOM YUCIE U TEPPUTOPUN, PA3NENEHHLIX a4 IMUHACTPATABHLIMU IPAHUIIAMY,
B KOTOPBIX CYIIECTBYIOT Pa3Hble IPABOBLIE PEXKUMEL, TO 9TO IPEANOIaraeT OAUHAKOBYIO IOATOTOBIEHHOCTD
BCEX YYaCTHUKOB PACCIEJOBAHUS, OOUHAKOBYIO BOOPYKEHHOCTD U TEXHUKOM, X MHTELIEKTYAJILHOU MOIIBIO.
Ceronusa HaM HyXeH CHIIUK KOMIBIOTEPHEIN, HAM HYYKEH CHIUK, KOTOPBIM BIAIEET DTUMU TEXHOJIOTUAMY,
KOTODPHIA BOOPYKEH NPABOBOU 030U M MOXKET CBOU PACCIEAOBAHUS IPOBOAUTH HA BBICOKOM TEXHOJIOIW-
YECKOM YPOBHE, K COXAJEHUIO, BLICOKOI'O YPOBHsI KOMIIBIOTEDHBLIX MPECTYILIeHUN. BOT Takas guasexkTuka,
KOTOpAasi HAC 00sA3LIBAET COOTBETCTBOBATE HTOMY. W OmsiTh s 06paIaocs K HayKe, IOTOMY 9TO IIOATIOTOBATH
MeTOAMKY, NOATOTOBUTE 0a3y IO MPOBEIEHUIO SKCIEPTU3kl, 0a3y AJA MOATOTOBKU OIEPATHBHOI'O COCTABA,
CIOCOGHOI'0 COOTBETCTBOBATH HLIHEIIHUM TPEOOBAHUAM, MOXKHO TOJBKO B COK3e C HAYKOU.



Hayunble npo6ieMbl IIPOTUBO J€UCTBUA
KubepTeppopu3mMy

B. A. Bacenun

TeppopuaM — 5TO KECTOKaAA PEATLHOCTD HAIUX THEN, 60ph0a ¢ TPOABICHNEM KOTOPOU B HACTOAIIEE BPe-
Ms O0BEIUHACT OTAENBHEIX JIOJEU U HEIke rocyaapcTsa. C pasBUTUEM BHICOKUX TEXHOJOTUU TTOSABIAIOTCS
HOBBIE CIIOCOORI U PACIIMPAETCA WHCTPYMEHTANLHAA 0233 A Peanru3alu TeppOpucTUIeckux akTos. Q-
HOU M3 TaKWX BO3MOXHOCTEU ABJAAETCA KubepTeppopuaM.Ilo pesyapTaTaM MOTEHIMAILHOTO yiepba Takasa
PA3HOBUAHOCTHL TEPPOPU3MA HE YCTYHAET HU OJHOU U3 APYTUX BEICOKOTEXHOJOTUYHEIX (DOPM €r0 MPOABIE-
uusA. Bosee TOro, BO3MOXHOCTD PEATU3ANNN IeCTPYKTUBHBIX BO3IEUCTBUAU U3 JIOO0M TOUYKU 3eMHOTO IIapa
pu OOBEKTUBHEIX TPYIHOCTAX BEIABICHUSA UCTOYHUKA YT'PO3LI U PAL APYTUX (PAKTOPOB AEIAI0T KuOepTep-
pOpu3M ofHOU U3 HambOoJee ONACHBIX YyIPO3 A YeJ0BEYeCTBa. Ha CeroaHAINIHUN [eHb MUD, K CIACTHIO, HE
IMeeT PeanbHbIX (PAKTOB NPOABICHAA KNOEPTEPPOPpr3Ma. [IpuanHON TOMY ABIACTCA TEXHOMOIMIECKAT CIOXK-
HOCTb PeAIM3aluy TAKUX AeMCTBUM, HEIOCTATOYHLIN IIOKA €€ YPOBEHb PA3BUTUA CETEBOU MHPPACTPYKTY-
pui. O IHAKO TEMITHI PA3BUTHUA BHICOKUX TEXHOJOTUU U MAPOBOTO MHGOPMAIMOHHO-TEIEKOMMYHUKAITMOHHOTO
MPOCTPAHCTBA, CBUAETEILCTBYIOT O TOM, YTO K GOpBOE C 3TOU yrpO30UM HYKHO TOTOBUTHLCSA Y¥KE CErOTH.
IMepBbIM mArOM HA 3TOM MyTH NOMKHO CTATh U3yYeHNE KUOEPTEPPOPU3IMA, KAK ABJICHUA, YIOPIJOUICHUE TPO-
CTPAHCTBA O0BEKTOB, CYyOBEKTOB U CPeqbl OKPYXKEHUs, B KOTOPOM OHO MOXET NpOABIATHCA. Heobxoauma,
dopMmanmzaua IpeasMeTHON 00IaCTH ¢ TeM, YTOOBI MOXHO OBbLIO d(P(PEKTUBHO ONEPUPOBATL C OTAEIbHEL-
Mu eé preMeHTaMu. Jlajee B KOHCIEKTUBHOU (POPME U3I0XKEHBI OCHOBHEIE IOJOXKEHUS OHOTO U3 BO3MOXKHBIX
MOAXOIOB K U3YYEHNIO KUOEPTEPPOPU3MA KAK ABICHUS, K PAa3paboTKe (pOPM, METOLOB U HHCTPYMEHTAILHEIX
CPEeACTB IPOTUBOIEUCTBUA €My, KaK Da3BUTHE UIEH, IPEICTABICHHEIX B [1].

1 WVcxogHble NOCBLIKMA KMOepTeppopu3Ma, Kak sabBjaeHmnsa. Hammo-
HaJbHbIe MHTEpechbl B cdhepe 6e30NaCHOCTH MHEOPMAIMOHHBIX
TEeXHOJIOTUU

IIpaxTuka MOKA3LIBAET, YTO TPU U3YICHUN JHOOOT0 TPUPOTHOTO ABJICHUA, TEXHUIECKOTO 00BEKT, Wi (hEHO-
MeHa B ¢depe 06IIeCTBEHHBIX OTHOIIEHUN 3(phEeKTUBHOCTE U KOHEYHBIN PE3YILTAT BO MHOT'OM OMPEAEIAI0TCA
UCXOJHOU CUCTEMOU MOHATHUU, CTEMeHbI0 nx (Gopmanusarnmu. [lenpo uccrenoBanut, pesyabTaTH KOTOPHIX
[IPEJCTABIEHE] B HACTOSAEN PA0OTe, ABIAIOTCA:

e HOPMYIMPOBKA OCHOBHBIX MMOJOXKEHUN, KOTOPHIE TIO3BOJAIT CUCTEMATU3UPOBATD MO IXO0IBI K U3y ICHUIO
KOMITBIOTEPHOT'O TEPPOPU3MA;

¢ pazpabOTKa KOHIENIUN NOCTPOEHNS 3AIMUTEL OT KHOEPTEPPOPUCTIIECKON YIPOIH;

® MPAKTUYIECKAA PEATUIANUA KOMILIEKCA, MOIEIeN, MEXaHU3MOB U UHCTPYMEHTAIBHBIX CPEACTB MTPOTUBO-
IeUCTBUS KUOEPTEPPOPU3MY.

OTopaBHOUN TOYKOU U3y YeHUs JI000r0 00BEKTA ABISIETCS €0 ONPEAEICHIE, KOTOPOE IPU3BAHO, UCXOIS U3
LEJIEBBIX YCTAHOBOK PA0OTHI, IPEACTABICHAN U OIBITA, UCCAEIOBATENEH, AKKYMYJIMPOBATE OCHOBHEIE aTPUOY-
THI, XaPAKTEPUIYIOIIIE €0 IIPOABICHUA BO B3AMMOICACTBAN CO CPENOU OKPYKeHusA. TeppopusM — CJIO0XKHOE,
MHOTI'O(PAKTOPHOE SBJIEHNE, EAMHOIO CTPOrOro ONPENeIeHus KOTOPOMY [OKa He NaHO. Ero usyyeHue, mONUCK
MyTeu U CPeACTB MPOTUBOACUCTBUSA CENOIHA BEAETCA HA MEX IUCIUILINHAPHOM YPOBHE, BKIIOYASA HE TOJIBKO
TPaJUIUOHHBIC (PU3NKY, MATEMATHUKY U MHPOPMATHUKY, HO U IICUXOJOTHUI0, IOIUTOIOT A, IOPUCIPY ACHIIUIO
7 3kOHOMUKY. COOTBETCTBEHHO MOEIb U3y YeHUs ABICHUS HA, KAXKIOM U3 MEePEIUCICHHLIX HANPABICHUN Oy-
IeT UMeTh CBOK CHenuduky. B 3TOU CBA3M B KadecTBe 6A30BOT0, OOBEIUHAIIIETO ¢ TOYKYA 3PEHUA IeIN
HACTOAIIEr0 UCCIeJOBAHAS MHOTME XapPAKTEPUCTUKN Teppopu3Ma, OyIeM PacCMaTPUBATH CIeLYyIOIIee.
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Teppopusm — TIPOABICHNAE KPANHEO SKCTPEMU3MA B AEUCTBUAX, OCHOBAHHBIX HA PA3HOVIACUAX (HALMO-
HAJIBHBIX, TPAHCHAIIMOHAJBHEIX) OTAEIbHLIX CPYIII JUL C TOCY JAPCTBEHHLIMU HHTEPECAMEI U WHCTUTYTAMU
(B momuTHuKe, connansEHOU cepe, HA PETUTMO3HON ¥ KPUMWHAILHOU IIOYBE) U HANPABJICHHEIX HA CO3IaHUE B
o011ecTBE ATMOC(pEPHI CTPAXa U HAIIPAXKEHHOCTH, HA (popMUpOBaHue (paKTOPOB, IIPAMO UM KOCBEHHO AECTa~
OWINM3UPYIOUUX COCTOSHMAE HAIMOHAJBLHOU 6E30MACHOCTH, C LB BBIABMXKEHUA K BIACTHHEIM CTPYKTYpPaM
Tpeb6OBaHUN, KOTOPEIE HE MOT'YT OHITH YIOBIETBOPEHLI B PAMKAX CYIIECTBYIOIIErO MPABOBOCO TOJS.

B ero ocHoBe momuTuYeckas MOTUBALMAA HA, OCHOBE PA3HOTVIACUY OMPENENEHHEIX T'PYIIN JUIl ¢ TOCY ap-
CTBEHHLIMN MHTEpPeCaM¥ U MHCTUTYTaMM, KOTOPHIE 3TN MHTEPECH] PEATN3YIOT.

Kubepmeppopu3m — OTHO U3 HAIPABIEHUU TEPPOPU3MA, KOTOPOE:

® B Ka4eCTBE O0BEKTOB AECTPYKTUBHOI'O BO3ACUCTBUA MJIA AOCTVKEHWUS CBOUX LEIEH UCIOIb3yeT WH-
hOPMAIIMOHHO-BEIYUCINTEIbHBIE KOMILIEKCEL X CETEBHIE CEI'MEHTHI, IO AePKUBAIOIINE CUCTEMEI, KPU-
TUYIECKN BAXKHBIE ¢ TOYKY 3PEHUSA HALMOHAILHOU OE€30IMaCHOCTHY;

® B Ka4deCTBe npe,quTa B03,E[el‘/)ICTBI/IH I/[CHOJIb3yeT CperE[CTBa BI:I‘IPICJIP[TGJIBHOEI TEXHUKHN U UX nporpaMM—
HOe obecIiedyeHue.

TaxuMm 06pa3zoM, IEPBUIHON HETHI0 KUOEPTEPPOPUCTUIECKON ATAKY ABIACTCA KPUTUIECKU BAXKHEIN 00b-
ext (KBO), ogaako BO3eicTBIE Ha HErO PEATU3YETCA U€PE3 KOMIBIOTEPHYIO CUCTEMY YIPABICHUAA DTUM
00BEKTOM.

B cury cTpemseHns TEPPOPUCTOB K CO3AHUI0 OOCTAHOBKYU CTPAXA U HAIPAKEHHOCTH B KAIE€CTBE OTEH-
IUAJBHOIO OOBEKTa, IeCTPYKTUBHOIO BO3neucTBua paccMmarpusaorca KBO.

Iox xpumuuecky 8axcHbimy (C TOYKU 3PEHUSA HAMOHAIBHOU (€30IACHOCTH ) IOHUMAETCA OOBEKT, KOTO-
PBIA B CIyYae YaCTUYHOUN AerPAJalliy WX TIOJHOU NOTep (yHKIMOHATLHOCTH CIIOCOOEH IPSAMO U B TE€ICHUN
OTHOCHUTEJIBHO KOPOTKOI'O MHTEPBAJIA BPEMEHHU BJAUATH HA COCTOAHUE Ha,LII/IOHa,JIBHOI‘/)I 6€3OHaCHOCTI/I TEeX NInN
MHEIX €€ COCTaBJAIONIMX: YIPABICHAE DHEPropecypcaMu (ATOMHEIMU, TUAPO), TPAHCIOPTHHIMUA MOTOKAMU
(3x€M1e3HO IOPOKHEIME, ABUALMOHHBIME ), 0G0POHOCIOCOOHOCTHIO, KPUTUYECKUMHU TIPOU3BOACTBAMU U MON00-
HBIMUW WM.

B ocHOBY MeTOOJOTME TPOTUBOAEUCTBUSA KUOEPTEPPOPU3MY E€CTECTBEHHO MOJOXKUTH MOAXOALI U Me-
TOABL TPAJULUOHHON uHpOpManuonHou GesonacHoctu (UB) wiu, 6omee Touno (cTporo), — 6e30macHOCTH
nadopmanuonuex Texuoaorun (BUT).

[106anbHON 1EeMbI0 TPAIUIMOHHON CUCTEMEI MH(OPMAIMOHHON 0€30MACHOCTHU SABJIACTCA CO3IAHNE KOM-
IUIEKCA MeD:

® I[IPEBEHTUBHBIX — HA 3aKOHOJATEIbHOM, & IMUHUCTPATUBHOM U OIEDPAIMOHHOM YDOBHAX;

¢ 00ECIEIMBAIINX AVMHAMUICCKAN MOHUTOPUHI 0E30MACHOCTH O0OBEKTOB HANMOHAMIBLHOU mH(MOPMALU-
OHHO-TeJeKOMMY HUKaImonHou uadpactpykrypel (HUTHU) u ageksaTHOE yrpo3aMm ONEPATUBHOE pea-
TUPOBAHUE.

OgHako, cienyeT OTMETUTD, ITO COCMOAKUE 0e30NACHOCMY Kaxrdo2o 06bexma onpededsemcs e2o no-
MPEOHOCMAMY 8 3aUWUME OM NOMEHYUAILHLIL Yepo3. A Taxkwe NOTPECGHOCTYN PASIMYHEL AT PA3HBIX 00b-
exToB OoT onepanuonuex cucrem (OC) mim TpaauUOHHBIX 633 TAHHEIX A0 CIOXKHBEIX, MHOIO(YHKIMOHAIE-
HBIX, TEPPUTOPUAIBLHO PACIPENEAEHHEIX CTPYKTYP, YIPABIAOIIMUX LEJILIMUA CEKTOPAMYU HAIMOHAJIBLHOI'O XO-
3AUCTBEHHOIO KOMILIEKCA. TpynnocTu gocruxenus raobansuou ueau BUT ycyrybastorces emg u Tem 06CTos-
TEJIBLCTBOM, YTO HOPMATUBHO-IIPABOBOE IOJE, KAK 0233, 15 3PPEKTUBHOIO PEIIeHNS DTUX 33,044, HAXOAUTCS
B cTaauu ¢popMupoBanus. [Ipu orpoMHOM MHOr006pa3ny 06BLEKTOB 3AIMUTEL OT PA3HAIX YI'PO3 POCT NOTPEs-
HOCTEHU B HEOOXOIMMBIX [[JIS 9TOrO CPEACTBAX 3HAYUTENBHO ONEPEXKAET TEXHOMIOIMIECKIE BO3MOXKHOCTH. Tak,
BO3MOXHOCTH JAHAMUYIECKOIO0 MOHUTOPUHIY 3ABUCAT OT MATEMATUIECKOr0 U AITOPUTMUIECKOr0 obecrede-
HUS, TEXHOJIOTMYIECKUX U TEXHUIECKUX cpencTs. Paspadorka mogqobHOro obecnedeHus u TAKUX CPEACTB I
OTMEYEHHOI'0 MHOr000pasus O0BEKTOB 3aIUTEL U OOBEKTUBHEIX TPYAHOCTAX (GOPMANUIALAN U YHUDUKA-
LU TOr0 MPOCTPAHCTBA, IPENCTABIAET COO0U CIOKHOPa3pemmmyo npobaemy. Takum o6pasoM, HA CEroaHs
MOXHO KOHCTATHPOBATE, UYTO 06WECMB0 He 064006eMm KOMNAEKCOM cPedcms 044 pewerus 246810t 3adauy
un@opmayuonnotli 6ezonacrnocmu 6 #eobrodumom 06beme.

OrmedenHOE 06CTOATENBCTBO — OQHA U3 IPUYUH TOrO, YTO HA 3T0M Goabmiom note BUT crenyer Berge-
JATH OTAEIbHBIE, O0omee y3kue (XOTA U HE MEHEE BaXKHEIE) B IPEIMETHOM U (PyHKIMOHAILHOM ILUIAHE 001aCTH,
dopMaIn3aUA ¥ CHCTEMATUIAMA KOTOPHIX HO3BOIUT 0oJee 3(pPEeKTUBHO PEIaTh MPAKTUIECKNe 3a,1a49u. B
KadveCTBe TaKOU 00JaCcTy MOXHO paccMarpuBaTh BUT, moaaepxuBaiomme KPUTHIECKNA BaXKHBIE OOBEKTH.
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C 5>TUX MO3UNUK UMEeT MPAMOU CMBICA B OOIIEM KOMILIEKCE MOTPEGHOCTEN, 33139 U UHTEPECOB BHIIEIUTH
HAIMOHAMBLHEIE UHTEPECH, CYTh KOTOPHEIX KOPOTKO MOXHO CHOPMYIUPOBATE B BUIE CJAETYIONNX TOJOKEHUN.

e 3amuTa 6a30BLIX IEMEHTOB HAIMOHAJILHOU MH(MOPMAIUOHHON MHPPACTPYKTYPHI, MPAMO BIMAIOIINX
HA COCTOSHUE HAIMOHAJILHOU 0€30MaCHOCTH.

e Obecniedenune yCTOMIMBOrO (PYHKIMOHUPOBAHUA HAMOHAJIHLHOU MATUCTPAILHON CETEBOU CPEIBL.

¢ TlepMaHeHTHOE PA3BUTHE KOMILIEKCHOUN CUCTEMEI 00eCeyueHrnsa 0e30NMaCHOCTY HAIIMOHAIBLHO 3HAYUMBIX
CETEBLIX UH(POPMAIMOHHO-BEIYUCIUTENBHEIX CTPYKTYP.

e CosgaHme U Mo JepKKa HANMOHAJLHOM CUCTEMBI MOANOTOBKM M IEPEHOArOTOBKMA KAIPOB B 0OJACTH
6e30macHoCT MHGOPMAIMOHHEIX TEXHOJOI M.

Caenyer OTMETHTB, YTO MOCAEJHUE NBA MOJOXKEHWUS HE CTOJb KPUTUYIHBLL [I0 BPEMEHU IOCJIEJENCTBUS,
OMHAKO, TAKKE BIMAIOT HA COCTOAHNE HALIMOHAILHON GE30MACHOCTH.

C y4€TOM M3JI0KEHHOrO HATANO KOHMIUKT (CTOJKHOBEHUE) HAMOHAJILHEIX MHTEPECOB B chepe 6e3omac-
HOCTY WH(pOPMAIMOHHEIX TEXHOMOTUN U MHTEPECOB (1eel) KubepTeppopusMa.

3aech u ganee o Tekcry Hapany ¢ KBO — xpumuuecku 6axcnbimy (¢ no3uyut Hayuonasbnol 6e3onac-
nocmu) 06vexmamu, 6ynem paccmarpuBaTb KBOW — un@opmayuorno-mesekoMmyRuKayuLoNKble CUCTeMbl
KoK 00wvexmor ynpasaenus KBO.

KubepTeppopusM MOXHO U3y4aTb, UCCACNOBATH MOAXOALI U CPEACTBA npoTtuBogeucTsus emy. C sron
LIeJbI0 HEOOXOIUMO CO31aTh:

® TEOPEeTMYECKYI (XOpOwo (OPMAIM3OBAHHYIO) 06a3y DTOU IIpeaMEeTHON O0IACTHU, BHLAEAMB OOBEKTEHL
CyOBEKTHI, CPEAy OKPYKEHUs, CPEICTBA B3AUMOAEUCTBUA U PAJ APYTUX ONPENEeNAnX 3Ty 001acTh
TIapaMeTpOB;

® DEKOMEHJANNY [0 CO3AHNI0 HAIMOHAILHEIX U MEXHAITMOHAIBHEIX CTPYKTYP, CIIOCOOHEIX CBOEBPEMEH-
HO ¥ aJIeKBATHO PEearupoOBaTh HA COOTBETCTBYIOIINE YIPO3H;

® VHCTPYMEHTAJbHBIE CPEACTBA, O0ECIeINBAOIINE HANIEXKAINUN ypOoBeHb 6esonacuoctu KBOU.

Kaxk ocosuanue 3Toro ¢akra MOXHO pacCMaTpUBaTh OTKpLITHE TeMul «MeTonsl u cpeacTsa mpoTUBO-
IEUCTBUS KOMIBIOTEPHOMY TEppopu3aMy» B paMkax PegepasbHOU HAyIHO-TEXHUYIECKOU mporpammsur: «Mc-
CIeIOBAHUA U PA3pabOTKU IO MPUOPUTETHEIM HANPABICHUAM HAyKu M TexHukmy Ha 2002-2006 rr.

IMoaBo st MTOr M3JIOKEHHOMY BHIIIE, B KAY€CTBE MUCXOAHBIX MOCHUIOK mis udydenus KT nHa ocHOBe peanu-
33l HAIMOHAJBHBIX MHTEPECOB CJAeIyeT PACCMATPUBATEL PEIIeHNE 33039 HA CJIEIYIOUIAX HAIPABICHUIX.

¢ OCHOBHBIC TOMOXKEHUSA, UACHTUDUIMPYIONME KHOEPTEPPOPU3M KAK COMMAIBHOE ABICHUE (OOBHEKTH,
CYOBEKTHI, Cpena OKPYXKEHU).

e B3auMmOyBsS3aHHEBIN, CUCTEMATA3NPOBAHHLIA HAOOD yrpo3, MOAEIEN U CLEHAPUEB KOMIILIOTEPHEIX aTaK
HA KPUTUYIECKN BAaKHBIE OOBEKTHI.

e Cucrema Mep W MEPONPUATHAU HA 3AKOHOIATEJHLHOM, A TMUHUCTPATUBHOM U ONEPANMOHHOM yPOBHAX
peammsanuu nH(GOPMAIMOHHON GE€30MACHOCTH.

e KoMIutekc mporpaMMHO-TEXHUYECKUX CPEACTB, MO IepPKUBAIINNAX TPEACTABATEILHEIN HAG0p MeXa-
HI3MOB, MOJEJIeU U CLEHAPUEB IPOTUBOJEUCTBUA KUOEPTEPPOPUCTAIECKON YIPOIE.

2 0O6BexkTHI, CyO'BEeKTHI U cpega okpyxenus. Cucremarusanus,
KaTeropusanua, Tpe6oBaHUsA

MoxHO paccMaTpuBaThH CAEAYIOMYI0 (GOPMATLHYIO CXEMY B3AaUMOIEUCTBUSI OOBEKTOB U CYOBEKTOB B XOI€e
peanmsanuy KubepTeppoPUCTUIeCKOr aTaku (CM. puc. 1).

Kax ormevanocs panee, KOHEIHOU HEABI0 KuOEpTEPpOpucTIIecKorn araku asraorca KBO, cocrosanme
(PyHKIMOHATBEHOCTY KOTOPBIX OPAMO U OBICTPO BO BPEMEHM BJIWAET HA TE€ WU WHBIE ACIEKTH HAIMOHAIHLHON
6esonacuoctu. Cucremer ynpasierusa s3tumu obbexkramu (KBOW), kak mpaBuio, UCIONB3YIOT HAMOHATLHYTO
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Puc. 1: O6mas cxema B3auMOIENCTBUA CYyOBEKTOB U OOBEKTOB B XO€ PEATU3AINY KUOEPATAK

UH()OPMALMOHHO-TEIEKOMMY HUKALIIMOHHY 0 MHPPACTPYKTYPY. AreHTnI, 06/1a1210Mue TeM WX UHBIM yPOB-
HEM UHTEIEKTYAJIbHOU HOLAePKKHN, IO OTAEILHOCTH WIA BO B3aUMOIEUCTBUAU APYT C APYTOM, UCIOAL3YS
OTKPHITHIE WX OPTAHU3Y A CKPLITHIE KAHAJIL IEPEIady NH(POPMALAY, THITAITCA BO3AencTBoBaTh Ha KBOU
¢ TeM, 9T00ml nobuthea gerpagammu KBO wiu ux nmomunon HegeecnocobHOCTH. B KadecTBe KIOYEBHIX N7t
pa3paboTKu 3(PpPHEKTUBHON CUCTEMBI MEP U MHCTPYMEHTATLHEIX CPEICTB MPOTUBOAEUCTRUA KUOEPTEPPOPHU-
CTUYECKOU YyIpO3e CIeAYeT PACCMATPUBATE CIEAVIOIINE HATTPABICHUS UCCIEJOBAHMIN:

e unenTudgukanus kputudeckux saxkunix cermMeHToB (KBC) u 06wexTos HUTU (KBOU), ux kiacre-
pusauus;

e cucTeMaTu3anua KuOepTeppPOPUCTUIECKUX YI'DO3, KIACCU(MUKALIAA ATAK, CIIOCOO0B 1 CPEICTB X pea-
JIM3aINY;

¢ pa3paloTKa CIEHAPWEB KM MOJeNeN, OOECHEeYMBAIONNX IUHAMAYECKOE ONUCAHWE B3aMMOIEUCTBUL
KBOW, ux oTAeIbHEIX 3JI€MEHTOB, IPOIECCOB AHAIN3A, UX COCTOSHUS U OINEPATUBHOIO PEArMPOBAHUS
H3, aHOMAJIbHLIE CUTYAI[UN;

¢ xareropusaiua KBC u KBO ¢ y4eToM OIEHKU PUCKOB YCIHENTHBIX aTAK W CTENEHU WX BIUSHUA HA
HAIMOHAJIBHYIO 0€30MaCHOCTD.

AromapHEIM O0BEKTOM TAKUX KMCCAENOBAHUN, KOTODLIE B HACTOAINEE BPEMsS AKTHBHO MIPOBOIATCA BO
MHOIHX CTPAHAX MUDA, ABIATCA KpUTHIECKHE cerMeHThl. VX knaccudukanus, KaTeropusanus ¢ IO3UI
KnOEpPTEPPOPUCTUICCKIX YIPO3 MO3BOJIWIA BEICTPOUTE CTPYKTYPy yupasrenus samuror KBC B BICIX
smenoHax BracTu. QLHAKO, ¥ DTO HEOOXOAUMO OTMETUTH, TAKON YPOBEHDb AETANM3ALMY He HO3BOJIET PA3-
paboTaTh TPeOOBAHM, & HA UX 6a3e KOMILIEKC CPEACTB 3aIUThI KOHEYHEIX 00beKTOB. QTMedeHHOe 06CTO-
ATEIHCTBO HAMHOI'O YMEHBIIAET MPAKTAIECKYIO 3HAYMMOCTD Pe3yJIbTATOB MPOBOIUMEIX UCCIE[OBAHNN.

B nocranoBke 33a1a4uu, KOTOPas pacCMaTPUBAETCA B HACTOAIIEU pAOOTE, OCHOBHOU AKIEHT NEJAETCA Ha,
BEIPA0OTKE MOAXONOB K uaeHTuduKanmn KoHedHwrx, aromMapusix KBO u KBOU. B kadecTBe muenTudu-
KaTOPOB Ha IEPBOM JTalle UCCJIEJOBAHNUA PACCMATPUBAIOTCA ABE I'PYIIIHI, IEPBAsA U3 KOTOPHIX 00BEANHAET
MakpouaeHTUhNKATOPE, oToOpaxaomue 6oree 00mme CBOMCTBA, & BTOPAsS — MUKPOUAEHTADUKATOPEL,
[IPEACTABIAIONINE JOKAIBHEIE CBOMCTBA O0BEKTOB.

Maxpoudenmugduramoput npencTasaoT ¢hepy OOMECTBEHHBIX OTHOMIEHUY, B KOTOPEIX (DY HKIIMOHUPYET
OOBEKT — CErMEHT XO3AUCTBEHHOI'O KOMILIEKCA, €r0 3HAYUMOCTH B TEPPUTOPUAILHO-IIPOU3BOACTBEHHON
HepaAPXUN, APXUTEKTYPHO-TOIOIOTTIECKIE CBOUCTRA.
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B cBowo ouepens, mukpoudenmuduramopsl XapaKTepusyoT TUIEL TOTOKOB, 3AIIUIIEHHOCTD KAHAJIOB CBS-
31, XapPaKTEPUCTUKY IPOIPAMMHOI0 00eCIeyueHns 00 BEKTA.

Baxnoe nanpapienne — cucTeMaTr3anus yrpos, KiIaccudukammsa aTak. K YuciIy nepBOCTEIeHHBIX 33,134
HA DTOM HAIPABJIEHUU OTHOCATCS CJAEIYIOLIne.

e Paspaborka mogemn yrpos KBOU kax MHOXECTBO yrpo3 €ro KpUTUIECKUM DJAEMEHTaM (HA yPOBHE
ONEPAIMOHHON CPEJIBI, CPENCTBA KOMMYHUKANMY, MH(POPMALMOHHBIE U IPYTUE PECYPCHI MPUKJIA THOTO

YDOBHSI).

e Kuaccupuxamus (TakcoHOMUA) KUGEPTEPPOPUCTUIECKAX ATAK U CIOCOOOB UX PEATU3ALVN.

e OueHKY PUCKOB YCIIELIHOU Pealn3anuu aTak Ha 00bekThl, 0obequusamme KBOU u KBO (KBOU +
KBO).

K 4wmcny xmo4eBBIX Ha DTOM HAIPABICHUX CIEAYET OTHECTH 33434y PaspaboTKy GOPMAIBHEIX MOJEIen
3aBUCUMOCTEN MEXAY yIPO3aMU, ATAKAMU U CIOCOOAMI UX DEATU3AINY C OLEHKAMIU PUCKOB M OTAEIbHBIX
kraccoB KBOU + KBO.

[pyroe Hampasaenne — pas3paboTKa TPeGOBAHUE K CIOCO0AM M MHCTPYMEHTAJLHBIM CPEeNCTBaM 00ec-
nedeHus 6e30MaCHOCTH PA3ANIHEX KIaccoB 06bekToB (KBOU + KBO), ya3BuMEIX ¢ NO3UIUE KUOGEPTEPPO-
PUCTUYECKOU yTPO3HL. B ux ducae TpeGoBaHus:

® K OLEHOYHLIM YPOBHAM [AOBEPUSA K TEXHUYIECKUM CPENCTBaM, HUCHOAb3yeMeIM B coctaBe KBOU,
BKJIIOYAS MOACUCTEMY MH(POPMAIMOHHOU GE30MaCHOCTH;

® K APXUTEKTYPHO-TEXHOJOTUIECKUM DEIICHUAM, MEXaHU3MaM U CepBUCaM 0€30IaCHOCTH;

e K criocobaMm u cpeanCTBaM ONUCAHUA IMOJUTUK 0€e30IMacCHOCTH U IIEPMAaHEHTHOI'O KOHTPOJIA 3a UX peaJn-
3alMen, a TAKXKe PAI IPYTUX TPeOOBAHUN.

3 OOmmue mo0oXKeHUsA KOHIEIIIINN IMIOCTPOEHUA 3alIuThI OT Kubep-
TEepPOPUCTUIECCKOr0 BO3AeuCcTBUA. Moaean, KpuTepun, TeCTo-
BbI€ MCHLITAHUSA

TpaguuuoHHEIE MOAXOABEI K peaam3anuyu 0e30macHOCTY MH(MOPMAIMOHHEIX TEXHOJOIMU OCHOBHIBAIOTCA HA,
CJIEYIOMUX CIIOCO0AX OLIEHOK CTEMEeHU 3AMUIIEHHOCTH 00BEKTOB:

® MATEMATHIECKUE MOJENIH, C ONPENENCHHON CTENEHbI0 aJeKBATHOCTY ONUCHIBAIOIINE OLEHUBAECMBIE 00b-
exTH (OO — 0OGBEKTHI OLIEHKM);

¢ KpUTepUaIbHEE NOAXOAH (JKCIEPTHLIE OLEHKM 3AIUUINEHHOCTH) HA BCEX DTANAX KU3HEHHOIO LUKJIA,

00;

e Ha ocHoBe TecTupoBaHusa OO (Ppusmueckoro — Ha MOIUTOHAX, UMUTALUOHHOIO — C IIOMOIIBI0 MATE-
MaTUYECKUX MOJENEH).

IIpuavMas BO BHUMaHUE CJIOXKHBEIU (B apXUTEKTYPHO-TEXHOJIOIMYIECKOM InaHe) xapakrep KBOU, kax
o6beKTa OLeHKM, yMecTeH Bonpoc: «Moxcem au 6bimv KBOHW 06wexmom oyenku»?. OTBeT HA 5TOT BONPOC
YTBEDAUTEIBHEIN, O THAKO MOA00HAA OLEHKA MOTPEOyeT ero NeKOMNIO3UINY Ha, OTIEIbHEIE DJIEMEHTHI U IPU-
MEHEHUs, KaK [IPABUIO, MOEIeN, YINTHIBAIONINX «TOHKIE) ACIEKTHL X B3aUMOJEUCTBUA B COCTABE OOIBIION
(mCxXOZHOM) CHCTEMBL.

MaremaTudeckne Mogean 06bEKTOB, KOTOPEE OLIEHUBAIOTCA C TO3UNUY UX 3ALUIIEHHOCTY B TPAJULIZ-
ounbix noaxogax BUT, kak nmpaBmio, IeaATCSA HA IBE KATEOPUM:

e MOJeH, ONUCHBAIIME (CrenuduIupyomue B BALE TOJOKEHIN TOTATAK 6€30IACHOCTH) TOTEHINATD-
HO ys3BuMble K arakam ceouctsa OO;

e MO€U, IO/ IePRUBAIMUE TPOBEPKY CooTBeTCTBUA peatbroro OO (cucTembr, mporpaMMHOroO 06€c-
He‘{eHIII}I) MATEMATUIECCKAM MOOEIAM.
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K maremaTudeckuMm MOIeNAM MEPBOU U3 YIOMAHYTHIX KATETOPUU OTHOCATCA MOJEAlU HEBAUANUSL U UX
pasBuTre. OCHOBOIOIOXHUKAMY DTOr0 HANPABIEHWs 0 npaBy cuuTaiorcs Loren u Mecrayep [2, 3]. Suaun-
TEJBHEIN UMITYJbC €r0 PA3BUTHIO 1AM ABTOMATHEIE MOAeaw [4]. B sTon cBsa3u caegyer OTMeTUTE 1 PAGOTEL
poccmickux uccaenosaTenen [5, 6].

[lepcuek TUBHBIMY C HO3UIUNM MATEMATUYECKOI'O MOIEJIUPOBAHUS SABJIAIOTCS UCCAEJOBAHUS, CBA3AHHLIE C
HOAAEPKKON MPEINKATOB 6e30MacHOCTY HAa OCHOBE COOOIeHuH [7, 8], a Takxe CBOMCTBA anreOpHI IPOIECc-
co [9]. Ipogomxenue pabor Ha dToM HampasieHun B npuMmeHenuun Kk KBOU u ux siemeHTaMm HO3BOIUT
MOJyunTh 00Jee TeTalbHEE CBENeHUs OO0 UX yA3BAMOCTUA U BO3MOXKHOCTAX TMPOTUBOAEUCTBUSA KuUOGEpaTa-
KaM, a TVIaBHOE, — NACT OCHOBAHUA I Pa3pabOTKMU HOBHIX, 6oJee 3p(pEeKTUBHLIX MEXaHU3MOB, MOIEISN 1
MHCTPYMEHTAILHEIX CPEICTB 3aIlUATHI.

Baxuoe MeCcTO Ha DTOM HANPABICHUN 3AHAMAIOT AHAIUTUIECKUE MOIEIN, JOTUKO-A3LIKOBEIE CPEICTBA,
ONUCHIBAOIINE U CIEU(UIUPYIOMINE MOIATAKYA GE30MaCHOCTA HA, OCHOBE JUCKPEUUOHHOt, MHO20YPO6BHEBOT
(mandamnott), posesot U CMEWAHHBIE MOLEIEN JOIMIECKOTO PA3rPAHUIEHNA TOCTYNa K pecypcam. Paspa-
60TKA TAaKUX MOJENEN U CPEACTB B IOCJAEJHUE OBl AKTUBHO BEJETCSI BO MHOI'UX CTPAHAX, B TOM HUCJIE, —
B KOMILTEKCE C Pa3pabOTKAMU HOBHIX MEXaHW3MOB obecmedenus 6esomacuocta B aapax OC (SELinux, RS-
BAC, grsecurity u pag apyrux). Pesyabrare uccienqoBanuil Ha 5TOM HANDPABICHUN B PAMKAX CEKIMOHHEIX
IOKJIa,I0B Ha KOH(pepenimu OyayT npeacrasiensl MockBudamu K. A. MMlanuenko, O. O. Augpeesniv (UTIUB
MTI'Y) u 1. B. Korenxo, A. B. Tumxoseim us Caukr-IlerepGypra (CIIUU PAH).

Tpaaumuonasie KBOU npencrasiasioT coO0M COBOKYIIHOCTD B3aUMOCUCTBYIOIINX 1, KAK IPABUIO, Iep-
MaHeHTHO m3MeHsaomux csouctsa 00, MHOrHE U3 KOTOPBHIX UMEIOT COOCTBEHHYIO MOJUTUKY 0€30MaCHOCTH.
B 5T01 CBA3M HECOMHEHHBIN UCC/IEIOBATEIbCKIN UHTEPEC MPENCTABIAIOT U UMEIOT XOPOIINE NePCIeK TUBEL
npakTraeckoro npumernenusa mogenan KBOU va ocHoBe ux gexkoMnosunuu (MHOMOYDOBHEBOR) Ha, OTAEAbHEIE
koMmoueHThl, Kak OO u yCTaHOBIEHNU UX B3aUMOJEUCTBUA HA, 0a3e MEXaHU3MOB OTHOIIEHUU noBepus. Ta-
Kue TMOAXONLl Ha Hamen koHdepeHnuu OyayT mpeacTasiensl B nokaanax B. B. Caskuna u A. A. Utkeca
(UIUB MTY).

Ilepeuenb TUNOB MATEMATUYECKUX MOEJAEU EPBOU IPYIIEI, KOHEIHO, HE OrPAHMIUBACTCA ONMCAHHBIMUI
BEIIIE. BMecTe ¢ TeM, creayeT 3aMeTUThb, 9TO uX 3(PPEKTUBHOE MPUMEHEHUE 1A OUEHKU 3AIlUMEHHOCTHA
MPAKTUIECKN 3HAYUMEIX OOBEKTOB, KaK MPABUIO, CBA3aHO C UCIOIL30BAHUEM OOJBIINX BLIYUCIUTEILHBIX
pecypcoB. B aTou ¢BA3M IPEICTABIAIT UHTEPEC CIOCOOK X METOKI, MO3BOAAOIIME 3(DHEKTUBHO UCTIOIB30-
BaThb AJIsI MOEANPOBAHUSA GOJBIINE BEIYACIATENLHEIE PECYPCHIL.

MaremaTudeckue MOAeIM BTOPOU KATErOPUU IO IEPXKUBAIOT MPOBEPKY cooTBeTcTBUs peaasuoro OO
cnenuUIUPYOMMM UX MOAeAAM. TaK, HApuMep, IPYU CO3JAHUY IPOrPAMMHLBIX CPEICTB 3AIUTH 00BbEKTOB
C BBICOKMM YPOBHEM [JOBEPUSA, KAK MPABUIO, UCIOJb3YIOTCA TPOrPAMMHEIE CUCTEMEI C OTKPBITEIM KOJOM.
B 5Tou cBA3M 1A HUX KpauHe BAXKHO CO3JaHUE AHATU3ATOPOB UCXOAHEIX TEKCTOB MPOTPAMM HA MpPEeIMeT
o6OHapyKeHWs ysa3BUMOCTeR (Tepenonnenue 6ydpepos, yTeueK NaMATHA U IPYTUX ), KOTOPEIE MOy T OBITh [IPU-
YUHOU PA3IUIHOrO YPOBHA yrpo3. Takue Momenu UCCAeqYIOTCA U €CTh PEe3yJbTATH B 3TOM HAPABJICHUU B
NucturyTe cucremuoro nporpamvuposanus PAH [10], UucTuTyTe npo6aeM nHGOPMAINOHHON 6E30MacHO-
ctu MI'Y [11]. YacTs u3 HUX mpencTaBleHa B MaTepuajgax npouuorogsen koudepennun MaBUT-04 [12].

Kak oTaesbHBIN ¥ BaXHBIM C TOYKU 3PEHUA MOBLIIEHUs ypoBH:A s3amuménaoctu KBOU tun marema-
TUYIECKUX MOJEJNeN TPEACTABIAIT T€ U3 HUX, KOTOPHIE HATPABICHLI HA BEPU(MUKAIIUIO MOIEIEN TPOrPAMM.
Heo6x0uMocTh B Takou BepudUKALAY BO3HUKAET HE TOJBKO IS IPOrPAMMHBIX KOMILUIEKCOB B LIEJIOM, HO
U OTJEJbHBIX €€ KOMIIOHEHT, BILIOTH A0 TeX, KOTOPhIE PeaausyT MexaHnusmbl Oesomacuoctu B sape OC.
It1o BaxkHoe Hanpasitenue. OHO JacTUIHO OyAeT IPEACTABICHO HA HACTOALIEN KOH(PEPEHINY B 0KIA1aX HA
cexiuu K. A. IMMamuenko, W. B. Korenko u A. B. Tumxkosa.

K 4duciay oTHOCUTEIHHO HOBOTO U TEPCIEKTUBHOTO CACAYET OTHECTHU MOAXOM, CBA3AHHLIA C MATEMATHU-
YECKUM MOAEIUPOBAHUEM HA, OCHOBE METOAUKHU CO3JaHUA MIPOrPAMMHOIO KO, C BKAYEHHBIM JOKA3ATENb-
crBOM KOppexkTHOCTH (proof carrying code) [13].

PeayabTaThl peneHns nepevncaeHHbIX BEIME 330a49 CIIOCOOHBL CYIIECTBEHHO MOBLICUTH OLEHOYHBIN YPO-
BEHb JOBEPUSA MHOTUX KOMIIOHEHTOB B COCTABE TAKOr'O CJIOXKHOIO 00BEKTa 3a1uThl, KakuM asaserca KBON.

Caenyroiee HampasieHue CBA3aHO ¢ onenkon samumenHocTu KBOU ma ocuoee Tectuposauusa. Takue
UCIBITAHUA MOT'YT MPOBOAUTHCA KAK HA (PUBUIECKUX MOJIUIOHAX, TaK U C UCIOIB30BAHUEM UMUTAIMOHHEIX
mogenenn. IlepBumt 3 moaxonoB Gonee 3¢pHEKTUBEH, OJHAKO TPYAOEMOK U OYeHb AOPOr (C TOYKMA 3PEHUA
HEOOXOMUMEIX [ €r0 PeAIn3ali PECypCoB).

Bropoe nampasienue Meree 3(phEeKTUBHO C TOUKM 3PEHUS TOYHOCTU OLEHOK, TPEeOyeT MEHBIINX BIOXKE-
HUU PECYPCOB, OJHAKO — 3HAYUTENbHLIX UHTELIEKTYATbHEIX 3aTPAT HA TOCTPOCHUE aeKBATHBIX MOIEICH.
Ha sToMm nampasieHum pabOTHI CErOAHA BEAYTCA U OYEHb MHTEHCUBHO. AKTUBHO UCHOAB3YIOTCS MAKETHI
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[JIST AMATAIMOHHOIO MOJEIUPOBaHus mponeccoB B cereBrix cermenTax (NS2, OMNET++, INET u apy-
rue), KOTOPLIE JOPA0ATHIBAIOTCA IO HOBBHIE 334341 (€30MaCHOCTU HH(MOPMALMOHHEIX TexHoorui. Paspa-
6aTHIBAIOTCS MOAXOALI K CO34aHUI0 MONOOHBIX IIPOrPAMMHEIX KOMILIEKCOB U YK€ €CThb IIeDBBLIE DEIIEHUs y
poccurickux uccaenosarenen [14]. Taxme pesyabraThl Takxke GyayT MIPEICTABJICHBI 3aBTPA HA IUICHADHOM
saceganuu U. B. Korenko u A. B. Yaanoseiv (CIIUU PAH), a Takxe B gokaagax Ha cexuuu W. B. Barosa
un M. B. Bonsmaxosa (UIIUB MI'Y).

Yo kacaeTcsa KPUTEPUAIBLHEIX MOAX0M0B K oueHke sammuinenHocTu KBOU uHa Bcex dTamax XuU3HEHHOrO
[UKJA, 3[0eCh €CTh CBOU CJIOXKHOCTU. Bo-miepBhiX, Takue 00beKTH yHukaabHel (OO — He cepuuHbIL mpo-
nykT). BTopas cl1oXHOCTH CBA3aHA C UX, KAK MPABWIO, TEPPUTOPUAILHO PACIPEICICHHEIM XaPAKTEPOM U
TeM 06CTOATEIBLCTBOM, YTO OTAeabHEE daeMeHTH OO MOryT M3MEHATHCA B XOI€ XKU3HEHHOI'O IIUKJIA, CACTE-
MHL B 1eqoM. TpeTun 610K BOMPOCOB OGYCIOBIEH PA3HOILIAHOBOCTBIO PEIIAEMBIX 331349, PA3HOPOIHOCTHIO
aNnapaTHO-IPOrPAMMHEIX CPEICTB, UCIOIL3YEMBIX B TEX WX MHEIX KOMIIOHEHTAX OOJbIIon cucTeMmbl. Kak
cJIeICTBUE, HeOOXOIUMEI TPeOOBaHMUA, 00ECIeINBAOIINE KOPPEKTHOE 00BEINHEHNE MEXaHN3MOB 0€30IacHO-
ctu pasaungasix komnonenT KBOU B equnyio cucremy. OraenbHbe MEXAHU3MBL TAKOIO O0BEAMHEHUS Oy 1y T
m3a0xkensl B qokaaaax Ha cekuuu O. O. Auapeesa, B. B. CaBkuna u A. A. Urkeca.

IIpencrasasiercs neaecoo6pasHon pa3pabOTKa HOBHIX, KAK (PyHKIMOHAIBLHBIX, TAK U TPEOOBAHUN NOBE-
pus, mpoduien 3aumThl 1aA kKomrnoaerToB KBOW Ha creqyronmx ypoBHAX:

® OIEPALMOHHON CPELT;
® KOMMYHUKAIIMOHHOU CPE[LI;
e npukiaguou cpeasl (CYB/l, npyrue nmpuxiagHee CEpBUCHL).

OTO OYEeHb BaXKHOE HANPABJICHNE NCCICAOBAHNN. KAKNX-TO 3HAIMMEIX IPAKTUIECKUX PE3YIbTATOB 316Ch
[IOKa He IOJIYYeHO, ONHAKO PE3YIbTATH TEOPETUIECKIX UCCICIOBAHUN MAIOT BECKME OCHOBAHUA MOJAraTh,
9TO B OJInKaniee BpeMs OHU Oy IyT.

Anamus cymecTByoOmmx 06bEKTOB, KOTOPHIE C HOJHBIM IPABOM OTHOCATCA K KJIACCAM KPUTUIECKN BAXK-
HBEIX ITOKA3BIBAET, YTO OHU UMEIOT CIeAYIONIe TPU OCHOBHBIE TOIMOJOIMY CBA3HOCTU:

® C TONOJIOTHEH «3BE31aN;

® CO CTPOrO¥ MepapXuey CBA3HOCTHA OOBEKTOB IO TEPPUTOPUAILHOMY NPWHOUNY (KOPHODATWBHEIE U
BEIOMCTBEHHEIE «I€PEBb );

® KOMILIEKCHI C GOJBIIMM KOIUIECTBOM MOPU3OHTAIBHBIX CBA3EU (CUCTEMEBI MEXBEIOMCTBEHHOTO, MEXK-
PErvOHAIBHOIO B3aUMOIEUCTBUAA).

HawuGonpimme CI0XHOCTE U MHTEPEC ¢ TOYKY 3PEHUA UCCICIOBAHUU CPEIU CUCTEM C OTMEUYEHHBIMU TO-
moJoruaMu CBA3HOCTU nipenacTasasioT KBOUW ¢ GonbumM KOIMYeCTBOM TOPU3OHTAILHBIX CBiaden. [lpuyun-
HOU TOMY ABIAIOTCA TPYIHOCTU BBEIEHUS €IVHLIX IMUHUCTPATUBHLEIX MED U ONEPAIMOHHEIX MPOIELYD, a
TaK¥XKe CTAHAAPTU3ANUKA HA OCHOBE €IMHOI0 HAOOPA TEXHOJOTUYECKUX PEIICHUN U TEXHUIECKUX CPENCTB.
JlononsnTEIbHBIE BOIPOCKH! BOBHUKAIOT C BHIIEJEHUEM U KIACCH(PUKANMEN yIPO3 U ATAK, KOTOPHIM MOLYT
TIOABEPraThCsa KaK OTAeNbHBIe cerMeHTHl Takux KBOW, Tak um xamanwl cBasu. B kadecTBe MOTEHIIMATIHL-
HOU YSA3BUMOCTHU MOXKET UCIOMb30BATHCA HECOMNIACOBAHHOCTD MOJUTUK GE30MACHOCTY TIPU B3AWMOIEUCTBUN
cermeHTOB. K 06beKTaM TAaKOrO THUIA € IIOJIHEIM IIPABOM MOXHO OTHECTYU CUCTEMEI MEXBEIOMCTBEHHOI'O B3~
UMOIEUCTBUA OPT'AHOB I'OCYJAPCTBEHHOTO YIPABICHUs, (GOPMUPYIOIMINECT B PaMKaX (peqepaibHON IeJIeBOn
NpOrpaMMEL «DaeKTpoHHAs Poccusy. CI0XHOCTY MIOCTPOEHUA TAKUX CUCTEM U3BeCTHHI. O IHAKO HEKOTOPKIE
MIOXOBI MOXHO U HYXHO UCIOIB30BATH yXKe CEroqHsa. K Yucay mpUHIUNOB, HA KOTOPHIX TAKWE II0 X0 BT
MOr'yT CTPOUTHCS, MOXHO OTHECTH CJELyIOIINe:

® BHYTPEHHss CXeMa B3aMMOIENCTBUS CyOBHEKTOB/O00BEKTOB KaXkJOI'0 CEIMEHTa ONPENeNeHa U KEeCTKO
peruaMeHTHPOBAHA;

¢ BHEIIHVE B3aUMOJEUCTBUA CTPOATCS HA OCHOBAHUY IPOIEIYPHl YCTAHOBICHNA OTHOIIEHUN NOBEP.

Ha ocHOBe 5TuX NPUHINUIIOB BO3MOXKHO CO3JAHUE «OCTPOBKOB) B3ANMHOI'0 JOBEPUS, KAK IPEIIOCELIOK IJIs
00MEeHA TAHHBIMU O MOJIATUKAX OE30MACHOCTH [ UX ArPEraldd B €IUHYIO TIOJUTUKY «OOJBIION CUCTEMBD).
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4 Iloaxoabl K peaam3alnuM KOMILIEKCA B3aMMOYBA3aHHBIX MO/JIe-
JIe, MEXaHU3MOB M MHCTPYMEHTAILHLIX CPEACTB IIPOTHUBOACH-
CcTBUA KubepTeppopusMy

KoHnentyansHEIE MONOXKeHUS 0becredeHns 6e30MacHOCTH KPUTUYECKN BAXKHEIX OOBEKTOB ClIeqyeT paccMa-
TPUBATL KaK 6a3y [ TOCTPOEHUA KOMILIEKCA B3aMMOIEUCTBYIOMUX (B3aUMOYBA3AHHLIX) MOMAENEH, MEXa-
HU3MOB ¥ HHCTPYMEHTAJBHBEIX CPEJCTB IPOTUBOAEUCTBUS KuOepTeppopusMy. B sTou cBsa3u 6e3yCIOBHEIN
UHTEpEeC MPEACTABIAIT OCHOBHEIE HAIPABICHNS BHEIDEHUS DTUX HOJOXKEHUN B CUCTEMEL IPOTHUBOIEUCTBUL
KubepTeppopu3My Ha BCEX YPOBHAX PeaAIN3anuyl KOMILIEKCHOI0 IOAX04a K 0€30IacHOCTH NH(POPMAIIMOHHEBIX
TexHoaorui. /lasee KOpOTKO nepedncauM ux 6e3 JOMOTHUTEILHOI0 0O0CHOBAHNS MECTA U POIU B TAKOM KOM-
ILUIEKCe Mep, IPUHUMAsA BO BHUMAHNE, YTO TAaKasg apryMeHTaIusa ObLIa IPeICTaBICHA DaHee.

C no3umuit a0MuHUCMPAMUBHO20 YPOBHA PEATMIAINY KOMILIEKCHOI'O IOAX04a K 00ecnedeHuio 6e30mac-
HOCTY WHMOPMAIMOHHLIX TEXHOJOT MY, UCTIOIB3YEMBIX B COCTABE CUCTEM YIPABICHUA KPUTUIECKN BAKHBLIMUI
00BEKTAMY, K IUCIY HAPABICHUN [IEPBOCTEIEHHOIO BHAMAHUS CJIEyeT OTHECTH CJIEIYIOIINe.

e Paspaborka m peammsanms HOBEIX 3 dexTuBHbX (popManbHbx MOgeaen KBOU u nommruk 6e3omac-
HOCTHU, MHCTPYMEHTAJILHEIX CPEICTB UX OMUCAHUA (CIenudUKALUM) 1 NEPMAHEHTHOTO, OIEPATUBHOIO
KOHTPOJIS 33 BHIIOTHEHUEM.

e AHamu3 MAaTEMATAIECKOTO, ATTOPATMUIECKOrO 00ECIeYeHns, NHCTPYMEHTAIbHLIX CPEICTB MepPCIeK-
TuBHEIX OC 1 gucTpubyTUBOB HA UX OCHOBE C IEJbI0 BLIABICHUS MEXAHU3MOB, D(P(PEKTUBHBIX C HO3ULUN
[IPOTUBOAENCTBUS KUOEPTEPPOPUCTUIECKUAM ATAKAM.

e Pa3paboTKa HOBBIX MOMAEIEN JOTUIECKOTO PA3TPAHUYEHUS NOCTYIA W WX WCIOJIL3OBAHUE HA OCHOBE
y&e CyIECTBYIOIIX U BHOBb CO3AaBaeMbrx auctpubytusos OC.

e PaspaborTka u BHeIpEHUE B IPAKTUKY HOBBIX JOTUKO-A3LIKOBBIX CPEACTB (pOPMAIBLHOIO U dPhEeKTuB-
HOI'0 OnuCaHus (CrenupuKauy) NOIUTUK 0e30MacHOCTY OTAeabHbX KoMmoHeHToB KBOU, o6ecneun-
BAIOIIUX, B TOM YUCIE, YIET UX B3aUMOEUCTBUA HA OCHOBE MOJOXKEHUN OOIIEN TOJNTUKHA.

Onepayuornbil yposenb NpenyCMaTPUBAET IPUMEHeHre Mep obecredeHus 6e30nacHOCT 00BEKTa 3aIH-
ThI IO KOHTPOJIEM NTepCOHAaIa. K YUCTY TPAKTUYIECKUX IIaroB nepBoﬂ ovepenn C TOYKU 3PEHUA PEAJIN3AUN
MaTEeMaTUYIECKOr0 ObecIieueHus u UHCTPYMEHTAJIBHBIX CPEACTB HA ONEPAIMOHHOM YPOBHE DEAJIU3AIUN I10-
mutuku 6esonacuocty KBO, yA3BUMEIX B IuIaHe KUGEP TEPPOPUCTUICCKON YTPO3HI, CIEIYET PACCMATPUBATD
cregyomue.

e PaspaboTka u peamusaims Mep u cioco6oB obecneyvenus 6ezonacuoctu KBOMU ¢ yuacTuem nepconasna,
B TOM TuCIEe, C IDUMEHCHUEM MHCTPYMEHTAJBHBIX CPEACTB aBTOMATU3AIIUN TUIIOBBEIX 6H3HeC—HpOHeCCOB
HA 3TOM YPOBHE.

¢ Paspaborka 3ananui Ha 6€30IaCHOE CONPOBOXK JEHUE CIOXKHBIX 00BEKTOB ¢ BEICOKIM YPOBHEM JOBEPUS,
npoduIen UX 3AIMUATHL OT KUOGEPTEPPOPUCTUICCKUX ATAK.

e PaspaboTka mpomeccoB KOHTPOJA BBEINOJIHEHHA HOJIATAK OE30MACHOCTH HA OTAEIBHEIX CErMEHTAaX
KBOMU, ux B3amMOnencTBUs HA OCHOBE IOJOXKEHUU OOLEN MOAEIN U IPUHATHUSI MEpP OINEPATUBHOIO
pearupoBaHUsa HA AHOMAJLHEIE CUTYALUAN.

e Co3maHue KOMILIEKCOB, B TOM YKCJE, PACIPEIEIEHHBIX Ha, MeTEPOreHHOU cpee, 00eCIeInBAOIINX He-
NPEPHIBHBIA MOHWTOPUHI COCTOSHMA KAK OTACIBHBIX 2aeMeHTOB (y3m0B) KBOU, Tak u cucTeMbr B
LIeJIOM Ha IpeaMeT UX (PYyHKIMOHAJBHOCTH, AHAJIN3 U IPUHATHE MeD ONEDATUBHOI'O PEArWPOBAHUA HA
BHEIITATHBIE CUTYAIUHA.

e AHanus nporpaMMHOrO KOAa (MCXOQHOTO U UCIOMHAEMOr0) Ha MpeaMeT OOHAPYKeHNs KUOEPyI3BAMO-
CTeU U UX YCTPAHEHU.

Nwmes B Bugy, 9T0 NPOrpaMMHO-TEXHUIECKAN YPOBEHD PEAMIU3ANNAN MEXAHU3MOB U CILIyK0, IO 1€ KUBAO-
XX IPOIECCH PeaIn3allny MOIUTUKN 0€30IaCHOCTHA KOHTPOIUPYEeMOro 00beKTa 6€3 OIepaTUBHOI'O yIACTHUA
[IEPCOHAJA, B KAYeCTBE OCHOBHEIX Ha, Ournkauiiee BpeMs nis d(h@(EKTUBHON PEATU3ANUY 3aLUTH CUCTEM
yupasiaenus KBO oT xubepTeppOpucTIIecKOro BO3AENCTBUAA CIeAyeT PACCMATPUBATE CIeLYIOITe.
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e PaspaboTka u npakTuyueckas peaan3annsa MEXaHU3MOB TPA JULIMOHHBIX IPOrPAMMHO-TEXHIIECKUAX CEP-
BUCOB, yunThiBawomumx crenuduxky KBOU, kax cucTeM BHICOKOTO OIEHOYHOT'O YPOBHS JOBEPUS, U TI0 -
[IEPKUBAOIINX DIIEIOHUPOBAHHYIO APXUTEKTYPY 3aIUTHI, BKIOYA:

— CpencTBa OOHAPYXKEHUA U MPELYIPEXK JEHUA BTOPKEHUN Ha, MePBOM pybexke (aHAIM3 CHUCTEMHBIX
BHI30BOB, TPA(MUKA, DKPAHUPOBAHNE U (DUJIBTPALNUSA, DAL APYTHX);

— 2ddeKTUBHBIE CPEACTBA UACHTUDUKAINN U Ay TEeHTU(MUKAIINN, ABTOPU3AINY U JOTMIECKOr'0O pa3-
I'PAHUYEHUS NOCTYNa Ha BTOPOM pybexe;

— CPeJCTBA KOHTPOJA HEJOCTHOCTH, AKTUBHOI'O MOHUTOPUHI' COCTOAHNA O€30MaCHOCTH, AHAIN3, I
OIIEPATUBHOIO PEarupoOBaHUA Ha aTaku (He 0OHAPYXKEHHEIE DAHEe) Ha TPeTheM pybexe.

e PaspaboTka u npakTUIeCcKas Peaan3annsa MEXaHU3MOB TPA JUIMOHHBIX IPOrPAMMHO-TEXHIIECKUAX CEP-
BUCOB, yunThiBawoonmx crenuduxky KBOU, kax cucTeM BHICOKOTO OIEHOYHOI'O YPOBHS JOBEPUS, U IO~
II[ep)KI/IBa,IOIlII/IX QIHeJIOHI/IpOBaHHyIO apXHTeKTypy E}a,[I_II/IT])I7 JOJIXKHA HpOBO.Il;I/IT])Cf{ Ha ABYX HaHpaBJIe—
HNAX:

— IOCTPOEHUE CEPBUCOB HA OCHOBE yXke «Ie-haKTOo» CYIIECTBYOMNUX WHCTPYMEHTAIBLHBIX CPENCTB;

— MOCTPOEHME CEPBUCOB Ha 6a3e MOeaen, MEXaHN3MOB U MHCTPYMEHTAJbHEIX CPENCTB, MO AePKY-
BAIOIIUX HOBYIO (DYyHKIMOHAJIBHOCTD X HOBBLIE YDOBHU [OBEPUS.

3akJjoveHue

Permenne IIEPEINCACHHBIX BHIIMIEC OCHOBHBIX U PALA APYI'UX CMEXHBIX 33449 IIPDUBEACT:

e K yHUDUKAINN MOHATAUHON M CO3JAHMAI0 HOPMATHUBHOU 0a3bl, PErNIAMEHTUPYIOEN AeATEIbLHOCThL B
00JaCTU TPOTUBOAEUCTBUA KUGEPTEPPOPUIMY;

e K pas3paboTke (POPMATLHBIX, B TOM YUCIE, MATEMATUIECKUX MOMENEN KAK KUOEPTEPPOPUCTUICCKOU
AKTUBHOCTHY, TAK U 3AIUIIIAEMEBIX CUCTEM, CPEICTB 3aIUTHI;

® K CO3JAHUIO CUCTEMEI IEPMAHEHTHOIO MOHUTOPHUHIA COCTOSAHUA KUGEPTEPPOPUCTIIECKON (M Oam3-
KOU K Hell 10 uAeHTU(GUKATOPAM) AKTUBHOCTY, AHAJIMA3A YI3BUMOCTEN MOTEHINATLHEIX YTDO3 U BHIPA-
00TKU aIeKBATHEIX CPEICTB 3AIIUTHI.
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AKTyalbHbIe HalIpaBJICHUA JUCKPETHOU MaTeMaTHUKH,
CBA3aHHbBbIE C IPWIOXKEHUAMA B KpUNITOTrpadpun

M. M. I'nmyxos, A. M. 3y6koB

IIpo6aembr obecnevenns 6e30MACHOCTY NH(POPMAIUOHHEIX TEXHOJIOIMU NPAKTUYECKN HENCIEPIAEMEL.
BaxHbiu pieMeHT penieHus 3TuX TpobiaeM — CIOCOOR! 3aIUTH UH(MOPMAIAN OT TOCTOPOHHUX TIPU €€ XPa-
HEHUU U Tepejade MO KaHajlaM CBA3u. Takue crmocoOBI pa3pabaTHIBAIOTCS, M3YYAIOTCSI U PEANTU3YIOTCSI B
Kpuntorpaduu — Hayke O IPOIeEccax NpeoOpa3oBaHUs MHGOPMAIUU € IENbI0 UCKIIYUTH BO3MOXHOCTH
HEKOHTPOJIUPYEMOT'0 NOCTYTa K Hew.

Kpunrorpadus, B cBOO Odepens, MIMPOKO UCIOAB3YET METOALI PA3IMYHBIX PA3AETIOB MATEMATUKU, U
TIPEX 1€ BCET0 — IUCKPETHOU MAaTEMATUKN, TOHUMAEMOU B IIUPOKOM CMEICHE. SIpKue mpuMepsl BIAUAHUA Ma-
TEeMAaTUIECKUX WU JAIT KPUNTOrpadusa ¢ OTKPEITHIM KI0I0M (OCHOBAHHAA HA CJIOXKHOCTHU 33,139 TEOPUN
9KMCeNT) U KOHCTPYKIMY COBPEMEHHEIX OIOYHEIX MU(PATOPOB (B KOTOPHIX MCHOIB3YIOTCS HPEOOPA3OBAHMS
HA,T CJIOXKHBIME aarebpamdeckumu CTpykrypamu, kak B AES).

CyH.IeCTByeT HECKOJIBbKO IIPUYNH, OGOCHOBBIBa.IOH_II/IX HeOﬁXOrZ[I/IMOCTB IIOCTOAHHBIX I THTECHCUBHBIX UCCJIC-
NOBAHUU CTOUKOCTH CYIIECTBYIOIMUX U PA3PabaTHIBAEMBIX METOA0B MU(pPOBAHUS.

[lenCTBUTENBHO, BBUAY BaXHOCTU CEKPETHOU MH(DOPMAINYN HAAEKHOCTH KPUMTOrPAPUIECKUX METONOB
Al ThI HHq)OpMaHHH MOJI2KHAQ, HE BBEI3BIBATH COMHeHI/Iﬁ B T€YCHNE MHOI'UX JeT C MOMEHTa BaHIH(IlZ)pOBaHHﬂ.
OfHAKO CTOUKOCTH MOYTH BCEX KPUNTOrPAGMIYECKUX METOLOB IO CYIIECTBY OCHOBBIBAETCS HA YBEPEHHO-
CTH B TOM, 9TOQ 3J0YMBIILIEHHUKA HE MOT'YT HAUTYU CEKPETHHIN K04 Wi 3AM(pPOBAHHYIO C €r0 IOMOIIBIO
rHpOpManu. NCTOYHUKOM TaKOU YBEPEHHOCTH ABJACTCS 3HAHUE BO3MOXKHOCTEN COBPEMEHHEIX MATEMATH-
YeCKUX METOQOB, BEIYUCINUTENBHBIX AJII'OPUTMOB U TEXHUICCKUX yCTpOﬁCTB. STI/I BO3MOXHOCTHU CO BpEMEHEM
Bo3pacraioT. [losromy kpunTorpad LOMKEH BHOCUTH YJAYUIIEHUs B METOX m(POBAHUI 330JAr0 IO TOrO,
KaK POCT 3TUX BO3MOXHOCTEU CTAHET MPEACTABRIATEH PEATbHYIO OMACHOCTh. YTOMAHEM IBA MPUMEPA:

e crangapt mmdposauus DES nepecran cauTaThesa CTOMKAM B pe3yabTaTe POCTa BoaMoxuHOCTen IBM,

® CTOUKOCTBH AJITOPUTMOB MUMPPOBAHUA ¢ OTKPHITHIM Ki1ouoM Juddu — Xemrmana u dab [amansa ocHo-
BEIBAETCA HA CJIOXKHOCTY HEKOTOPHIX 33189 TEOPUHU TUCENTI, OMHAKO KOIUIECTBO CIy9aeB, KOI1a TAKUe
38,1291 OTHOCUTEIBHO IPOCTO PEAITCA, IOCTENEHHO yBeananBaeTcsa (Hanpumep, B [3], [4] nokasano,
9TO UCHOB30BAHME MAJIBIX MOKasaTenel B cxeme RSA omacuo).

Kpowme Toro, kpunrorpaduieckne cuocoOb! 3arm T nHPOPMALUY PA3paA0aTHIBAIOTCA U N3y YAI0TCI, KAK
IIPABWIO, KAK (DOPMAIBbHEIE MATEMATHYECKAE TPEOOPA30OBAHN, OJHAKO OHU MCIOJIB3YIOTCA B PEATBHOM MU-
pe. IlpakTraeckas peanmusanms cioCO60B MuPPOBAHUA OTPAKAECT COBPEMEHHBIN YPOBEHD TEXHUKY 1 001313~
€T CBOUCTBAMMU, He COAEPKABIIUMUCA B UCXOTHOU TEOPETUIECKON KOHCTPYKIUHA. DTU HE3AIIAHUPOBAHHBIE
CBOI‘/)ICTBa CO34aT NOIOJHUTEJIBHBEIE BO3MOXHOCTU /A IIOJSYICHUA I/IH(i)OpMa,I_U/II/I IIOCTOPOHHVMMU JUIIAMMU.
YuoMmsiHeM [Ba DPUMEPA TAKO'O TUIIA:

® DA3HOCTHBIN aHAIN3 MOIIHOCTH ([5]), MCIONB3YIOINY JAHHLIE O IOTPEOIEHNN SHEPI MY CMAPT-KapTaMu
[P PEATu3aInyy MTPOTOKOIA KPUITOrPAPUA C OTKPLITEIM KIOYOM,

® DA3HOCTHHIN aHAIN3 c60eB (cM., Hampumep, [2],[6]), ucnoapsyommi cnenudueckue c60u B MPOLECCE
BBLIYMCJICHUAN.

Takum 06pa3oM (BBILY TOrO, YTO 3J0YyMEIILIEHHUKYA MOI'YT OOHADYKUATH U UCIOIB30BATD YA3BAMEIE Me-
CTa CUCTEM KPUNTOrpaprIecKor 3auThl nHGOPMALUAN) HEOOX0AMMO IIOCTOSHHO IOLAEPKUBATH UHTEHCHAB-
HEIE ¥ PA3HOOOPA3HBIE UCCICNOBAHUA B PAINIHEIX OOMACTAX «IMCTON HAYKU (HE TOJBKO HEMOCPEICTBEHHO
NPUMBIKAIOMAX K KpAnTorpadun).

ITpu paspaboTke u UCCICIOBAHUN KPUITOrPADPUIECKUX YCTPOUCTB NPUMEHAIOTCSI PA3INIHEIE METOALL 1
PEe3yABLTATHL TEOPUM HKCEN, AAreOphl, TEOPUX CIOKHOCTYU AITOPUTMOB, Teopuu BeposTHOCTen. C npyrou
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CTOPOHBI, NOTPpebHOCTH KpunTorpaduu (pakTudecku — mOTPeGHOCTH 00Ja1aTeNel CEeKPETHOU UHPOPMa-
1K) ABIAOTCA OOraTHIM UCTOYHUKOM HOBBIX MATEMATUYECKUX 334249 U Teopun. Hanpumep, BEIMUCIATENb-
HAs TEOPWA TUCEJ, BEMUCIATEIbHAA Anre6pa, TeOPUA KOHEIHBIX ATreGpandecKux CTPYKTYD (B 9aCTHOCTH,
DIUIATITUIECKAX KPUBLIX HA KOHEYHEIMU TMOJAME), TEOPUSA CIOKHOCTU ANTOPUTMOB, UCCIEJOBAHUA IICEB-
NOCIYy9alHOCTH, NOKA3ATEILCTBA 663 Imepenadn 3HAHWA, TeOPHUA NPOBEPKU IPOTOKOIOB M T.I. BOSHUKIN U
PA3BUBAIOTCA B 3HAYUTEIHLHON MEPE MO BIAUAHUEM KOHKPETHRIX KPUNTOrPADUIECKUX 33,1a4.

SHAUUTENLHAA YACTh MATEMATAIECKAX METO0B, JEXKAIIUX B OCHOBE KPUNTOrpadun, pa3dnBACTCA HA TPU
KJIacca: KOMOMHATOPHO-AIreOpaniecKue, TeOPETUKO-IUCIOBEIE U BEPOATHOCTHO-CTATUCTUIECKUE. Kax T
U3 DTUX KIACCOB COMEPKUT HECKOMBLKO HAampaBaeHu. HEeKOTOphIE U3 TaKUX HAMPABICHUN TEPEIUCICHBI HUXKE,
U TIO KaXJOMY U3 HUX B KQ4€CTBE TPUMEPOB TPUBOJATCA OTAEMLHEIE PE3YIbTATHI, MOy YHHBIE PA3TUIHBIMUI
aBTOpPAMMU B MOCAEIHUE TOALI U OMyOJNKOBAHHEIE B COOpHUKE « [Py Ibl 0 JUCKPETHON MATEMATUKE), KOTOPBIN
um3gaerca Poccunckon Akamemuen Hayk coBMecTHO ¢ Axkanemuen kpunrtorpaduu Poccunckoun deneparum,
HaumHasg ¢ 1997 r.

1 KomOuHaTOpHO-aarebpamieckme MeTO bl

T'pynmner moacranoBok. O630p nocieguux pesyabraros Obut caeaan b. A. Ioroperosoiv («I'pynner moa-
crasoBoK. Jacts I. (O630p 3a 1981 - 95 rr.)», [8], ¢. 237 — 281). ['naBHEIME TeMaMu 5TOr0O 0630pa ABIAIOTCA:
Teopema O’Houa — CkorTa, MAKCHMAIBHLIE [IOArPYIILI, IPUMATABHLIE 'PYIILI IOACTAHOBOK, YHUIIPAMU-
TUBHBIE NOATPYIIIEL, KPATHO-TPAH3UTUBHEIE IPYIIILL, AEUCTBUAA TPy HA k-OpOUTax, PA3PEMUMBIE U HUIb-
IIOTEHTHHIE prHHI)I, OHepaHI/II/I C prHHaMI/I HO.I[CTaHOBOK.

Heckoabko paboT CBA33HO C MOPOXKIEHUEM 33 JAHHEIX OACPYII CPYINEL TOACTAHOBOK KOHEYHOI'O MHO-
JKECTBA PA3INIHBIMU COBOKYIHOCTAMY MOACTAHOBOK.

Hanpumep, nycrs V,, = GF(2)" oToxaecteiasercs ¢ Zon, a Son — rpynna nogctanosok Haj Vi,. Ilycrs
g=1(0,1,...,2" — 1) € Son — OQHOIMKJIOBAA NOCTAHOBKA, & MOACTAHOBKA D € Son OmpenemseTcs dreMeH-
Tamu g, 1 € Vy, u dyskumen [V, — {0,1}:

Dz = x & ag(y),

rae @ obosmauaer caoxennme B GF(2)". Ilycts G = {¢*D,k = 0,1,...,2" — 1} C Sa». M. M. D1yxos
nokazal (cM. «O YuCIOBHIX apaMeTpax, CBA3aHHEIX ¢ 334aHUEM KOHEYHEIX CPYIII CUCTEMaMU 00pa3yoomux
2/eMeHTOB», [7], ¢. 43 — 66), uTo ecan

fO,zp—2,...,20) + f(1,Zp—2,...,0) =1 pasBCEX Tp_2,...,20 € GF(2)

TO cymecTByeT Takoe k > 5, uTo MHOxKecTBO G ABISETCA 2-TPAH3UTURHEIM.

Hanee, mycts Sy — rpynna mogcranosok Ha {0,1,...,N — 1}, g = (0,1,..., N — 1) — oaHonukIoBas
noacranoska, a h = (0,1) € Sy — rTpancnosumus saementoB 0 u 1. O6osuadum uvepes D nuamerp Sy
OTHOCHTEIHHO CHCTEMEI MOPOXAAIOMUX 21eMeHTOB {g, h}, T.e. Takoe MuHMManbHOE 4UCIO d, 4TO JHOOYIO
HNOJCTAHOBKY ¢ € SN MOXHO NPenCTaBUTH B BHAE Npou3BeneHus He Gouee d commoxurenein w3 {g,h}.
AJ0.3y60B (cM. «O gmamerpe rpynnel Sy OTHOCHTEILHO CUCTEMEI 06PA3yIOMUX, COCTOAMIEN U3 MOJHOTO
OUKJIa ¥ TpaHcno3unumy, [8], ¢. 112 — 150) nomyumn aCMMOTOTHYIECKN DKBUBAJICHTHHIC BEDXHUE U HUKHUE
OLIEHKU [JISl TUAMETPA:

pe [V ([3]#-1) vav s

3N?

D>

— 2N, ecau N getHo,
N12
D >3 [—] — N + 3, eciu N He4ueTHO.

®. M. Mansunes (cm. «Hacaenosasame rpynmnoi moacTaHOBOK HEKOTOPHIX CBOUCTB CEMEUCTB 00Pa3yio-
mux», [14], c¢. 155 — 175) paccmaTpuBaer rpynmy moACTaHOBOK (G Ha KOHEYHOM MHOXKECTBE Z, KOTODOe
UMEEeT HECKONBKO TPEICTABICHUN B BUAE MPAMOrO MPOU3BEICHUA NBYX CBOUX MOAMHOXKECTB; KPOME TOrO,
CYLIECTBYET CUCTEMa OOpasyronmx rpynnsl (G, KaX AR 3JEMEHT KOTOPOU OCTABIAET HEM3MEHHOU ONHY U3
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IBYX KOODAWHAT B KAKOM-TO U3 DTUX IPEICTABICHUN. YKA3aHLL YCJIOBUA HA COBOKYIHOCTHU HPAMBIX MIPO-
U3BECHUI U CUCTEMEL O0PA3YIOMMX, MaPAHTUPYIOMIAE COOTBETCTBEHHO TPAH3UTUBHOCTD, IPUMUATUBHOCTD,
OBAXK bl TPAH3UTUBHOCTDL rpynnel G, a Taxxke BKIOYeHNE B G 3HAKONIEPEMEHHOU I'PYIIEL HA, Z .

TeopeTuko-rpynnosas Kjiaccudukanua GyHKOUA M aBTOMAaTOB. K 3TOMy HAIIpaBICHWIO OTHO-
CATCA PABOTHL N0 Kraccudrkanuyu GyHKIu (B IaCTHOCTH, OyJeBBIX (DYHKIWN) OTHOCATENBHO PA3IMIHEIX
rpymnn npeobpasosanun. Hanpumep, A. B. Yepemymkun onucas MeTOIE TOCTPOEHUA TAGIUL IPENCTABATE-
JIen KIaCCOB SKBUBAJIEHTHOCTU OyJEBLIX (PYHKIUU OT 7 TIEPEMEHHBIX OTHOCUTEILHO 00O0O6IIEHHON JUHENHOU
n appunHOM rpynn («MeToas! adPUHHON U IMHENHON KIACCH(PUKAMA IBOMYHBIX QyHKIm, [10], c. 273 —
314). On mocTpOMI TakXe HECKOJILKO HOBHIX KiacCupuKkauun 1is caydaes 6 < n < 8.

Teneps paccMoTpuM HeaBTOHOMHEIM peructp casura (HPC) mopsagka n, T.e. aBToMaT 6€3 BEIXOAA C
BxogubeM andasurom GF(2), muoxkectsom cocrosuun GF(2)™ u ¢pyukumen nepexosga

0(z, (a1, -..,an)) = (ag, ..., an,x + flay,-..,an)),

rae f(x1,...,Tn) — OyaeBa yHKIUA, JUHENHO 3aBucAmai oT r1. HPC Ha3LIBal0OT JUHEUHBIM, €CIU
f(x1,...,2,) = coxy + ... + Cu_ 1Ty, Tpu dTOM MHOTOWIEH X(T) = ¢o + 1T + ... + ¢ 12" + 2™ Han
GF(2) naseBaror xapakrepuctuaeckum muorowenoM HPC. B. A. Bames nokaszan, uro HPC auneen Torga
¥ TOJBKO TOT[a, KOTJA €ro CPYINa ABIAETCA PACIIMPEHUEM IEMEHTAPHOU a0eleBOU TPYIILL ¢ MOMOIIBIO
UUKIAYIECKOU IPYINLL. B TepMUHAX IPYIIN OXapaKTePU30BaHE Takke Kaaccwl auHenusix HPC ¢ xapakTepu-
CTUYECKMM MHOTOWIEHOM 6e3 KpAaTHHIX KOpHen, HenpusoauMeMm Hag GF(2) u npuvurusaem («Teoperuko-
PYIIIOBAsA XaPAKTEPU3AIMA HEABTOHOMHEIX JIXHEMHEIX PETUCTPOB CABUATAY, [14], ¢. 52 — 68).

WUccreqosanue U MOCTPOEHUE 0TOGPaKeHUU ¢ 3aJaHHLIMU cBoucTBamu. K dbyHkuuam u mpe-
00pa30BaAHUAM, UCTIOIb3YEMEIM B KPUNITOTpaduu, NPEAbABIAETCA MHOTO PA3INIHEIX Tpeboauun. IlosTomy
CYUIECTBYET GOMBIIOE YUCIO0 PAOOT, TOCBAMEHHEX U3y YeHNI0 CBOUCTB 0TOOPAXKEHUN U TOCTPOEHUIO 0TOODA-
XKEHUU ¢ 33 aHHbIME cBOUCTBaMu. OHO U3 BaXHENIINX KPUNTOrPAGUIECKUX TPeOOBAHUU K NUCKPETHBIM
QYHKIUAM HAT HOJEM WIN KOJBbIOM 3aKAYAETCSI B OTCYTCTBUM Y HUX HEKOTOPHIX CBOUCTB, IPUCYIIUX JIM-
HEUHBEIM (DyHKIVAM.

[ast cpaBHeHUA PYHKUMIT C JMHEVHEIMEI (QYHKIAAMYA CYIIECTBYIOT PA3JMIHEIE MOAXOAEL (CM., HAIPUMED,

[1]). Ykaxem HeckoabKO padoT u3 [7] — [14].
Medunur d(s) mogcTaHOBKY § HA KOHEUHOU rpynne (G MOPAIKA 7 OMPENeaseTcs KaK PasHOCTb 1 — 71(s),
rae 7(s) — MUHUMAJILHOE YMCJIO TPAHCAANMU TPynnbl (G, KOTOPHIMU MOXKHO PEAaM30BATH BCE MEPEXObI

noacTaHoBku s. [Ipyrumu cioBavu, d(s) paBen uucay Tpancaanui (G, He MMEIOMUX OOIMX NMEPEXONOB C S.
B. H. Caukos (cM. «/ledunmTs moncTaHoBOK KOHEYHBIX IPymmy, [13], c. 156 — 175) uccaegoBan pasmmaHbie
CBOUCTBA, NeUIUTa, CIyIYalHOU PABHOBEPOATHOU MOJCTAHOBKU G; B YACTHOCTH, OH MOKA3AJ, 9TO CPEIHEee
CILy9alHOU BeIuduHEL d(§) 3aBUCAT TOMBKO OT HOPAAKA 1 Pyl G, ¥ MOLy<IWI CAeAyIomue GOPMyIbl /s
CPEeIHEro U AUCIIEPCUU:

=0
n 2 n 1 2
—_— _z — 6 <1.
Dd(c) e(l e)+n_2<262+9n_3), 0<6<

Ilycrs V' — BexToproe npocrpanctso Hag GF(q). Ipeobpasosanwe f : V — V masmaerca k-KyCO9HO-
JUHENHBIM, €Cau k — HauMEHbIIee YUCI0, I KOTOPOrO CYIIECTBYIOT TAaKWE JUHEUHEIE OTOOPAKEHUA
Ly,...,L : V — V, 970 MHOXECTBO UX 3HAYEHUN P KaxA0M £ € V cogepxkutr 3Hadenue f(r):

f(z) € {L1(z),...,Ly(z)} muaBcex z€V.

Ksasunpoussoguas o6paTumoro npeobpasosanus [ : V — V mo manpasaenuo a € V omnpegensercs paBeH-
ctBoM fo(z) = f7H(f(z + a) — f(z)). H. . llogydanos gokasan, 9TO MHOXeCTBO Ouekuuit f : Z, — Zp,
KaX 1as KBA3UIPOU3BOAHAA KOTOPHIX ABIAETCS k-KyCOYHO-IMHENHOU npu HekoTopoM k < 3, coBmagaer (3a
HeOOJIbIINM HCKIIOUEHNEM) ¢ MHOXECTBOM SKCIOHEHIMAIbHEX dyukiui g(z) = 67,2 € Z,\{0}, ¢(0) = 0,
rae § — nepBo06pa3HbI KOPEHb N0 MOAYIH0 P («O HEKOTOPHIX XAPAKTEPU3AIMAX DKCIOHEHIINATLHEIX (DyHK-
Ui Ha JIVHENHBIX IPOCTPAHCTBAX», [14], ¢. 216 — 239).

Bemuuuna k gusa k-xyCOYHO-TMHENHOUW (YHKIMU § ABJIAETCA AHAJOIOM BeJIWIUHBL 7'(S) #3 PabOTHI
B. H. CauxoBa, mOCKOIbKYy OOpaTHMBIE JMHEHHBIE NPEOOPa30BAHUA IPOCTPAHCTBA Zj, ABIAIOTCA TPAHC-
asuuamu rpynnst (Zp)*.
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ITycte A — xoneunbm anpaBuT, A™ — MHOXECTBO BCEX CJOB MIWHEL N Haj aadasutoM A. B 1956 r.
A. A. MapkoB mokaszai, 9TO Kaxjgoe OmekTuBHOe oTOOpaxkenme A" — A™, He pa3sMHOXKAIOIIEE MCKAXKe-
HUU TUIA 3aMEHEHI OYKB SABJISAETCS CYNEPIO3ULMEN IOACTAHOBKY Ha aadasure A u noacTaHoBKu OyKB CIOBA.
M. M. TI'myxoB 0606mmun 3Ty T€OpeMy HA MHBEKTUBHBIE OTOOPAXKEHUS, HE PA3MHOXAIOIINE UCKAXKEHUN TU-
1a, 3aMeHbl OYKB, MPOIyCKa OyKB u BCTAaBKU OykB «/IHBHEKTUBHBIE OTOOPAXKEHUS CJIOB, HE PA3MHOXKAIOIINE
uckaxenui, [10], c¢. 17 — 32).

Ilycte (G,*) — xBasurpynna. Orobpaxenue f : G — (G Ha3LIBAETCA CWIBHO OMEKTUBHEIM, €CJIA
6uextuaul f u h, rae h(g) = g * f(g9), g € G. Ecm (G,+) — abeneBa rpymma, TO 0TOOpaxKeHUe
f : G — (G HaswmBaeTCsa BOOJHE CUILHO OMEKTUBHBIM, €Cin OMEeKTUBHEL [ u Bce oToOpaxenus hy, rae
he(g) = kg+ f(g), k=0,1,...,9 € G. OTU NOHATUA CBA3AHEI C TOCTPOCHUEM TPAHCBEPCAIEU B KBA3UTPYII-
max. M. B. ®entokun onucan Kiac¢ CAILHO OMEKTUBHBIX OTOOPAXKEHUYU U HALIE] KPUTEPUU BIIOJIHE CUILHOU
OUEKTUBHOCTY /LA DJIEeMEeHTapHOU abeneBon p-rpynnsl (jO HEKOTOPHIX KIaCcCaX CUMTbHO OUEKTUBHLIX U BIIOJIHE
CUIBbHO OMEKTMBHEIX 0TOOpakeHumy, [12], c. 226 — 238).

Jlunennble peKyppeHTHble nociaegoBarenbHocTu (JIPII). DT0 HampasieHue uMmeeT GOJbILIYIO
ucropuio. Oco6eHHO MHOrO pafoT MOABWIOCH BO BTOPOU moJOBMHE XX BEKA B CBI3UM C UCIOJL30BAHUEM
JIPII Hajx KOHEYHBIMU MOJAAMU U KOAbLaMu B Kpunrorpaduu. B Hamen crpane B nocaeguue rogsl 60AbIINX
ycnexos B uaydenun JIPII gocturau A. A. Heuaes u ero yuenuku A. C. Kysomun, B. JI. Kypakun u ap.
Hapsaay co csouctsamu JIPII uccaenyrorca Takxke CBOUCTBA JUHEAHLIX U TMOJIAIMHEUHBIX PEKYPPEHTHEIX
MOCJIEJOBATEABHOCTEN HAI KBa3u(ppPOOEHUYCOBLIMU MOIYJIAMU M Koablamu lanya. B wactaOCTH, paccMa-
TPUBAIOTCA:

® yCIOBUs, 00€CIIeINBAIONE MAKCUMAILHOCTE IEPUOA,
® DAHIM KOOPIWHATHEIX MOCIEI0BATEILHOCTEN,
® paChpeeeHus DJIEMEHTOR Ha, [UKJIAX TMOCIeI0BATEILHOCTEN,

® MPEICTABICHUS MOCAENOBATEILHOCTEN.

Pan stux pesyanraToB omyOaukoBaH B «Tpynax mo guckpernou maremaruke: Kysvmun A. C., Kypaxun
B. JI., Heuaes A. A. (lceBgocaydalsbie U NOMMIXHENHEE OCIELOBATENLHOCTIN, [7], ¢. 139 - 202; «Cson-
CTBa JUHEVHBIX ¥ MOIWJIMHENHBIX pekyppeHT Hajg koabunamu Lamya (I)», [8], c. 191 — 222; «CTpykTypHEIe,
AHAMUTUYECKE U CTATUCTHICCKUE CBOUCTBA JUHEVHEIX ¥ HOIWIMHEVHEIX DEeKyppeHD, [9], c. 155 — 194;
«CrarucTudeckue CBOUCTBA JMHEUHBIX PEKYyPPEHT HaJ KoabuaMmu lanya u kBazudppoOEHUYCOBBLIMU MOLY-
asvu xapaxrepuctuxu 4y, [10], ¢. 91 — 128; «Bnomse paBHOMEpHEIE IMHEVHEIE DEKYPPEHTH HAJ KOIBIAME
Tanya u QF-mogyasmu xapaktepuctuxu 4y, [11], c. 103 — 158; Heuaes A. A. «MHOrOMEpHEIE PErHCTPHL
CABUra U CIOXHOCTb MyJIbTUIOCIENOBaTEIbHOCTEm, [12], ¢. 150 — 164; «Koneunsie ¢ppobennycoBLl 6uMO-
IyJIu B TEOPHM JUHENHBIX KOAOB», [14], c. 187 — 215; Kypaxun B. JI. <BuHOMMATbHAS JUHENHASA CIOXKHOCTD
HOJIMIMHENHEIX IOCAEA0BATEABHOCTEM , [12], ¢. 82 — 138; «Ilommmmuennabe npeoOpa30BaHNs JIMHENHEIX De-
KyPPEHTHBIX ITOCAEAOBATENBHOCTEN HA L MOAyLsaMimy, [13], c. 89 — 113.

2 TeopeTHKO-YNCJIOBbBIE METO IbI

BoubmuucTBO paboT TEOPETUKO-IUCIOBOI0 XaPAKTEPA CBA3AHO C AHAIU3OM U CUHTE30M CUCTEM OTKPBLITOIO
umdpOBAHUA I OTKPHEITOIO PACIPEAeJeHus Kiaoden. B yacTHoCcTH, 06Cy %K 1a10TCs TPOOIEMEL (haKTOPU3a-
UMY YUCEJ ¥ MHOT'OWIEHOB, TUCKPETHOrO JOrapu(pMUPOBAHUA, UCCAEAYIOTCA AIreOpaniecKue CTPYKTYPHL,
npuroause s cxeM tuna RSA mwin dan-Tamansa.

Ecan a, m — B3auMHO NpPOCTHIE HATYPAIBHEIE YUCIA, TO UX JacTHOe Pepma onpenensiercs PaBeHCTBOM

Q(aa m) = (a)\(m) - l)m_l (mOd m)7

rge A(m) — sxcnorenta rpynust (Z/mZ)*. }0. B. Hecrepenko npumenun gacraeie Pepma x nmpobaeme
guckpernoro aorapudmmposanus («Hacraere Pepma n p-agmaeckue aorapudmen, [11], ¢. 173 — 188). On
HOCTPOMTI KIACC TAKUX TPOEK (g, m, ), 4T0o m — nepuog dyukunu Q(z,7), az = Q(a,r)/Q(g,r) (mod r) —
pemenwe cpaBrenus g° = a (mod m). [as Takux TPOEK NOKA3ATEILHOE CPABHEHNE PEMIACTCA CPDABHUTEILHO
HpOCTO.



AKTyanpHBIC HAIPABJICHUA UCKPETHOH MATEMATHKH. . . 49

M. U. AHOXVH TOKa3aJ, YTO €CIu BEPOATHOCTHEIU aaroputM A pemaer npobaemy duddpu — Xemwnvana
st MHOXKecTBa, N menbix gucen (MOLyJaer) ¢ BepOATHOCTBIO p > £(N), TO CymecTByeT BEepOATHOCTHEIN
anroputM B, KOTOPHIU HAXOAUT HEKOTOPLIE gemuTenn mcer u3 N ¢ BepostaOCThIO k(N)e(N), 0 < B(N) <
1. Bosnee Toro, ecim aaroputm A noswHOMuaneH, To aaroput™m B Toxe nommromuanen («O cBogmmOCTH
3anaam GaxkTOpU3anUy Heasx ducert K 3anade Juddun—Xemwrmanar, [9], ¢. 7 — 20).

B pa6ore O.H. Bacunenko («HexoToprie TOXgeCTBa [1Js TPUNOHOMETPUYIECKUX cyMM laycca u ux npu-
J0XeHUsD, [14], ¢. 69 — 78) mpegmaraeTcs NCHOAb30BATh A cxeMbl Tuna RSA xomasiio B Bergeros mo moayimo
pFq xomua Zx[1/q], rae Zx - KOTBIO IeabIX arre6pautecKux Yuces Kpyrosoro nois K, asrsomerocs pac-
mmpenuem nons Q TpUMUTUBHEIM KopHeM crenenu p¥q u3 1. C 3To# Membio JOKa3hIBAETCA TOXKIECTBO I
cymmnr Taycca, KOTOpOe MOXKHO HCIOIBb30BATH BMECTO OOBIMHOTO A cxeMbl RSA Toxgectsa (a®)? = a
(mod n).

M. M. I'myxoB mpeamoxui uCnoab30BaTh 41 cxeMbl RSA K0ab1o BEMETOB 10 MOAyao n = pq (p,q —
IPOCTHIE YUCIA) OMKBAAPATAIHOrO pacupenus nojis Q u udy4dun crpoenue sroro xoabua («Mccaegosanue
KOJIe, BBIYE€TOB 6I/IKBa,IleaTI/I‘IHhIX paCHII/IpeHI/II‘;I KOJbIIA, IIEJBIX YuCel U CXEMEI C OTKphIThIM KJI}O“IOM», [13],
c. 31 — 55).

B. E. Tapaxasos m3y4an samantieckne kpusbie suaa y> = 22 + Az + B mag nonem Z, npu p # 2,3
4A3+427B? # 0. [lna oTobpaxenus ¥ (x) = x° + Az + B HalleHO YICIO 2IEMEHTOB, MMeIumX k mpoo6pasos
mpu k = 0,1,2,3, 1 OMUCAHBI BJIEMEHTHI TPYINLL IUITUYECKON KpuBou mopaakos 3, 4. Iloctpoen Takxe
KPATEPUN TOTO, ITO HOPALOK TOIKM geantca Ha 2 («O6 06macTu 3Ha9eHNN KyOUIeCKOro MHOTOWICHA, HAJ
KOHEYHEIM IIPOCTHIM motem», [9], c. 283 — 294; «CBouCcTBa ZEAMMOCTH TOYEK UIANTHICCKAX KPUBBIX HAL
KOHEYHBIM 1oaeMy, [10], c. 243 — 258).

3 BepoaTHOCTHO-CTATUCTUYECKNE METOAbI

BepoaTHOCTHO-CTATUCTUIECKIE METOBI MUPOKO MCIOAB3YIOTCA B TEOPETUIeCKON KpunTorpaduu. PasHo-
o6pasue KpunTorpapuIecKnx CIocO00B 3ammThl nHGOPMALUA 1 BO3MOXKHEIX ATAK HA HUX MOPOXKAAET IIN-
POKUI CIEKTP HANPABICHUN BEPOATHOCTHO-CTATUCTUIECKUX UCCJICNOBAHMUMN.

CucreMsnl CIydaWHLIX ypaBHeHHM. 3aJa4M ONPEICICHUA CEKPETHOIO KJII04a MOXHO CBOAUTHL K pe-
MIEHNWIO TEX WIN WHBIX CUCTEM YPABHEHUU HAJ KOHEYHHIMU arrebpandecKuMu CTPyKTypaMu. Beungy caydan-
HOCTHU UCXOIHBIX JAaHHEIX €CTECTBEHHO CIYNTATH, YTO YPABHEHUA B DTUX CUCTEMAX CJIYIANHEL.

I'. B. Banakun uay4ai pasiuyHble METOILI PEIICHUA HEKOTOPHIX KIACCOB CUCTEM YPABHEHUU TUTIA,

@i(@i1, Tigy s i) =g, i=1,...,T,
OTHOCUTEJIBHO HEU3BECTHBIX I1,..., Ly U3 KOHCIHOI'O IIOJIA, I"'A€ Y; — U3BECTHBIC (PYHKL(I/II/I,
— * * .
bi= @)y, ..., xh) +ei, i=1,...,T,

U E1,...,E7 — HEU3BECTHHIE He3aBuCUMEBIE Omubku («BBefeHue B TEOPUIO CLyYalHBIX CUCTEM YPaBHEHUN,
[7], c. 1 — 18; «Cucrembl CIy9alHEIX YPABHEHUN HAJ KOHEIHBIM MOIEM», (8], ¢. 21 — 37; «Cucremsl CryIanHbIX
OyJIEBBEIX YPABHEHUU CO CIyYalHLIM BHIOODOM HEM3BECTHHIX B KaXKJOM ypaBHeHuw, [9], c. 21 — 28; «Kpu-
TepuH, BBIAEIAIONME 3aBEJOMO COBMECTHYIO CACTEMY yDABHEHWH C MCKaXKEHHOM IIPABOM 4acTbiov, [10], c.
7 — 16; «locrenoBaTeIbHBIN KPUTEPUN BHIIEJICHUA CACTEMEBI JUHEUHEIX YPABHEHUN C UCKAXKEHHOU MTPABOU
gacThiov, [11], ¢. 21 — 28; «AAropuTM HAXOXIEHWUA MHOXECTBA HANMEHBINEH MOIIHOCTH, COAEDIKAIIEr0 KC-
TUHHOE DEIIeHne C 33,IaHHOU BEPOATHOCTHIOM, [13], ¢. 7 — 21; «O6 OgHOM KpWTEpPWA BHILEIEHWS CACTEMEL
JIMHENHBIX yPABHEHWNI C MCKAXKEHHOU NPABOU vacTeiov, [14], c. 25 — 33; Baaaxuw I'. B., Bauypun C. A.
«OneHKa napaMeTpoB METOA MOCIELOBATENLHOIO NOAO0Pa HEM3BECTHLIXY, [12], c. 7 — 13).

B. ®. Konuus u3y4an CBOUCTBA BEPOATHOCTU COBMECTHOCTY CIYYAUHBLIX CACTEM JUHEUHBIX yDABHEHUN
(B 9acTHOCTH, HOPOrOBHIA D(MPEKT) U METOALI PEIICHUA CUCTEM YPABHEHNU, BO3HUKAIOIINX B 334a9aX KJIaC-
cupukanuu o napeeM cpaBHeHAM («O mOporoBoM sdgexTe MIA CHCTeM CIyYauHBIX ypaBHEHWD, [8], c.
183 — 190; «BepoATHOCTE COBMECTHOCTHU OJHOM CUCTEMBI CIyIAMHEIX yPABHEHUN CIENUAILHOTO BAay, [9], C.
130 — 146; «O gra 3a1a4a K1accupUKAIMY C ICIOIL30BAHMEM HAPHEIX CpaBHEHWD, [10], ¢. 83 — 90).

BepoaTHOCTHBIE MOAEIN KOHEYHBIX aBTOMAaTOB. KOHEYHEIE aBTOMATHL KaK MOMAEIA KPUIITODA-
(pruecKnxX yCTPOUCTB OOBIYHO CJIOXKHBL MJIA M3ydeHusa. IToObI KCCAeN0BATH TUINIHEE CBOUCTBA KOHEIHEIX
ABTOMATOB, IIPUHAIIEKAIINX HEKOTOPLIM KIACCAM, PACCMATPUBAIOT PASIMIHLIE BEPOATHOCTHEIE MOJEIN KO-
HEYHEIX aBTOMATOB (KaK MPaBUIO, B Bue Hernern Mapkosa).
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TO. N. MakcuMoB uCCIe[0BAT HEKOTOPHIE AHAMUTUIECKUE CBOUCTBA, 1eren MapkoBa, COOTBETCTBYONIX
IBOWYHLIM PErUCTPAM CIBUTA, BO3MYIIEHHEIM CIYIaUHBIM IIIyMOM: CIEKTPHI MEPEXOIHBIX MATPHUIl, CKOPOCTHI
CXOAUMOCTH K paBHOMepHOMY pacupegenennio («O nemsx Mapkosa, CBA3aHHEIX C JBOUYHEIME PETUCTPAMHA
CABUra CO CIyYaUHBIME dJeMenTaMm, [7], c. 203 — 220). Hanpumep, noxazano, 9To ecan

Yt4n = On_1Yt4n—1 + ...+ QoY + 2¢, 2 = 2¢—1 + &,
P& =1=(1+A)/2, P& =0=(1-A)/2, A>0, t=0,1,...,

u p; — pachpejensenue BeKTopa (Ysin 1,---,Yt, 2t), & W — paBHOMepHOe pacnpeaerenue na GF(2)"11, To
Ipe — wlf? < AL D/,

B. H. Caukos (cMm. «BepoaTHOCTHEIE Ipeo6pazoBaTenu u npaBuibHee Myabturpadst. Iy, [7], c. 227 — 250;
«Ilerrm MapkoBa UTEPAIMOHHBLIX CUCTEM IpeobpasoBanumy, [12], c. 165 — 183; «BeposaTHOCTHEIE IPeo6pazo-
BaTeIn U CyMMHI daeMeHTapHerx MaTpui.Ily, [14], c. 240 — 252) paccmarpusan nenu MapkoBa ¢ KOHEIHBIM
MHOXECTBOM COCTOSAHUY S, ONPEAeNeHHbIE PEKYPPEHTHEIMY COOTHOIIECHUIMHA

Yer1 = f(ye, z¢), t 20,

e &y — MOCIEIOBATEILHOCTD HE3ABUCUMBIX OUHAKOBO PACIPENENEHHBIX CIYIAUHBIX BEIUYUH CO 3HAIEHU-
avm {1,...,k} n pus xaxgoro ¢ ¢ymakuma f(-, z) aBuserca Omexnumen S. YCa0Bus 5Progw<dHOCTE LENU Yy
GOopMyaupPYIOTCA B KOMOMHATOPHBIX TEPMUHAX.

TO. H. TopunHCKUU TOIyYUI OLUEHKU CPEIHEKBAAPATUIHON CKOPOCTU CXOAUMOCTHU [ MATPHUIl TEepe-
XOQHBIX BEPOATHOCTEN 1ernern MapkoBa, MOPOXKIEHHLIX CIyYaUHBIMU OJSYXKIAHUAMU HA MHOXKECTBAX IOJ-
cTaHoBOK («O06 yay4meHNy OLEHOK CPEAHUX KBAAPATUYECKUX YKJIOHEHHU MATDHUL] [IEPEX0a, IPOU3BELCHUAN
HE3aBUCUMEIX CIy9alHBIX BEIMYUH HA KOHEYHEIX TPYNIAX MOACTAHOBOKY, [9], c. 53 — 72; «O cpegumx kBa-
r[Lpa,TI/I“IeCKI/IX yI(JIOHeHI/IﬂX ManI/III HepeXOﬂa Ha KOHEYHBIX prHHaX IO A4CTAHOBOK Y€THOI'O HOpﬂAKa», [9], C.
73 — 94).

B. I'. Muxanios paccMaTpUBaJl CBOMCTBA ABTOMATOB, COCTOALINX U3 PECUCTPOB CABUCA, C HEPABHOMED-
ueiM geuxkenueM (MccrenoBanme 4ncnia UMKIMYECKUX TOYEK aBTOMATa U3 PETMCTPOB C HEPABHOMEDHEIM
aBmxenuem, [11], c. 167 — 172; «Hccrenosanue KOMOMHATOPHO-BEPOATHOCTHOU MOJIEIA ABTOMATOB U3 Pe-
FUCTPOB ¢ HEPABHOMEPHBIM ABHKeHueM», [12], ¢. 139 — 149). MHOXeCTBO BHYTPEHHUX COCTOSHUN ABTOMATA
OTOXJECTBIAETCA C MHOTOMEPHBLIM AUCKPETHBIM TOPOM (), & 3AKOH IBUXKEHUS OMUCHIBAETCS COBOKYIIHOCTHIO
TIEPEXONOB B CAYyYaNHO BLIOHPAEMbIe COCeqHIe TOYKY. [[0Ka3aHO, ITO MaTEeMaTUIEeCKOE OXUIAHNE TUCIA, TO-
YeK, JeXKAIUX HA NUKIAX, OOJBIE, YeM Y CAYIanHOr0 OTOOPAKEHUS, B KOTOPOM MEPEXO]] U3 KAXKJIOU TOUKA
COBEPIIAETCS PABHOBEPOATHO B JIIOOYI0 TOUKY ().

B. A. ranoB uccie0BaI BAUSHUE BHEIIHUX Y BHY TPEHHUX TTOMEX HA PAOOTY KOHEUHLIX HEABTOHOMHEIX
aBTOMATOB U3 HEKOTOPHIX KJIACCOB («ABTOMATHBIE IPEOOGPA3OBAHMS CIYIANHEIX MTOCJAEI0BATEILHOCTEN, [§],
c. 151 — 168; «O BamsAHMYN BHELIIHUX NOMEX Ha pabOTy AUCKPETHOrO aBTOMaTay, [9], ¢. 95 — 110). IHonyyens:
pOPMYIHI 445 BEPOATHOCTU TOr'O, YTO TIOMEXU BO BXOIHBIX U YIPABIAIONUX MOCIEI0BATEILHOCTAX IPUBEIYT
K MCKAXKEHWIO 3HAKA HA BHEIXOJE aBTOMATA.

M. H. PoxkoB yka3aJ yCaoBus, IpX KOTOPLIX CyMMa 1ener MapkoBa Ha KOHEYIHOU I'PYIIIe TOXKE SABJIAETCA
nenso Mapkosa («O cymmupoBanum neneir Mapkosa HA KOHEYHOU rpymmney, [9], ¢. 195 — 214).

C. IO. MenpHUKOB 0Ka3aJ, 9TO MHOXECTBO COBMECTHEIX PACIPEIEICHUN 33 JAHHEIX CJIOB BO BXOJHOU U
BBLIXOJHOU TIOCJIEA0BATEILHOCTAX KOHEIHOO aBTOMaTa 06pasyeT MHOrorpanuuk («MHOrorpanauku, xapax-
TepU3yIoIye CTATUCTUYIECKUE CBOMCTBA KOHEYHEIX aBTOMATOBY, [13], c. 126 — 137).

BepoATHOCTHO-KOMGUHATOPHLIE 3aAa4vil. BepoATHOCTHO-KOMOMHATODHBLIE 3339 BO3HUKAKT B
PA3IMYHLIX pasesax KpunTorpadun; 9acTO OHA UHTEPECHBL U ¢ TOYKYU 3PEHUA TEOPUM BEPOSTHOCTEN.

I'. N. UBuenko u FO. U. MeaBenes B uukie paboT NPUMEHAIA METOIL TEOPUU PA3JEAUMBIX CTATHCTUK
K 3a/a49aM, CBA3aHHEIM CO CAYIAUHBIMUA PA3MEIIEHUAMI YACTULL [0 AIEUKAM, CIyIaUHBIMA MHOT'OWICHAMU,
CJLy JaUHBIMA [0 ICTAHOBKAMU, YPHAMU C IepeMeHHEIM cOCTaBoM («CMecru BEpOATHOCTHEIX PACIPENEICHUN 1
CIIy9anHbIe pa3MeIneHuss, [8], ¢. 169 — 182; «O cTpykType CyJalHEIX MHOIOYIEHOB Ha, i KOHEYHBIMY [TOJISIMMY,
[9], c. 111 — 129; «DkCTpeMATbHEIE XAPAKTEPUCTUAKA CIyIaNHOIO0 MHOTOYIEHA HAJ KOHEYHBIM moaem», [10],
c. 71 — 82; «O cayganHBIX MOACTAHOBKAXy, [11], ¢. 73 — 92; MccnegoBanne XapakTEPUCTUK YPHOBBIX CXEM
C TIEPEMEHHBIM COCTAaBOMY, [12], ¢. 64 — 81; «O6 ogHOM KiIacce HEPABHOBEPOATHBIX MOACTAHOBOK CIyYIalHON
crenenm, [13], c. 75 — 88; «CraTucTuka mapaMeTpudecKon MOJENN CIyYalHBIX IOACTAHOBOKY, [14], c¢. 116 —
127). .
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B. A. CeBacTbAHOB HAIeJ TIPEAEILHBIE PACIPEIEICHUSA IEPMAHEHTOB CAYIANHBIX M X N-MATPUI] ¢ HE3A-
Bucumeivu daemeHTamu B note GF(p) («PacmpeneneHue BepOATHOCTEN MEPMAHEHTOB CIyIalHEIX MATPUIL C
HezaBucuMEIME daemenTamu B mone GF(p)», [9], c. 235 — 248). On xe (cM. «CTPyKTypHBIE XaPAKTEPUCTAKA
HEKOTOPEIX HEPABHOMEDHEIX OTOODPAXKEHMU KOHEYHLIX MHOXeCTB», [12], c. 184 — 193) paccmarpusan aBy-
noJbHBIE caydauable oroopaxenus f : X — X komeunoro muoxectBa X = X; U Xy B cebs1, pAaBHOMEPHO
pacipeeJeHHbIE Ha MHOXECTBe Bcex Takux oTobpaxkenuir, uro f(X;) C Xo, f(X2) C X;. Iokazano, 4To
ectn | Xo| — oo m |X1|?/|X2| = 0, To mpm m060M duxcupoanroM k < |Xi| 1 mo6BIX IONApHO He PABHBIX
OPYT OPYTY Z1,- .., L € X1 0 JOOBIX Y1, ..., Yk € X1

Pf(f(z;) =yjri=1,....,k =|X1|7*(1 + O(| X1 /| X2)).

Psan npemenpHbIX TeopeM [ pacIpemeleHMM Ha KOHEYHLIX pymmax gokasad B padorax FO. H. Top-
amuckoro, M. A. Kpyrunoea, B. M. Kamuronosa, @. K. Ammesa ((lopuuncrut FO. H., Kpyeaos H. A.,
Kanumonos B. M. «Bonpocsl Teopnu pacipeeneHuil Ha KOHEYHBIX Ipynnaxy, [7], ¢. 85 — 112; INopuuncrui
0. H., Kanumonoe B. M. «O cpeiHuX KBaApaTUUECKUX YKIOHEHUAX B CTPOKAX MATPUIL IEPEXOIHEIX BEPO-
ATHOCTEN HA KOHEYHEIX IPYNIax MOACTAHOBOKY, [8], ¢. 88 — 100; Aaues D. K. «IIpomsseneHns HE3ABUCHMEBIX
OJWHAKOBO PACIIPEJENEHHBIX CIyYAHBIX BEINYNH CO 3HAYEHUAMYA B KOHEYHOU IIPOCTOU NOAyrpynmner, [8], c.
1 - 20). }O. H. TopumnCKul HAYAT UCCAENOBAHIE OTOOPAKEHUN KOHEYHEIX IPYTII, KOTOPHIE JUITh IACTUIHO
COBIagaIoT ¢ ux aproMopduamamu («O m-aBTOMOpGU3MAX KOHEYHHIX rpynm, [10], c. 33 — 50).

B. U. TllepcTHeB ommcas MHOXECTBO HAp PACIPEIEJCHAN HA KOHEYHOU a0EJeBOU TPYIIe, CBEPTKA, KO-
TOPHIX ABIAETCSA PABHOMEPHEIM PACIPEAETICHNEM, U TMOKA3AJI, YTO OHO 00Pa3yeT BHIMYKJIBIUA MHOTOTDAHHUK
(«Pasnoxenne pABHOMEPHOI'O PACIPEICACHAA HA KOHEIHOU abeneBou rpynmey, [10], ¢. 315 — 318).

IMocaenoBaTerbHOCTH HE3ABUCUMEIX UCIBITAHUN O0Pa3yeT UACAILHYIO CAYIANHYI0 MOCAEA0BATEILHOCTD.
Naydenue ee cBOMCTB HEOOXOAMMO, HATIPUMED, IS MOCTPOEHUSA CTATUCTUICCKUX KPUTEPUEB, OOHAPYKUBA-
IOIUX OTJAWYME CBOUCTB HAOIIO[AEMOU TTOCAEJOBATEILHOCTY OT CBOUCTB UAEaJbHOU MOCAE[0BATEILHOCTH. B
mukie pador B. I'. Muxammosa u A. M. MlouToBa mokasaH psAL NpPeNESbHBIX TEOPEM A PACIPEeIeIeHur
YUCIA TAp UEMOYEK, COBMATAOIINX JU60 TOYHO, JUOO ¢ TOTHOCTHIO A0 MEePe0OO3HAYCHUN UIU MTOICTAHOBKYA
snemenToB (Muzatisos B. I'. «(HepaBeHCTBA IiA CPENHETO YUCIA MOBTOPEHUU TM-UEMOYeK U [JIA CPEIHEero
YMC/a HEMOSBUBIIMXCS M-LIENOYeK U3 33JaHHOTO Kaaccay, [9], ¢. 147 — 154; «IIpegenbHEIE TEOPEMEL ITyac-
COHOBCKOI'O THIIA AisA 4ucia nap H-ceasaHHBIX memodeky, [13], ¢. 138 — 155; «O6 0COGEHHOCTSIX aCHMIITO-
TUYECKOrO MOBENEHUs YMCIa Nap CTPYKTYPHO OIM3KUX Lenodex», [14], c. 176 — 185; IHloimos A. M. «O6
OJHOU OCOGEHHOCTY ACUMITOTHYIECKOr'O IOBEIEHUs YUCAA HAOOPOB H-5KBUBANEHTHLIX N-IENOYEK B HEPAB-
HOBEPOATHOU IOJMHOMUAILHOU cxemer, [13], ¢. 227 — 238; «IIpenenbHele pacopefeeHus CIry YJalHbEX BeIMIuH,
XaPAKTEPU3YIOMNX CBA3b LENOYeK MOIMHOMUAIBLHOM CXEMBI CTPYKTYPHOU DKBUBAIEHTHOCTHION, [14], ¢. 312
- 326).

A. M. 3y6koB npeamoxui 3pGHeKTUBHLIN METO TOYHOIO BEMMUCICHUA PACTPEICTCHUN CYMM HEKOTOPHIX
3aBUCHUMEIX CJyYalHBIX BEIXYIVH, OCHOBAHHEIN Ha, UCIIOJIb30BAHUA HEO JHOPOAHEX nenerx Mapkosa («MeTogs
pacueTra pacupenereHuil CyMM CIy9aiHEIX Beamauny, [11], c. 51 — 60).

Crarucrudeckue 3agaun. B nuxie pador M. . Tuxomuposou u B. II. YucrakoBa n3yganucs pasimd-
uble Moaudukanuu kpurepus [lupcona, mpeIHA3HAYEHHBIE 1A TPOBEPKU MUNOTEIBI O CTPYKTYPE CIyIanHON
HOCJIE0BATEIBHOCTH [I0 9aCTOTAM LerovYeK, 00pa30BaHHbIX JIeMEeHTaMy 3Tou nocaenosareasuoctu («O cra-
TUCTUIECKUX KPUTEPUAX OTCYTCTBYIOMUX S-IpaMmy, [7], ¢. 265 — 278; «O craructukax x?, IOCTPOEHHBIX
[0 BHIXOAY KOHEIHOIO aBTOMATay, [8], ¢. 305 — 314; «CrarucTuaeckne Kpurepuu, NOCTPOEHHEIE IO IaCTO-
TaM S-TPaMM K3 HEKOTOPOrO MHOXECTBa», [9], ¢. 295 — 302; «HopmansHOE npubimkeHne MHOIOMEPHOIO
x2-pacnpenenenusy, [10], c. 259 — 272; «O6 ogHOW XapaKTEPUCTWKE ABYXITAIHOW MPOIETyDHI BLIGODA W3
HECKOJBbKUX MapKOBCKUX rumoTesy, [11], ¢. 241 — 246; «(IIpubanxenHoe BerMucaeHre GYHKIMOHAIOB OT Ipe-
IeIbHEIX PACIPeLeIeHN HEKOTOPHIX CTATUCTHKY, [12], ¢. 213 — 225; «([IpegenbHEle pacnpeseneHns HEKOTOPBIX
CTATUCTYK, CBA3AHHLIX C PEKYPPEHTHBIMU COOBITHAMMY, [13], ¢. 201 — 212; «MuOromepuele 2-cTaTuCTUKN
B 331a49aX pasaagkmy, [14], c. 281 — 298)..

Acuvmnrorndeckas 5dPEKTUBHOCTD Pa3AeauMEIX cTaTUCTUK n3y4danack I'. . Usuenko u FO. Y. Megse-
zeBeM («O6 acuMnTOTHIECKON 3(p(PEKTUBHOCTH PA3AEAUMEIX CTATUCTUK B IIOJINHOMUAILHOM cxeMe, [7], c.
121 - 138) pna monusoMuansuou cxemul u C. B. Homuawiv («(IlocTpoenune naubonee apdexrunnx mo [Tur-
MeHy Pa3JeIuMbIX CTATACTUK [T PA3INUeHNs TUIOTE3 O CYNEPIO3NIMY CIyIalHEIX 0TOOpaxenum, [11], c.
189 — 204) nna pasiIUYEHUA TUMOTE3 O CYNEPIO3ULAN CIyIaANHBIX OTOOPAKEHUN.

B pa6orax A. B. JlammHa MOCTPOEHBI U UCCACIOBAHBI CTATUCTUIECKUE OIIEHKU CTEMEHU HEPABHOBEPO-
ATHOCTY CIATAeMEBIX, TPUHUMAIONIAX 3HAYEHNUSA B KOHEYHOU T'PYIIeE, N0 HAOIIOACHAAM HAJ CyMMaMU TAKUX
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caaraeMerx («CTaTUCTUYECKOE OLEHUBAHUE PACTIPEAEJICHIA CAAraeMOro 0 CepUu HAOMIOAEHAN CyMMbL HE3a-
BUCHMBIX CJIy9alHEIX BEIWYIUH Ha KOHEIHOU abeneBon rpynmney, [10], ¢. 129 — 148; «Ouenka ogHOro mapaMeTpa
pacupeneneHns CIyIaiHON BEINYUHEL HA KOHEYHOU abeqeBOy IPYIINE [0 CyMMe €€ PealIn3aiyi C DIeMEeHTAMEI
CIIy9aHOU NOACTAHOBKMWy, [14], pp. 139 — 147).

Iepeuncaennre Beme paGOTEL COCTABIAIT IPUMEPHO IOJOBUHY CTATEN, OMyOIMKOBAHHLIX B [7] — [14],
¥ JAT JOBOJLHO MMOJHOE TPENCTABICHAE O XapaKTepe dTUX COOPHUKOB.
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TUBOOOPCTBA

B paGoTe pasBuBaeTCA areHTHO-OPUMEHTUPOBAHHEIN MOAXO K MOACIUPOBAHUIO MPOTUBOOOPCTBA 3J0-
YMBIIUICHHUKOB U CHCTEM 3aIMTHL B BUAEC aHTANOHUCTUICCKOTO B3AMMOJEMCTBUA KOMAH] IPOTPAMMHEIX
arenToB, copMyImpoBaHHEL B [1, 2, 3.
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53



54 H. B. Korerko, A. B. Yianos

OcHoBHOE BHUMaHEE B PabOTE yAEMAETCA MPEACTABICHAID PA3PAOOTAHHOU IPOrPAMMHOU Cpefbl (moam-
COHA) M/ MHOTOArE€HTHOI'O0 MOJEIMPOBAHUA YKA3AHHOIO IPOTUBOGOPCTBA, 6A3UPYIOMIErOCa Ha IPUHIANAX
IMUTAIMOHHOTO MOJEINPOBAHUSA HA yPOBHE MAKETOB (puC. 1), M ONMCAHMIO DKCHEPUMEHTOB [0 NMUTALIAN
PACHPEJEICHHEIX ATAK «0OTKa3 B o6cayxuBanum (aTak DDoS), HAIpaBIeHHBIX HA HAPYIIEHUE NOCTYIHOCTH
rHGOPMAIMOHHEIX PECYPCOB, I MEXAHU3MOB 3AIIUTHL, PEAIN3YIONMX UX OOHAPYXKEHNe, IPeJOTBPAIleHIe 1
MIPOAKTUBHOE PEArupOBAHNE HA ATAKU.

2 Iloaxoa K MoOgeIupOBaHUIO

N cnoap3oBaame OCHOBAHHOIO HA MHOTOAr€HTHEIX TEXHOJIOTMAX MOJEIMPOBAHUA IPOLECCOB 3amuTh MHQPOP-
Manun B cetu UnTepHeT mpeamosaraeT, YTO KUOEPHETUIECKOE MPOTUBOOOPCTBO NMPEICTABIIETCA B BUE
B3aMMOIEMCTBUA PA3INIHEIX KOMAH NPOrPaMMHEIX areHToB[l, 2]. Brigensercs, mo kpanHen Mepe, aBe KO-
MaHIBL ar€HTOB, BO3JEUCTBYIOMINX HA KOMIBIOTEPHYIO CETh, & TaKXe APYr Ha APYra: KOMAHIa areHTOB-
3JI0yMBIIUIEHHAKOB X KOMAHJa Ar€HTOB 3AIUTHL. AT€HTH PA3INYHBIX KOMAHJ COINEPHUYIAIOT IS JOCTUXKE-
HIUs IPOTUBOMNOJIOXKHLIX HAMEPeHU. ATeHTEl 0qHOM KOMAHAEL COTPYIHUYAIOT [ OCYIIECTBICHUA OOLIEro
HaMEDEHUs.

[nobanbHas e Kax 0N 13 KOMAHI JOCTUIAETC COBMECTHREIMY YCAIAAMU MHOIMX KOMIOHEHTOB. KoMm-
[IOHEHTHI KaXK O M3 KOMaH[ 00131ai0T CIeLYIOIMMI CBONCTBAMY: ABTOHOMHOCTD; HAJNYNE MCXOJHEIX 3Ha-
HUL O ce0e, B3aUMOJEUCTBYIOMMX CYIHOCTAX ¥ BHEIIHEN Cpee; HAJNYne 3HAHUN WIN KEeCTKOr'0 aJrOpUTMA,
MIO3BOJIAIOIErO TIOMYYATh U MepepadaTHBATL BHEIIHIE TAHHEIE U3 CPEbl; HAJNINE eI U CIUCKA, NeVCTBUN
IV TOCTUXKEHWS DTOU IIEN; OCYIIECTBICHNE KOMMYHUKAIN [ JOCTUXEHUs OOLIeN LeIn.

CymecTByeT psijJ MOAX0I0B K OPraHU3AIMY KOMAHIHON PAOOTH areHToB. OCHOBOMIOIATAIOMIIMY ABJISAIOT-
s KIACCHYECKUe MOAXOABL Teopus o0mux HaMepeHun [4], Teopusa o0muX ILIAHOB [5] 1 KOMOMHMPOBAHHLINA
noaxoy [6]. B Teopun 06mux HAMEPEHUN KOMAHA AreHTOB 061anaeT O6OmuMu O6A3aTeILCTBAMY 1 HAMEDE-
HUAMEA. ATEHTEI UMEIOT WHIUBUIYAIbHEE 0043aTEIbCTBA, KOTOPHIE ABIAIOTCA UX JOJTNOBPEMEHHOU LEJBIO.
N avBrayasbHbIE HAMEPEHMA Ar€HTOB 3aK/II0YAIOTCA B BEIIOJHEHUU STOU nean. [ pynnoBou mwiaH aBaseTcsa
OCHOBOM TeOpHMM OOIINX ILUIAHOB. DTOT ILIAH 33J3€T COBMECTHOE BEINOJIHEHNE HEKOTOPOI'0 MHOXKECTBA Ieu-
CTBUM I'PyINON areHTOB. KOMaHIa areHTOB JONXKHA NPUATH K COIVIAIIEHUIO II0 BHIIOJHEHUIO TDYNIIOBEIX
neuctun. KombunupoBauuas Teopusa obbequaseT 06a mogxoa.

Muorue mogxoasl K OpraH3anuy KOMAHIHON pabOTH AU€HTOB PEAJN30BAHLL B IPOIPAMMHLIX PEATN3a-
[UAX PA3ANYHBIX MHOroareHTHEIX cucteM. Cuctema GRATE* [7] sBisercs peanusarmen MOJEIN KOMAH.-
HOU PAfOTHL ¢ OOILIeM OTBETCTBEHHOCTHIO. B ocHOBYy OAA [8] mOMOXKEHBI HOHATHUS: «IOCKA OOBABICHAN)
(blackboard) mus arenrckux komMmyHukanuu u accuctenta (facilitator), ynpasastomero en. OcHoBHAs uges
cucrembl CAST [9] 3akm0o9aeTcs B MCIOAL30BAHAY OOIIEN MEHTAIBLHOU MOJEIN areHTOB JIs NPOAKTUBHO-
ro o6mena uapOpManUen B Heaax 3pPEeKTUBHOrO KOMAHIHOTO MOBEACHUA. B MOmenn KOMaHIHOU PabOTHI
RETSINA-MAS [10] npegnosnaraeTcs, 9T0 y BCEX areHTOB €CTb CBOA COOCTBEHHAA KOS JACTUIHOTO ILIA-
Ha, 9TOOBI OHM MOIVIM OLEHUTH CBOM BO3MOXHOCTHU M BHIOPAThH moaxogsamme pomn. B «Robocup Soccer [11]
areHTHl IMEIOT OOIIre IPABUIA U 3HAHUA, & TAKXKE UHIVNBUIYAILHEIE MOLEIN MAPA, KOTOPHIE YIIPABISAIOT UX
koonepatueHeM noeegerneM. COGNET /BATON [12] — cucrema A1 MOZEIMPOBAHMA KOMAHIHON PAGOTHL
JIIOJEN C UCIOMb30BAHUEM UHTELIEKTYAILHEIX ar€HTOB.

[IpenraraeMeri mOAXOM K OPraHM3AUMY KOMAHIHOM PAGOTEI Ar€HTOB GA3MPYETCA HA COBMECTHOM MC-
MOJIB30BAHUY DIEMEHTOB TEOPUM OOIMMX HAMEDPEHWH, TEOPUM PA3IeIAeMbIX IUNIAHOB M KOMOMHMPOBAHHBEIX
[IOJXOJO0B M YUYATHIBAET ONBIT IPOrDAMMHOU PEANM3AIN MHOIOAI€HTHBIX CHCTEM.

CrpykTypa KOMaHILL Ar€HTOB OMICHIBACTCA B TEPMUHAX MEPAPXUY IPYIIIOBLIX U MHAUBALYAILHEIX PO-
aent [1]. JIucTbs mepapxuu OTBEYAIOT POJIAM WHAVBUIYAIBHBIX AU€HTOB, IPOMEXYTOYHbIE Y3Ibl — CPYIIO-
BEIM POJIAM. MeXaHU3MBI B3aUMOJENCTBUA U KOOPAUHAIIMY AT€HTOB 0A3MPYIOTCS HA TPEX CPYNIAX MPOLe-
ayp: (1) obecnevenue cormacoBaHHOCTU AeUCTBUY; (2) MOHUTOPUHT U BOCCTAHOBICHUE (PYyHKIMOHATLHOCTY
arenToB; 1 (3) o6ecneveHre CeIeKTUBHOCTA KOMMYHUKAIMY (1 BEIGOPA HAMOOIEE (TIOJE3HBIX) KOMMYHU-
KAIJVOHHEIX aKTOB).

Crerudukaiusa nepapxuu MIAHOB JeUCTBUN OCYIECTBAACTCS AJIA KAX 0N U3 posen. /11 Kax [oro miana
ONMUCEIBAIOTCS: HAYAIBbHEIE YCIOBHA, KO IUIAH IPEIJIATACTCA I NCIIOJHEHNA; yCIOBHA, IPA KOTOPBIX ILIAH
[PEKPAIAeT MCHOMHATHCS; TEACTBUs, BBHIIOJIHACMBIE HA YPOBHE KOMAHEI, KAK 9aCTh 00mero miaHa. [l
CPYIIOBEIX IUIAHOB ABHO BEIPAXKAETCSA COBMECTHASA IEATEILHOCTD.
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3 Araku DDoS n MmexaHu3MBI 3alIUTEI OT HUX

B rzannOU paboTe MPOBEPKA MIPENIOKEHHOIO HOAX0La K MHOIOAN€HTHOMY MOIEINPOBAHIIO KOMIILIOTEPHOIO
IpOTUBOOOPCTBA ObLIA OCYIIECTBICHA HA OCHOBE MOAeaupoBaHusa aTtak DDoS u MexaHusMOB 3alUTHL OT
HUX.

Kounuennus araku DDoS 3akiao49aercs B TOM, 9TO II00AIBHASA [EJb — «OTKA3 B OOCIYKUBAHUUY HEKO-
TOPOr0 Pecypca, JOCTUTAETCsA COBMECTHBIMU YCUJIUAMU MHOTUX KOMIIOHEHTOB, JEUCTBYIOIMX HA CTOPOHE
araku. Takum 06pa3oM, UCXOAHAA 330343 PAa30UBaeTCsa Ha, 00Jee NPOCTHE, KOTOPLIE HOPYYIATCI OTHeMb-
HBIM CHENUAIA3MPOBAHHEIM KOMIOHEeHTaM. IIpu 5ToM Ha BepXHEM ypOBHE LEIb OCTAETCS OOIIEU 1Js BCEX.
Ha mmxuem ypoBHe (GOPMUPYIOTCS JOKAJIBHBIE LIEIN, TOCTUXKEHUE KOTOPHIX HANPABIEHO HA pereHue 06-
men 3aaa9u. KOMIIOHEHTHI B3auMOACUCTBYIOT MEXIY COOOU Il KOOPAMHAIMYA JOKAJBHBIX PELICHUN, 9TO
HEOOXOAMMO 1A JOCTVKEHUA TPeOyeMOro KaveCTBA PEIICHNs OOWIEN eI «OTKA3 B 0OCKYKUBAHULY.

NsBecTHo Heckonbko BuaoB arak DDoS. YCI0OBHO mx MOXHO PasgeinTh HA JBE KATECOPUU: UCTOIIE-
HUE PEeCypCOB CETH U WMCTOIIEHNE PECYPCOB XOCTA. ATaKM OCYIIECTBIAITCA C IOMOIIBIO MOCHUIKY JKEPTBE
60abIoro koamdecTna nakeros (manpumep, UDP u ICMP flood, a Taxxke Smurf, Fraggle — gepes npome-
XKYTOYHEIE Y3JHI), cammkoM pmuHEEX nakeTos (Ping Of Death), nekoppextanix nakeros (Land), 60nbmoro
KommaecTBa TpyaoeMkux 3anpocos (TCP SYN) u ap.

IMocTpoenne sdpdexkTuBHEON CUCTEMEL 3amUTE OT aTak DDoS asaserca croxnon 3agader. Crapgapt-
HOU Mepou 3amuTh nogcetu (He Toapko 0T DDoS arTax) ABAseTCs yCTaHOBKA NPABAI (PUILTPALUM JHOOBIX
IAKETOB OT 3ape3epBupoBaHHEIX IP agpecos (Hampumep, AIA CETEBHIX IAKETOB, BXOAAIIMX C AJPECaMu U3
BHYTPEHHEH! II0CETH, BEIXOASAMMX C aAPECAMU, OTIAYAOMMMUCA OT BHYTPEHHUX, HEOOLIYHEIX [0 PA3MepY;
K TEM ¥ OT Te€X IOPTOB, KOTOPHIE HE 33JeNCTBOBAHLL B CUCTEME; [0 HEUCIOJIb3YEMBIM IPOTOKOIAM U AD.).
Kpome Toro, npuMeHaeTcs OrpaHudeHne Ha TpAQuK I KaXK 0r0 IPOTOKOIA U IS BXO ASIIAX / BBIXOAIIAX
IIOTOKOB.

3HasA 5TU MEepPHI, 3JI0YMBIILIEHHUK MOXeT HCIOIL30BAaTh Takue mapameTpsl araku DDoS, uro ee Gyaer
HEBO3MOXHO OTJIMIUTH OT, HAIIPHMED, 3aIPOCOB [IOJH30BATENEN, BEI3BAHHLIX [TOBHIIEHHBEIM HHTEPECOM K
OAHHOMY CEpBepy. JTO IPUBOIUT K YCIOKHEHUIO MEXAHU3MOB 3AIIITHL.

O6umu nogxon k 3aumre 0T arak DDoS sakmouaercs B caeqyromem. OcymecTsasgeTcsa c6op undopma-
I 0 HOPMAJBLHOM [JIs JAHHOU CeTU TPAdUKE C IOMOIILI0 CEHCOPOB. 3aTEM KOMIIOHEHTOM-aHAIA3ATOPOM B
peXuMe PeATbHOI0 BPEMEHN OCYINEeCTBIAETCS CPABHEHME TEKYINero Tpaduka ¢ MogerbHuM. Cucrema mu-
TaeTCs MPOCAEAUTH UCTOYHIK AaHOMAINU (C ITOMOIIBI0 MEXaHU3MOB oTcaexuBanus («traceback»)) u BrigaeT
peKOMeHranI/II/I II0 UX OTCEYECHUIO WIN CHU2XKEHUIO X KOJAUYeCTBA. B 3aBUCUMOCTH OT B]:J60pa ar[(MI/IHI/ICTpa—
TOpa 6e30nacHOCTH (MOTBb30BATENA CUCTEMEI) CACTEMOU MPUMEHACTCA TA WM WHASA KOHTPMEDA.

MoXHO BEIJEIUTE JBE OCHOBHBIX 33,4a4K CIUCTEM 3aIUTHL: 0OHAPYKEHUE ATaKU U HEIIOCPEACTBEHHO PO~
TUBOJEUCTBUE DTOU ATAKE.

MexauuaMer OOHAPYKEHUA ATAKM MOXKHO KJIACCH(UIMPOBATL IO MECTY DACIOJIOXKEHUS K IO CIOCO0Y
obHapyxeHus. KoMIoHeHTE 00HAPYKEHUS MOI'YT PACHONATATHCA B ATAKYEMOU CETH, B UCXOMHOU WM IPO-
MEXYTOYHOU MOAceTsAX. Tak miu umHAYe, OOHAPYKEHWE ATAKUA MPOUCXOIUT B PE3yJIbTATE CPABHEHUS Te-
Kyumero tpaduka ¢ MOgeabHbIM. Mogenb HOPMAILHOIO A AAHHOU ceTu TPAadUKa CTPOUTCI HA OCHO-
Be JOCTYIHBLIX AAHHBLIX: JuUOO ABHO, JUOO HOCJIE OOpPAa0OTKU HA OCHOBE KAKOrO-IUOO0 METOAA. DTa MO-
IeIb CTPOWTCA, KaK MpaBwWio, mo Harpyske [13, 14, 15, 16, 17], no curmarype [18, 19, 20], mo craTu-
cruke [21, 22, 23, 24, 25, 26, 16, 17, 27], ¢ ucnoIb30BaHWEM KaK TPAIALUOHHBIX CTATUCTUYECKAX METO-
IOB [28, 29], Tak u ApPYyrux MeTOAOB (HAIPUMED, C MCIOJIb30BAHMEM UEPAPXUIECKON CUCTEMBI PA3IMIHBIX
obyuarommxcs kiaaccudukaTopos [30]).

Mexanuamer nporusogencTsusa arakaM DDoS MOXKHO k1accrUIpPOBaTh, KAK X MEXAHU3MEL OOHADY XKe-
HUS1, yIUTHIBAs MECTO PACIOIOKEHNS U IPUMEHAEMBIN CI0CO0 3ammThl. MeCTo pacionoXenns OnpenenseTcs
TeM, [Js 3AIIUTHE KAKOM MOJCETH YCTAHOBIEHA NAHHAA CUCTEMA. JTO MOXET OHITh MOACETH LIEIN aTa-
KU, UCXOJHAS WIM TTPOMEKYTOYHAA MOACETh. J(PHEKTUBHO MOCTPOCHHAA CUCTEMA, MPOTUBOJEUCTRUS, KPOME
COOCTBEHHOU 3AINUTHI, MOIOXUTEABHO BAUAET TAKXKE M HA OCTAIBHYIO CETh B IIEIOM, HAIPUMED, OJOKHAPYS
BHyTpu cebsa makeTsl aTak. CrnoCOOHI 3aIUTHL MOT'YT OBITH CIEAYIOIUMEA: (PUIBTPALKA TAKETOB (UCIONb-
3yeTcs B GOIBIIMHCTBE CIy4aeB), GUILTPALUI IOTOKOB [26], M3MeHeHNe KOAXIecTBa pecypcos [31], mepenoc
pecypcos [13], pasrpanudenve pecypcos [32, 33, 34, 27], ayrenruduxarnms [13, 31, 35] u apyrue.

JOMOTHUTENEHO MOXKHO BELICIATEL TPY BAPWAHTA IPUMEHEHWs puabTpanun. 11epBoil (Tpa unuOHHLIN )
BAPUAHT — DTO CTAHIAPTHAA PUIHTPALNS, BEIIOJIHAEMAA HA OTHOM X0CTe. Bropou — ¢ oTpaxkenuem («push-
back») [14, 26, 15, 16, 17], xorga GUILTP IPUMEHAETCS HA KAXK IO UTEPANUY BCE OJMKe K MCTOYHUKY ATAKH.
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Tperun — ¢ orcaexusanueM («traceback») [36, 37, 38, 22, 39, 23, 24], xoraa UCTOYHUK ATAKA OTCIEKUBA-
ercd, u GpUILTP IPUMEHAETCS Ha OJIMXKAUIMEM K HEMY XOCTe (MapIIpyTu3aTope).

4 KomaHga areHTOB aTaku

ArenTr aTaku mogpa3IeNIAIOTC, IO KPAHEN Mepe, HA OBA KJIACCA: «IEMOHBDY, HEIIOCPEACTBEHHO PeATU3y-
IOl aTaKy, X «MaCTeP», BLIIOIHAINNA JeUCTBUA I0 KOOPAUHAIINY OCTAJBHEIX KOMIIOHEHTOB CACTEMEL.

Ha npeasapuTensHOM dTame IeMOHBI 1 MACTED yCTAHABIMBAIOTCA HA JOCTYHHEIE (yXe CKOMIPOMETHUPO-
BaHHEIE) Y3kl ceTu HTEpHET. 3MeCh BAXHEIMY MAPAMETPAME ABIAIOTCA KOTUIECTBO U PACHPENEIEHHOCTD
areHTOB. 3aTeM IPOUCXOAUT OPraHU3AIMsA KOMAHbI ATAKU: NEMOHLI IOCHLIAI0T MACTEPY COOOIIEHNU O TOM,
YTO OHM CYLIECTBYIOT ¥ I'OTOBHI K paboTe, a MacTep COXpaHseT MH(POPMANNIO O WIEHAX KOMAHIAL U 00 ux
COCTOSIHUH.

SI0YMEIIIUIEHHUK 33,43eT OOIIYI0 I1e/Ib KOMaH 161 — coBepiuTh araky DDoS. Ilapamerprr aTaku nonrygaer
mactep. Ero meas — pasocnarhs ux BceM NOCTYHHEIM neMoHaM. [lamee B gercTBHE BCTYHAOT geMOHBL Wx
JIOKAIBbHAA IeJb — KCIOAHUTH KOMAHAy Macrepa. [[ias 3TOro Ha yKa3aHHBIM y3€JI OTCHUIAIOTCS MAKETEHl
aTaKU C 330aHHOU MACTEPOM MHTEHCUBHOCTBHIO. IloCie DTOro CYmTaercs, ITO Leab KOMAHALI HA TAHHOM
JTane JOCTUHYTA.

ITepuoamiecku MacTep OIPAIIMBAET NEMOHOB, s TOr'O, YTOOBEI y3HATH O TOM, YTO OHM HAXOIATCS B
paborocnocobroMm cocTosamu. Ilomyaas COOOmEHns OT NEMOHOB, MACTEP KOHTPOIAPYET 33 AAHHBIN PEXKIM
BEINOJHEHUA aTaku. ECam 0T Kakoro-moo0 AeMOHA, HE MOCTYNAeT COOOMEHNN O COCTOSHAN, MACTED IPUHU-
MaeT peIlIeHI/Ie 06 N3MEHECHUN HapaMeTpOB ATAKN. HaHpI/IMep, OH MOXKET IIOCJIaTh KOMaH/Abl BCEM WIN TOJBKO
OTIpeJeIeHHBIM feMOHAM 00 M3MEHEHWM MHTEHCHUBHOCTU ATAKH.

[leMOHBI MOT'YyT BHIIOIHATH ATAKY B PA3IUYHEIX PEXUMAX. DTO BIUAET HA BO3MOXHOCTU KOMAHIHL 3a-
LUTEL 10 OOHAPYXEHUIO U GIOKUPOBAHUIO ATAKY, & TAKXKE IMPOCICKUBAHUIO U YCTPAHEHUIO Ar€HTOB ATAKMU.
JleMOHBI MOI'YyT OTIPABIATH MAKETHI ATAKY C PA3IAIHON UHTEHCUBHOCTHIO, IOAMEHATH aAPEC OTIPABUTENS
U [€IaThb 3TO C PA3IMIHON IACTOTOMU.

SJIOYMBIIIUIEHHUK MOXET NpeKpaTuTh ataky. OH 3amaeT MacTepy KOMaHIY «3aBEpIIUTH ATAKy». 3aTeM
MacTep PacCHLIAET COOTBETCTBYIOUINE KOMAHALI geMoHaM. [loayuwB 5Ty KOMaHAY, AEMOHBI IIPEKPAIIAIOT
aTaKy.

5 Komanga areHTOB 3aIuThI

B cooTBeTcTBHE ¢ OOIMM TOAXOL0M, BHIJETEHEI CAELYIONME KIACCH AD€HTOB 3aIlUTH [3]: nepBrIHON 06pa-
60TKU MHOPMAIMK («CEHCOPED ); OOHAPYKEHUA ATAKY («JETEKTOPED ); punbrpanun («puIbTPED ); areHThI-
«PACCACTOBAHMA) .

PaccMoTpuM OCHOBHEIE (DYHKIIMM DTHUX Ar€HTOB B OJHOM K3 JKCIEPUMEHTOB, OMUCAHHOM B HACTOAIIEN
craTbe. B 1pyrux skCnepuMeHTax 3T (GYyHKIMU MOTYT OBITh PACIIMPEHBI, ¥ BO3MOXKHO HOGABICHUE JOMIOJ-
HUTEILHEIX KJIACCOB areHTOB.

B HAYATBHEIN MOMEHT BPEMEHU ArE€HTEI 3AIATHI yCTAHABAMBAIOTCA HA COOTBETCTBYIONIME WX POJIAM
V3B

® CEHCOp — Ha IyTU CIeJOBAHUA TpabUKA NI 3AIMUAIAEMOTr0 y3Ia;
® [eTEeKTOpP — Ha JI0OOU y3el B HOACETU 3AIMUAIIAEMOro y3J7a,;
e GUILTPHI — HA BXOJE B MOACETH 3AIIUIAEMOr0 Y313,

® areHT PACCIEIOBAHUSA — 33 MPeeJaMy IIOACeTH 3AIIUIAeMOro y3aa Ha J0oM gocTtynHoM u3 MuTep-
HETQ, y3Je.

OO6mas meas KOMAHIEI Ar€HTOB 3AIUTHL — MPOTUBOCTOsAHKE aTake DDoS. 3a ee BLINOIHEHUEM CIEIUT
IEeTEKTOP.

Cencop o6pabaTriBaeT MHGOPMAINIO O CETEBLIX MAKeTaX U COOUPAET CTATUCTUIECKUE JAHHLIE TIO Tpadu-
Ky nua samumaemoro yaaa. Cencop onpegenser BernauHy Bcero tpaduka (BPS), a Taxxe agpeca n y3ios,
CO3JANMX HAaOOIbmu Tpaduk (B Pealn3OBAHHOM NPOTOTUIIE — BCE XOCTH). Ero JokaibHas meab —
IPEIOCTABIATL 3TH AAHHEIC KAXKILIe k CeKyH[ HeTEKTOPY Ha 06pabOTKy.
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JlokauabHas «eaby JeTEKTOPa — HA OCHOBE JAHHBIX OT CEHCOPA HIPUHATH PELIEeHNe O HACTYILUIEHUM ATa-
ku. B omucaHHEIX B pa0oTe DKCIEPUMEHTAX, €CIM IeTEKTOp ompenenser, 4ro napamerp BPS npepnmmaer
3a0aHHEIM TIpeen (OnpenerseMblll KAK IPOUEHT OT MAKCUMAILHOU CKOPOCTH HPOITyCKAHWS KAHAJLA CBA3M),
TO OH cuuTaer npoucxopsamee arakou DDoS. Ou noceuiaeT cBoe pereHue u agpeca n y3JoB, CO3IAIMMX
HanbOIbIMK TPaduK, GUILTPY U ArEHTY PACCICIOBAHMUA.

JlokanpHas neas GUIbTPa — BBIIOIHUTE (PUALTPAIUIO TPADUKA HA OCHOBE JAHHBLIX OT AeTeKTOpa. Ecau
B COOOIIEHNN COAEPKUTCS PEIIEHUE O MPOBEAEHUN ATAKU, TO (QUILTP HAYMHAET OTOPACHIBATL MAKETHI OT
YKA3aHHBIX Y3JO0B.

[enn arenTa paccrenoBaHus — UACHTAPUIVPOBATEL U BHIBECTU U3 CTPOS areHTOB aTaku. llocae mpuema,
COOOIIEHNST OT NETEKTOPA OH IMPOBEPSAET YKA3AHHEIE AIPECA HA HAIUYINE ar€HTOB KOMAHILI ATAKA U IIBITA-
€TCs1 BEIBECTU UAEHTU(PUIMPOBAHHLIX ar€HTOB U3 CTPOsA. s yIPOLIEHNs MOLEIN CIENAHO JOILYIIEHNE, ITO
BEPOATHOCTL BEIBOAA 13 cTpos 30%.

Ilpyr obHapyxeHuu aTakum AETEKTOP MOCHLIAET (GUIALTPY NI (PUILTPAIMYM ALPECa Y3JOB, CO3MAIOMINX
Hanboaemmu Tpapuk. Kak ToabK0 10 mHGOPMAIIIA OT CEHCOPA, JETEKTOP PEIINT, YTO ATAKA, MPEKPATHIACH,
eJb KOMaHIbI aI'€HTOB 3aIUTHI HA 3aJaHHOM BpeMeHHOM HpOMe)KyTKe 6y,[[eT rZIOCTI/II"‘HyTa,.

6 Cpema MoaeIUpPOBAHUA

[l BLIGOpA MHCTPYMEHTAPUA MOJEIUPOBAHUA CETH U MPOLECCOB NePeaan nHGOPMAILIUNYN OBLLT IPOBEIEH AHA-
JIM3 TIAKETOB MOAEIUPOBAHUA (MMUTATOPOB ceren), Bkaodas NS2 [40], OMNeT++ INET Framework [41],
SSF Net [42], J-Sim [43] u apyrux. Beut BHABUHYT psag TpeGOBAHUN, KOTOPHE MPEIBIABIINCH K UCIOMb-
3yE€MOMY UMUTATOPY, B Y4CTHOCTH, A€TAJbHASA PEATU3ANUA IIPOTOKOIOB, HAIUHAA OT CETE€BOr0 YPOBHA (/1
BO3MOXHOCTY MOJEJIVPOBAHUA OCHOBHEIX KJIACCOB CETEBEIX aTaK), BO3MOXHOCTb HANUCAHUAA U II0IKJIIOYe-
HUs COOCTBEHHBLIX MOIYJIEH [ PEeAIM3aluy areHTCKOrO IOAXO0Ad, PA3BUTHIA rpaduiecKuil uHTEPQEncC u
op. Beuio BeiABIEHO, 9TO >TUM TpeOoBaHUsAM B HauOomabimen crenenu yaosiaeTBopsier OMNeT++ INET
Framework.

Cucrema OMNeT++ npezacrasaser co60i CUMYIATOD AUCKPETHEIX cOObITHH [41]. COGBITHA IPOUCXOAAT
BHyTpu npocThix Moayraen (simple modules). O6men coobueHIAME MEX Ay MOIYIAMEA OCYLIECTBIAETCA 110
KaHaaaM (MOJYJIM COEIVHEHLI C HUMU ILT03aMU) WIA HEIOCPEACTBEHHO 9€Pe3 MLIIO3HL.

Ha ocuoBe INET Framework paspa6orana cpega qis MHOMOAr€HTHOI'O MO/EJINPOBAHMSI MEXAHU3MOB 3a-
muTe # arak DDoS. [laa 5Toro cucreMa moaBepriach HECKOJABKUM MOAUGUKALUAAM, B TOM HUCIE OLLIA
CO3IaHEBL: TAOINIA PUILTPALUN TAKETOB HA, CETEBOM YPOBHE [JISI MOIEINPOBAHUA TEUCTBUN CTOPOHLI 3AIIN-
THI; MOAYJIb, TO3BOJIIOIINY IPOCMATPUBATE BECh TPADUK NAHHOIO Y313 LI BeJEHUs CTATUCTUKY, a TAKXKE
[UISI MO SEeIUPOBAHMSA JeUCTBUN CTOPOHEL 3aUTHL. [loABEprInch N3MEHEHUIO MOLYJIN, OTBEYAOIINE 33 PA0OTY
Sockets nis MogeMpoBaHWS MEXaHU3MOB aTaku. Sapa areHTOB OLLIM BHIIOJIHEHBI HA OCHOBE CONPOrPAMM,
TAK KK DTO yJAOOHO [ PEANM3ANUN TPOTOKOJIOB B3ANMONENCTBUS, HA KOTOPEIX OCHOBAHA, KOMAHTHAA Pa-
60ota areaToB. OCTaIbLHBIE MOLYJIM BHEIIOMHEHBI KAK 06PA00TINKY COOOIIEHNI OT AAPA W BHEMIHEN CPE[EL.

[Ipumep nOAB30BATENLCKOrO UHTEPGHENCA, CPeIbl MOAEINPOBAHNS TOKA3AH HA PUC. 2.

Ha ocuoBroM oxHe Buyanusauuu (puc. 2, CupaBa BBEPXY) 0TOOPAKAETCA KOMIBIOTEPHAA CETh [JIA TIPO-
Begenus MogenupoBanus. OHA mpencTaBiseT cOO0M HAGOP XOCTOB, COENVHEHHBIX KAHATAMU CBA3M. XOCTHL
MOT'YyT HECTH PA3IUYHYI0 (PYHKIUOHAILHOCTb B 3aBACUMOCTH OT UX [IapaMETPOB Win HAGOPA BHYTPEHHUX
Moaysaeu. BuyTpennue Mogyau OTBEYAIOT 33 PAOOTy MPOTOKOJIOB U MPUIOXKEHUU HA PABIUYHBIX YPOBHAX
vogeau OSI. XoCThl COeqUHAIOTCA MEeX Ay COO0UM KAHAJAMU CBA3M, MAPAMETPHl KOTOPBIX MOXHO U3MEHSTh.
Ipunoxenus (B TOM 4YUCIE M ACEHTHI) yCTAHABIMBAIOTCA HA XOCTHI, MOAKIIOYAACH K COOTBETCTBYOMIAM
MOZYJIAM IPOTOKOJIOB.

OXHO ynpaBJeHUA MPOIECCOM MOMEIUPOBAHUA (BHU3Y MOCEPEIMHE PUC. 2) MO3BOMAET MPOCMATPUBATH
U MEHATH MapaMeTpHl MOAeIupoBanus. [[1s 0TOOPaKEHUA TEKYUIEro COCTOAHUA KOMAH[ ar€HTOB CIYKAaT
COOTBETCTBYIOIINE OKHA, COCTOAHUN (CBEpXy mocepeguse puc. 2). MOXHO OTKPHBATEL PA3JUYHEE OKHA, Xa-
pakTepusyomuye Gy HKIMOHUPOBAHYE (CTATUCTUIECKUE JAHHEIE) OTAEAbHEIX XOCTOB, IPOTOKOJIOB U AU€HTOB.
Hampumep, Ha puc. 2 BHU3Y CJI€Ba OTOOPAXKEHO OKHO (DYHKIIMOHUPOBAHUSA OJHOI'O M3 XOCTOB.

KowmmbioTepaas ceThb A1 NPOBEAEHUA MOAEIUPOBAHUA COCTOUT U3 Tpex noaceren: (1) nogceTs 3amuTer,
Ha K y31ax KOTOPOU yCTAHABIUBAIOTCS Ar€HTHI 3AINUTH, X B KOTOPOU MOXKHO BHIIEJIUTH 3AIIUIIAEMEIE
cepBepHr; (2) IPOMEXyTOIHAA TOACETh, COCTOAMAA 13 N XOCTOB C TUNOBEIMY KIMEHTAMH, T€HEPUPY IOIIUMA
HOpMaJbHEIM Tpaduk; (3) moaceTs aTaku, BKIYAKMaA M y310B ¢ IeMOHAMU U OJUH Y3€I C MACTEPOM.
Pasmeprr mogceTen 3aJa0TCS COOTBETCTBYIOIINMY IaPAMETPAMA MOAEINPOBAHUA.
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Puc. 2: llpumep noas30BaTEIBCKOrO HHTEPQENC CPEABI MOAECTUPOBAHNS

7 OKCIEepUMEHTHI

Ha npumepe MogennpoBaHus IPOLECCOB PEANU3ANNY PACIPELETIEHHBIX aATAK «OTKA3 B O0CILYXUBAHUMY [IPO-
BElEH P SKCIEPUMEHTOB.

Paccmorpum npumep ogHOrO u3 cueHapueB MogenupoBanus. CeThb Nis MpOBeIeHN MOIEANPOBAHIS N30~
Opaxena Ha puc. 2 (copasa BBepxy). MapipyTU3aTOPEL B 3TOU CETU COEAMHEHEI MEX Ty COO0U BOJOKOHHO-
ONTUYECKUMY KAHATAMU CBA3U CO CKOPOCTHIO mepeaadu 512 MouT. Ocranbubie y3awsl coequuensr Ethernet
10 M6uT xaHamaMu CBA3MU.

Yepes HEKOTOPOE BPEMs MTOCHIE 3AMYCKA, IPOIIECCA MO ISINPOBAHNSA KINEHTHl HAYUMHAKT [TOCHLIATH 3aIIPO-
CHL CEPBEPY, 4 OH HA HUX OTBEYATH. 1aK IMPOUCXOAUT I'€HEPAIUs HOPMAJIBLHOIO TPapUKA.

Yepes HEKOTOpPOE BpeMs IOCIE BAIMLyCKa CUMYJIIIAM MPOUCXOMUT (POPMUPOBAHNE KOMAHILI 3AINUATHL.
ArenTn paccienoBaHUsA, CEHCOP, PUILTP COSNUHAIOTCA C JETEKTOPOM U TOCHLLIAIOT €My COOOLIEHUS O CBOEH
paborocnocobuoCTH. [[eTEeKTOp 3AHOCUT JAHHEIE O HUX B MaMATh. @OPMUPOBAHNE KOMAHILI ATAKU TIPOUC-
XOIUT AQHAJOTUIHBEIM 00pPa30OM.

Iocre ¢popMupoBaHUsS KOMAHIH 3AIIATHL, HAYUHAIOTCA KOMaHAHBEE nencTsBusa. CeHCOp HAYMHAET COOp
IAHHBIX 10 TpaduKy (KOIUIECTBO MEPEJAHHEIX OUT) 1A KAXKIOr0 anpeca. JeTeKTop OnpalmBaeT CEHCOp
(manpumep, kaxasie 60 cex.), MOIyvaeT OT HErO JAHHLIE, U ONPEIENAeT, He IPOUCXOAUT JU ATAKA. 3aTEeM
OH COeAUHSEeTCS ¢ GUILTPOM U areHTOM paccienoBanus u coobmaeT uMm IP-aapeca mogo3puTeabHEIX y3I0B.

ITpu Hagame aTaKyoIMX IEUCTBAU MACTEP OMPAIIUBAECT BCEX JEMOHOB, BLIACHAA UX PAOOTOCIOCOOHOCTD.
TTocae Toro, kak BCe NeMOHBI OBLTI IPOBEPEHEBI, 0KA3aJI0Ch, ITO OHU BCE B pabo4ueMm cocTosuuu. Macrep Burau-
CJISIeT WHAUBUIYAIBHYI0 MHTEHCUBHOCTD QTAK! KAXKIO0r0 aAeMOHa. Ilocie 3Toro MacTep OTCHLIaET KaX IOMY
IEMOHY KOMaHIy aTaku. [[eMOHBI IPUCTYMAIOT K aTaKe.

CeHCOpHI MOCKLIAIT AeTEKTOPY CIUCOK IP-aapecoB M KOAUYECTBO MEPEIAHHBIX OUT 3a ONpENeJeHHOe
Bpems. [erekTop ompernenser IP-agpeca XOCTOB, ¢ KOTOPHIX MEPENACTCA TPAPUK, MPEBHITIAIONIAN MAKCH-
MaJBLHO [IOMYCTUMBIN 00BeM. [JeTeKTOp OTCEIaeT GuabTPy 9Tu aapeca 4ia GUIbTPANUA TPaduKa, & AUEHTY
pPaccaen0BaHUsA — IS OTCJACKUBAHUA Ar€HTOB ATAKKM M UX HeuTpaamsanmu. Ilocie mpuMeHeHns GpuibTpoM
[IPABIJI 3AIIPETa, HA IIPOXO0XK IEHNE IAKETOB OT NAHHBIX aIPECOB, TPAPUK K CepBEepy CHMXKACTCA. AreHT pac-
CJIeJOBAHUS NIBITAETCS 00€3BPEINTEL Ar€HTOB aTaKu. B pesynpraTe areHTy pacciefOBAHUS YAAETCS yAAIATH
nByx memoHOB. OCTaBIIMUCA AEMOH IPOLOMXKAET aTaky. MacTep mepepacupenenmt Ha Hero Harpysky. On-
HAKO MAKeTHI ATAKU HE NOXOLAT IO Iead, a PUILTPYIOTCSA HA BXOJAE B 3AINUAIAEMYIO CETh.
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Ha puc. 3 npuseaen rpaduk 3aBucumocTr 06bemMa Tpaduka, IepeIaHHOro B MOACETH CEPBEPA, OT Bpe-
menu. B mpomexyrke Bpemenu (0-300) cekyHg OCHOBHOU TPadUK CO3JABAICA OOPAIIECHUAMYU KIMEHTOB K
CEpBEPY U €ro OTBETAMU. DTOT MPOIECC OTMEYEH BEPTUKAIBHLIMU IPAMBIMUA C HU3KOU UHTEHCUBHOCTHIO.
ITo mactynnennu araxu (oTmerka 300 CeKyHT) NOABWICA MHTEHCUBHE Tpaduk — miaTo ot 300 xo 400 ce-
kyua. Oguako mpumepuo Ha 400 cexkyHge MOaeaupOBaHUS ObLIN NPUMEHEHHI (PUIBTPHI, M MAKETHl ATAKA
cTaau OTOPACHIBATHCA HA BXOME B CeTh cepBepa. Ilocie 3TOro B0306HOBUIACHE HOPMAJBLHASA KAPTUHA.

Mumber of sent bits by d_r

8000

£000 —

4000

traffic, bit

2000 — |

T T T T T
200 400

time, s

Puc. 3: 3aBucumocTs 06beMa TpahUKa OT BPEMEHN

8 3BakiuarwueHue

B gannou pabore ObLIa PACCMOTPEHA MHOTOAIHTHAA CPefa MOASIUPOBAHNA IPOTUBOOOPCTBA KOMAH I IIPO-
CPAMMHEIX aI'€HTOB 3JI0YMBIILIEHHUKOB 1 areHTOB 3amuTel B cpegae Muarepuer. [Iporpammuasn cpena paspa-
6orana Ha 6aze C++ u OMNET++ INET Framework. PeannaoBanbr pazandsbie Ka1acChl aTaK U MEXAHU3-
MOB 3allIUThHI OT HUX. Ha opuMepe MOAeIUPOBAHUA IIPOLECCOB PeaJN3alui PACIIPEACJICHHBIX aTaK «OTKa3 B
OOCIYKUBAHUNY TIPOBEIECH PAL DKCIEPUMEHTOB. OKCIEPUMEHTHI MOKA3aIu 3(PPEeKTUBHOCTD MPEIIATAEMOr0
IoaX0oaa M BO3MOXHOCTE €0 UCIOJb30BAHUA A MOACINPDOBAHUA IIEPCIEKTUBHBIX MEXAHU3MOB 3alllUTHI 1
AHAMU33 YPOBHA 3ALUIIEHHOCTY IPOEKTUPYEMEIX CETEU.

B manbHenmeM mIaHWPYEeTCA Pa3BUTHE MPEIJIOXKEHHEIX MOEJed MPOTUBOOOPCTRA, B TOM YHUCIC Pa3pa-
60TKa (POPMATHEHBIX MOJENEN AHTATOHUCTUIECKOTO B3AUMO JEMCTRUA KOMAH,I AT€HTOB 3AIINTHI U HATIA JCHW,
peanmsamusa GOJBIIEr0 KOIMIECTBA MEXAHU3MOB 3alIATHL U ATAK, B TOM YUCJIE AOTOIHUTEILHEIX aTak DDoS
¥ MEXaHW3MOB 3AIUTHL OT HUX, OIEeHKa 3(hGdEKTUBHOCTY PA3pabOTAHHBIX MEXaHU3MOB 3aIUTHL, BEIPAOOTKA
PEKOMEHIAIUH 10 MOCTPOEHUIO 3P PEKTUBHEIX MEXaHU3MOB 3anmThl 0T DDoS-arak, gaibHeniee pa3sutue
cpenbl MOAEINPOBAHUA, UCCIE€I0OBAHNE M COBEPIICHCTBOBAHNE MEXAaHN3MOB BHYTPUKOMAHIHOI'O B3aI/IMO,E[eI‘/JI-
CTBUA ar'€HTOB, a TAKX€ Pa3BATUE MEXAHN3MOB a1aIITAlAN U caM006y‘{eHm{ Ar'€HTOB.

JlutepaTypa

[1] Korenxo U. B. MuOroarenTHBIE MOEIN IPOTUBOGOPCTBA 3J0Y MBIILIEHHUKOB 1 CUCTEM 3aIIATHL B CETH
Nureprer // Tperba Ob6mepoccuiickan Kondepenmma «(MaTtemaruka n 6€300aCHOCTD MHGOPMAIMOH-
mex Texaonormin (MaBUT-04). M: MT'Y, 2004.

[2] Kotenko I. Agent-Based Modeling and Simulation of Cyber-Warfare between Malefactors and Security
Agents in Internet // 19th European Simulation Multiconference «Simulation in wider Europe». ESM’05.
2005.

[3] Kotenko I., Ulanov A. Multiagent modeling and simulation of agents’ competition for network resources
availability // Second International Workshop on Safety and Security in Multiagent Systems. SASE-
MAS’05. 2005.



[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[23]

[24]

H. B. Korerko, A. B. Yianos

Cohen P., Levesque H.J. Teamwork // Nous, No. 35, 1991.

Grosz B., Kraus S. Collaborative Plans for Complex Group Actions // Artificial Intelligence, Vol. 86,
1996.

Tambe M. Towards flexible teamwork // Journal of AI Research, Vol.7, 1997.

Jennings N. R. Controlling cooperative problem solving in industrial multi-agent systems using joint
intentions // Artificial Intelligence, Vol.75, No. 2, 1995.

Martin D., Cheyer A., Moran D. The open agent architecture: A framework for building distributed
software systems // Applied Artificial Intelligence, Vol.13, No.1-2, 1999.

Yen J., Fan X., Sun S., Wang R., Chen C., Kamali K., Miller M., Volz R.A. On Modeling and Simulating
Agent Teamwork in CAST // Proceedings of the Second International Conference on Active Media
Technology, 2003.

Giampapa J.A., Sycara K. Team-Oriented Agent Coordination in the RETSINA Multi-Agent System //
Tech. report CMU-RI-TR-02-34, Robotics Institute, Carnegie Mellon University, December, 2002.

Stankevich L. A cognitive agent for soccer game // Proceeding of First Workshop of Central and Eastern
Europe on Multi-agent Systems (CEEMAS’99). 1999.

Fan X., Yen J. Modeling and Simulating Human Teamwork Behaviors Using Intelligent Agents //
Journal of Physics of Life Reviews, Vol.1, No.3, 2004.

Sangpachatanaruk C., Khattab S.M., Znati T., Melhem R., Mosse’ D. Design and Analysis of a Replicat-
ed Elusive Server Scheme for Mitigating Denial of Service Attacks // Journal of Systems and Software,
Vol.73(1), 2004.

Keromytis A., Misra V., Rubenstein D. SOS: Secure Overlay Services // Proceedings of ACM SIG-
COMM’02, Pittsburgh, PA, 2002.

Peng T., Leckie C., Kotagiri R. Defending Against Distributed Denial of Service Attacks Using Selective
Pushback // 9th IEEE International Conference on Telecommunications, Beijing, China, 2002.

Toannidis J., Bellovin S.M. Implementing Pushback: Router-Based Defense Against DDoS Attacks //
Proceedings of Symposium of Network and Distributed Systems Security (NDSS), San Diego, California,
2002.

Manajan R., Bellovin S.M., Floyd S., Ioannidis J., Paxson V., Shenker S. Controlling High Bandwidth
Aggregates in the Network // ICSI Technical Report, July 2001.

Peakflow Platform. Arbor Networks. http://www.arbornetworks.com.
DDoS-Guard. Green Gate Labs. http://www.ddos-guard.com.
Prolexic Solutions. Prolexic. http://www.prolexic.com.

Jin C., Wang H., Shin K.G. Hop-count filtering: An effective defense against spoofed DDoS traffic //
Proceedings of the 10th ACM Conference on Computer and Communications Security, 2003.

Law K.T., Lui J.C.S., Yau D.K.Y. You Can Run, But You Can’t Hide: An Effective Methodology to
Traceback DDoS Attackers // Proceedings of the 10th IEEE International Symposium on Modeling,
Analysis, & Simulation of Computer & Telecommunications Systems. MASCOTS’02. 2002.

Snoeren A.C., Partridge C., Sanchez L.A.; Jones C.E., Tchakountio F., Schwartz B., Kent S.T., Strayer
W.T. Single-Packet IP Traceback // IEEE/ACM Transactions on Networking, Vol.10, No.6, 2002.

Li J., Sung M., Xu J., Li L. Large-scale IP traceback in high-speed Internet: Practical Techniques and
theoretical foundation // Proceedings of the IEEE Symposium on Security and Privacy. S&P’04. 2004.



IIporpaMMHBIHM TOAUTOH U SKCIEPUMEHTHI IO UCCAEJOBAHHUIO. . . 61

[25] Cabrera J.B.D., Lewis L., Qin X., Lee W., Prasanth R.K., Ravichandran B., Mehra R.K. Proactive
detection of distributed denial of service attacks using mib traffic variables — a feasibility study //
Proceedings of International Symposium on Integrated Network Management, 2001.

[26] Xuan D., Bettati R., Zhao W. A Gateway-Based Defense System for Distributed DoS Attacks in High
Speed Networks // Proceedings of the 2nd IEEE SMC Information Assurance Workshop, West Point,
NY, June, 2001.

[27] Mirkovic J., Prier G., Reiher P. Attacking DDoS at the Source // Proceedings of ICNP 2002, Paris,
France, 2002.

[28] Kang J., Zhang Z., Ju J. Protect E-Commerce against DDoS Attacks with Improved D-WARD Detection
System // Proceedings of 2005 IEEE International Conference on e-Technology, 2005.

[29] Xiang Y., Zhou W. An Active Distributed Defense System to Protect Web Applications from DDOS
Attacks // Proceedings of the Sixth International Conference on Information Integration and Web-
based Applications Services, iWAS’2004. Jakarta, Indonesia, 2004.

[30] Gorodetsky V., Karsaev O., Samoilov V., Ulanov A. Asynchronous alert correlation in multi-agent
intrusion detection systems // Lecture Notes in Computer Science, Vol.3685, 2005.

[31] Wang X., Reiter M.K. Mitigating bandwidth-exhaustion attacks using congestion puzzles // Proceedings
of the 11th ACM Conference on Computer and Communications Security, 2004.

[32] Mankins D., Krishnan R., Boyd C., Zao J., Frentz M. Mitigating Distributed Denial of Service Attacks
with Dynamic Resource Pricing // Proceedings of the 17th Annual Computer Security Applications
Conference. ACSAC’01. 2001.

[33] Bernet Y., Binder J., Blake S., Carlson M., Carpenter B., Keshav S., Davies E., Ohman B., Verma D.,
Wang Z., Weiss W. A Framework for Differentiated Services // IETF Internet Draft, 1999.

[34] Wang H., Shin K.G. Transport-aware IP Routers: A Built-in Protection Mechanism to Counter DDoS
Attacks // IEEE Transactions on Parallel and Distributed Systems, Vol.14, No.9, 2003.

[35] Wang H., Bose A., El-Gendy M., Shin K.G. IP Easy-pass: Edge Resource Access Control // Proceedings
of IEEE INFOCOM‘04, Hong Kong, 2004.

[36] Gemberling B.W., Morrow C.L., Greene B.R. ISP Security — Real World Techniques // Presentation,
NANOG, October 2001.

[37] Perrig Y.A., Song D. Pi: A path identification mechanism to defend against DDoS attacks // Proceedings
of the 2003 IEEE Symposium on Security and Privacy, 2003.

[38] Bellovin S., Leech M., Taylor T. ICMP Traceback Messages // Internet-Draft draft-ietf-itrace-01.txt,
October 2001.

[39] Savage S., Wetherall D., Karlin A., Anderson T. Practical network support for ip traceback // Proceed-
ings of the 2000 ACMSIGCOMM Conference, Stockholm, Sweden, August 2000.

40] NS-2 homepage. http://www.isi.edu/nsnam/ns/.
1] OMNeT++ homepage. http://www.omnetpp.org.
2] SSFNet homepage. http://www.ssfnet.org.

43] J-Sim homepage. http://www.j-sim.org.



Public key infrastructure protection of facilities ad
networks

L. Eilebrecht

I would like to start with quick introduction on what system actually does and how it works. I am going
to talk about the motivation and the threat model. I am going to explain the concept and what the system is
supposed to achieve followed by some implementation details and attack scenarios of how the system works.

As you all probably already know, most solutions use public key or most solutions for encryption and
signature use actually some form of public key cryptography but it can only make sense if you trust the public
key you are using to encrypt some piece of data. What really matter is the integrity and atomicity of the
public key. These systems usually use so called trusted third party as you may know a certification authority
(CA) actually issue a public key. So actually have an issued signature and clients verify the issued signature
and the authority it indicates the certificate. The problem with that is clients need to trust the trusted party
(that where the name comes from). The problem with it is that such trust relationship is not desirable or
not even possible in some environments. So what the CA3 finger print system, as it is called, provides a
mechanism for clients to indicate the original certificate without relying on direct trust relationship with
central authority, with a CA, who issues certificates. So author identification can be performed by client
without using or relying on the issued signature of the certificate. So clients are actually enabled to detect
malicious changes to certificates.

Before I continue explaining how the system actually works, brief note about related work. We are not
aware of any work in direct relation to the system we have developed, of course there are plenty of solutions
and have been plenty of research and systems and solutions that try to avoid trust relationship with central
authority. Some examples include system policy maker, key note or ASPKI system. The example you may
very well know is open PGP which uses the web of trust to indicate public keys. The problem with work of
trust is that very often people have to revert to performing a manual verification of a public key. So they
have manually verified the fingerprint, the hash of the public key. The fingerprint system is basically based
on one way hash function, so we are using hash raining techniques. They are known from time stamping
services. But before I explain the details of hash training and the system itself, let’s look at the motivation
and what the threat actually is.

Certificates signed by a trusted third party are very helpful in limiting threats like a creation of fake
certificates because clients can rely on issuer signature. However the problem is the insider who has access
to the CA, to the certification authority and especially to the certification authority’s private keys and to
the related PKI systems, can basically modify a certificate, issue new certificate or revoke a certificate. Such
individual can already have an access to the system because he/she may be the system administrator taking
care of the service. There is also a threat that somebody has actually gained an access to the authorized
service and modified some certificates. So in one way or in other the trusted third party becomes an adversary
either deliberately or unintentionally. But changing the certificate doesn’t do much harm itself, this is usually
using the combination of so-called man in the middle attack, meaning if someone changes a certificate,
especially the public key, included in the certificate, and then will be able to trick users into using this fake
or misfortuned certificate, would be able with combination of man in middle attack to read victims encrypted
communication because he can re-encrypt the data sent to the wrong public key and no one would notice.

So what do we need in order to prevent this or to avoid such a trust relationship? Basically what this
system does is not the preventing the initial attack because that is not possible; someone with access to
database or certificates storage or issue can always do something manually. What the system does, it makes
it impossible for an attacker, for insider to hide such an attack. So we enable the clients to detect such
malicious changes and to use the system to indicate certificates without relying on trusted relationship,
without relying on the issuer signature of the certificate. In order for a PKI client to do this, he needs to be
able to perform certain verifications. This list of verifications requires to actually doing that. First of all the
client needs to prove the integrity of the certificate to make sure that it is still the original certificate, issued
in the very beginning, that has not been modified. A part from that a client needs to able to verify that the
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certificate has not been revoked without consent of the user. In addition the client needs to be able to verify
if the certificate exists or not, that the CA can not deny the issue of the certificate. If the PKI operated in a
closed environment, where we expect or require every client, every user to have a certificate, we don’t need
it; otherwise it will also be helpful for client to be able to obtain proof of the non-existence of the certificate.
So if somebody simply doesn’t have a certificate, it will be helpful for a client to actually obtain the proof
that really no certificate exists versus that it has just been removed from the database. In addition the client
needs to be able to verify that no duplicate certificates for given entity, for given user exists. And in order
to perform these verifications, the clients need specific data to do that, I’ll explain later how exactly that
works. And of course clients being able to verify and validate the data, so that they are sure that they are
using the correct data for verifications. What the system is intended to be is to serve as an add on to any
PKI technology that it being used. Of course there are some requirements. First of all we need support on
the server and client side. Especially on the client side we have to look at the usability. So we don’t want any
manual verifications, so the user should not be and must not be required to perform manual verifications as
a fingerprint check as you might know from PGP when you verify a public key. So the system must provide
procedures and mechanisms to automate all the verifications. In addition the client needs to download the
data for doing the verifications. So the amount of data that is required for each client needs to be reasonable.
We can not require a client to download megabytes or gigabytes of data just to verify this single certificate.
And of course the process itself needs to be reasonable as well in order to ensure usability. In addition the
system tries to be usable in for the PKI arbitrary number of users. Basically, let’s say, several millions of users
in PKI. But of course the system is not just an add on or like a plain solution that you just add to existent
PKI, there are some constraints and requirement for PKI. One is that the PKI environment has to ensure
that no duplicate certificate for an entity allowed, so there must be only one active certificate at the given
time. Of course user can have multiple certificates but they need to have different information, different user
ID, different e-mail address or different information about the use of the certificate. In addition, especially
if the PKI domain includes multiple CA’s, we need a unique identifier for each certificate. In this case it can
be just a serial ID of the certificate. And of course the whole system of protecting against the inside attacks
makes only sense if the private keys are activated by the client himself. Because otherwise he doesn’t need
to worry about the inside attacks because private key are created and stored centrally.

I would like to focus on the concept and explain the concept with a simple solution first and later men-
tion some of the implementations details. From the abstract point of view we have client and server side
procedures that are required for the system. So basically on the CA, on the server side we have a creation
of the identification information for each certification actions performed by the certification authority. This
information we will later call the certificate fingerprints. The CA needs the procedure to publish this infor-
mation. Consequently the client needs this procedure to download identification information, to validate it
and, of course, to validate, to indentificate the certificate using this information he has downloaded. So what
exactly happens? As I have already mentioned the system is based on one way hash functions. Basically
you can use any hash functions as SHA or Whirlpool. So whenever the CA issues a new certificate, renews
a certificate or revokes a certificate, performs a certification action, a new fingerprint consisting of multiple
hash values and some miter data has to be created by the CA. The values include a hash of the complete
certificate, a hash of the certificate’s unique identifier, as a SID (serial identifier), for example, hash of the
certificate’s subject data that can be user’s ID, an e-mail address, a real name or a combination of this
information. The certificate is actually revoked, we need the information of entry, the fingerprint entry of the
relocation or the initial creation of the certificate, and we have in fact to indicate the revocation. Indicate
the revocation depending on what kind of PKI technology, what kind of public key system you are using,
you might not have a certificate that is issued for the revocation, in that case the hash of the certificate,
won’t be a hash of the certificate and will just be, for example, in case of X509 systems, a hash of the
certificate revocation list entry. In addition to that we have a time stamp, which defines the exact time
when the certification action took place, like when the certificate was issued by the CA. With every new
fingerprint a new summary hashes is created, calculated over the previous hashes, previous fingerprints and
a new fingerprint, a new hash. Together with the summary hash and a fingerprint, that is stored in so-called
fingerprint list. This is a hash changing part. Hash changing ensures that you always include previous entries
in your new hash calculations, that once you have edit more entries you can not change more entries to the
list because otherwise you will invalidate new entries because the hash will no longer match. This data has
to make available to the clients, it has to be published, it could be published in a form for intervals or some
other form some kind of directory service like an ALDAP service that mostly duplicates just like a flat file.
The similar system will be a certificate divulgation list, which just includes entries for certificates.
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So once the clients have this information, have this indication information, they can use it to indicate
the certificate because if they have a certificate they can calculate various hashes, calculate the fingerprint
and compare it to the entry on the fingerprint list. The look up is based on the creation time. Of course that
only makes sense if they are sure that they are using the correct fingerprint data. So the fingerprint data,
if it provided by the central authority, the clients can not trust the fingerprints, they have to validate the
fingerprint data otherwise it doesn’t make sense to use fingerprint data for verifications. First of all when
they download data they have to do the general verification of the integrity of the list, including the general
verifications of the hashes, the data, and the structure of the list. Every client has one or more certificates,
so the client is the most authoritative source actually to confirm that the entries actually corresponding to
their own certificates is correct because the private key and the public key can calculated the fingerprint. In
addition to that it becomes the most important system which is P to P element of the system; it is called
cross client verification. Every client includes a summary hash, as I have just mentioned, which is created
for each entry, includes summary hashes into communication to other clients. So we assume here that the
public key infrastructure is used here to enable clients to communicate securely, it could be an e-mail, instant
messaging, voice of IP. So it is every regular message to exchange a P with another user, with another entity
of the PKI. A cope of the most count summary hash is included automatically by the client and include the
corresponding time. So the receiving client verifies the summary hash against its local copy of the fingerprint
data. This doesn’t fully indicate the fingerprint data but as it is done over and over again with every new
message, the trust to fingerprint system, the integrity and atomicity of the fingerprint data is increased.
And this ensures it becomes very difficult to make modifications to the fingerprint system without causing
security warnings for the clients because new entries would no longer match. For example, if the client has
been compromised and has committed a wrong fingerprint data, the summary hash will no longer match.
So the client will detect that something is wrong with his copy of the fingerprint data.

Let me give you a quick summary. Basically at the top we have the certification authority that creates
certificates, issues certificates, revokes certificates and then in addition creates a fingerprint. We can have
a dedicated fingerprint authority, which just takes care of the fingerprint list; it depends on how it is im-
plemented. It could be the same system actually. So the fingerprint authority creates a list and makes sure
that they are available to the clients like a fingerprint directory or some other form that clients are able to
download the information. The PKI clients of the users download regularly or on demand the fingerprint
data from the central directory and while they communicate they always include summary hash in the e-mail
or in instant messaging communication and verify that automatically. So over time we basically have every
client verifying that the fingerprint data is actually the same fingerprint data used by every client in a PKI
system. Most importantly every client checks his own certificates and thus ensures that these entries are
correct in the system. Of course a single fingerprint list and creating summary hash with every certification
action would not work in large PKI if you have more than just few users. That will simply not work because
client will be required to download a lot of data.

I only briefly talked about the implementation details because covering each art will take too much time
but basically what we did is not a single list. We partition the list into smaller lists, basically using interval
(it could be 10 minutes, 1 hour, a day) and just for each interval, which includes an arbitrary number of
certification actions performed by the CA, we create multiple lists in a tree like structure for each of these
intervals with leaves of the tree basically including the fingerprint, the actual fingerprint entries. At the root
we have a summary hash, which is then added to a single list, which goes over time and just includes the
summary hash, the corresponding time stamp. So we don’t have a summary hash, a new entry for each
certification actions but just a defined number based on the interval length we are using in our list. So clients
can of course still choose to download all data but they can also choose to limit the data they are going
to download just to the main list or just to certain information, to specific interval, to verify a particular
certificate but it could be implemented on a demand way like client who is about to use the certificate
can just download the data, verify the data and indicate the certificate. In extension to that is so-called
fingerprint tree. The normal fingerprint list system, which I have just explained, requires the client to have
a certificate and a creation time to look at the entry. If we operating the PKI in the closed environment,
where every user is required or supposed to have a certificate. We don’t need a fingerprint tree. If the client
has only user ID, e-mail address or domain name to perform a look up in order to obtain the certificate, it
will be helpful if the client is able to prove the response from the certificate directory. For example, if the
central server tells the clients there is no certificate, the fingerprint tree can be used by the client to verify
that really no certificate exists. Basically what we do is we use the hash of the user ID and use the hash value
to create a hash ID, define depth of the tree and the leaves will contain the actual fingerprints. The whole
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fingerprint can be included or could be limited to adjust the hash of the user ID and the corresponding time
stamp. So these also serve the purpose if have a list with fingerprints that the client can verify, if it contains
the duplicate entry for the same user ID, which is not supposed to be allowed, of course, it has to be rebuilt
with every new interval. It can be different for every fingerprint, this I have explained earlier, but basically
time intervals have to be recreated. And again we have a single list just containing the summary hashes of
the tree that basically will be a summary hash of the summary of the each leave lists. This again will be
used for cross client verification in order to make sure every client has the same fingerprint tree information.

Let’s look at the detection of the inside attacks on some example scenarios how it actually works. The
general scenario, as follows, we basically have Allis and Bob, our favorite colleges, who are the users of the
same PKI, which uses the CA3 fingerprint system. So Allis and Bob communicate by e-mail and, of course,
they would like to do it securely. Eve tries to compromise their communication either by attacking Allis or
Bob or actually both. Eve is supposed to be an insider with an access to the CA private keys and access to
the central PKI system central service.

So the first scenario. Allis is about to send an e-mail to Bob for the first time. So she has to obtain the
certificate. Eve replaces Bob’s certificate in the central directory, which stores all the certificates, using a
fake one, like a certificate with modified or changed the public key, so Allis’s client actually obtained a fake
certificate from Bob. Allies can use the creation time of the certificate to locate the corresponding entry in
the fingerprint list. Allis can cable the fingerprint hashes and compass them with entry in the fingerprint list.
In this case there will be no match because the entry is simply not in the fingerprint data. So Allis’s client
is supposed to display a warning or actually prevent Allis from sending an e-mail to Bob. Of course Eve is
very clever and tries to modify the fingerprint data. What happens? We have the same scenario basically, as
I have explained earlier, if the Allis’s client has a copy of the fingerprint data, so later the modification will
make no change because each client is supposed to download and verify fingerprint data once and then keep
it. If Eve changes fingerprint data or try to fix the fingerprint list by fixing all the succeeding hashes in order
to make sure the integrity of the fingerprint data is till there. Actually all clients will notice immediately
that they have some new data compared to some data that have just been modified. So many many clients
will show a warning that something with the fingerprint data is wrong because when downloading a new
part form the fingerprint data will not match the fingerprint data they have downloaded earlier. This is
considered the very end that Eve is able to feed Allis with specific data, modified data. May be if she is
controlling Allis’s communication, for example. So Allis’s client has wrong data, Allis might end up using
the fake certificate because the entry will be in the fingerprint system. However, with every message received
from another user, the client will do the cross client verification, verification of the summary hash. So Allis’s
client will show the warning that something with a fingerprint data is not correct. Basically saying if such
a warning appears. There are two possibilities. Either the client has seen the warning with corrupted data
or compromised data or the other sender of the message has corrupted data. The client, who has corrupted
data, will receive a warning for every message that is being received while the other one will receive one just
for e-mail from only a specific user. So both clients know that something is wrong with a fingerprint data.

Another variant would be if Bob is just creating the certificate. Eve would be able before all the fingerprint
data is published in the certification interval to actually change the entry in the fingerprint list. In that case
the fingerprint would include fingerprint entry for the fake certificate. However the clients are supposed to
self verify. So Bob who actually creates the certificate will verify that actually the correct entry appears in
the fingerprint list and would also notice in that case that something is wrong, probably before Allis even
considers sending an e-mail to Bob.

Let me give you a quick summary of the system. Basically the system ensures that for each certification
action information is being made available to the clients. Somehow the clients are enabled to audit the
certification actions of the central authority. They are enabled to detect if the certificates have been modified
without the consent of the owner of certificate and if something is wrong with a fingerprint data itself as
a system has chosen that every client has the same fingerprint data. Thus, the system allows a secure key
exchange and allows this to be implemented in automotive way. So we don’t have to rely on human doing
the verification, doing a manual fingerprint check. So the system can also be used for autonomy systems,
devices, where no user is involved, but still needs to ensure that the certificates, the public keys that they
are using for encryption and securing communication are actually the correct system.

I would also like to note that the system is not meant to replace the conventional security properties
of the certificate. So we still need a signature issuer, we still need a central certification authority. What
the system actually does is removing from the authority factor from central systems. So we actually have
a combination of hierarchical trust model with a distributed trust model as we are exchanging some of the
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hashes between the clients without any central system being involved. So end up with hybrid trust model
for the fingerprint system.

Question:
There is multilevel system of key distribution and a tree like system on one certification server. How are
the hashes distributed from one leave to another?

Answer:

In every tree like structure we have a master list, which contains summary hashes of the list below that.
So every note is actually a list. At the lowest level the leaves contain the fingerprints. We have a summary
hash over these fingerprints which were created during that interval. The list is again based on the user ID,
so they distributed over the branches of the tree. I am talking about the fingerprint list system now like the
tree we create for a specific interval. So we have a summary hash for each of these leave lists, this is added
to a hire list, which ends up in a master note, which contains summary hashes. A master of the summary
hash is the one, which is used in the single list, which used for keeping summary hashes used form cross
client verification.

Question:
What kind of data is used for a single fingerprint?

Answer:

The fingerprint basically consists of the multiple hashes. Most likely we a have a hash of the complete
certificate, which allows the client to verify the integrity because if the clients has a certificate, he can
calculate a hash and compare it to that value of the fingerprint in the fingerprint list. In addition used for
looks up basically we have additional hashes with a serial ID, serial number. We have a hash of the user ID,
a hash of an e-mail address. This also enables clients to look up entry in fingerprint tree system because it
is based on the hash of the user ID. So when the user has an e-mail address and we would like to fetch a
certificate for your e-mail address, I can calculate the hash and look the specific entry. In addition we have
some middle data like a time stamp for the creation of the fingerprint.

Question:
When are the new fingerprints added? Is this related to sending a receiving message?

Answer:

For every certification action performed by the certification authority like creation or relocation of the
certificate one fingerprint has to be created. At some point, if you do it in a specific interval and to publish a
data, the client can download this information. The downloading of the fingerprint information and using the
fingerprint data is completely unrelated to issuing the certificate or to actually using the certificate. In the
very moment when the certificate is issued, clients don’t have the fingerprints because it takes 10 minutes, an
hour or a day before it is an actually included in one of the summary hashes and in the fingerprint system.
The idea is that these entries are at some point in the fingerprint system. So the client can actually not use
the fingerprint system at all and still rely on the normal issuer signature but the client has at some point
the data in order to be able to perform an additional identification compared to normal verification of the
issuer signature and can, this, use the fingerprint system data to indicate the certificate to make sure that
it is an original certificate that was initially issued by the CA.

Question:
Does the system require a lot of resources?

Answer:

It depends, of course, on the number of the certification action you have in the system, on the umber
of clients. If you have, let’s say, 1000 users of PKI, especially in the closed system, we don’t have much
data because we don’t usually regenerate the certificates every day. Even for the large public certification
authority with several million users, the system is designed to require a client, a user to only download, let’s
say, several kilobytes of data. It will be indicating a particular certificate on average something between 20
or 30 or 40 kilobyte in order to verify the certificate, depending on how much data the client downloads in
order to verify the certificate. Of course, if the client downloads all fingerprint list data which is not meant
to do, then we have a data in a large PKI. But especially in closed environment, where we actually require
every user to have a certificate and we don’t have that many users, let’s say, a few thousands, several ten
thousands user may be, there is actually not that much data because it can be downloaded as a background,
it doesn’t have to happen when the user is sending a message, it can done regularly or in the background.
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Question:
What kind of hash functions can we use within the system?

Answer:

Basically the system is unrelated to what kind of hash functions you would like to use. You can use
SHA1, SHA2, and SHA256. Basically any function you would like to use. Basically you can use any hash
function or any algorithm you would like to use. The system is solely based on hashes; the implementation
also includes the signature from authority to make sure it so not too easy to create wrong fingerprint data.

Question:
Are there any special requirements to the communication channels?

Answer:

Basically it depends on client application, client’s use of the communication and client’s use for encryption.
Basically any custom encryption solutions can be included. Basically what you need is some kind of miter
data in a message to include in summary. It can even be some plain text information, en e-mail. If you are
using a real time communication as a voice of IP, usually they have a settled base for communication where
you can exchange the summary hashes, in some cases it might be even possible to exchange the hashes first
to be sure the other person has a right setting before actually sending the data.

Question:
How often has been security violated? If there were cases of security violation, did they mostly occur in
state certification centers or only in commercial centers?

Answer:

Most of the attacks are actually performed by the insiders. Some statistics claim it to be 70% or more.
As T mentioned in the beginning the system was designed and focuses on environments, where we need a
highest possible security, where we simply can not trust the insiders like a system administrator or may be
have a fear that somebody with an inside access even an outsider who is obtaining an authorized access
to the system. As far as if we have ever seen such examples of attacks. I don’t know any examples of the
public certification authorities, any specific cases, where certificates have been modified. But there are cases,
let’s say, when authorities try to use SSL, to actually use the certification authority, which is known to
web-browsers and create a fake certificate. So the browser will just verify that based on the trust for the
issuer signature and use the certificate. The fingerprint would not be able to detect that it is actually an
incorrect fingerprint system. And, of course, in various closed environment there have been cases where
people just modify certificates in order to trick user into using wrong certificates.



AddunHaA S3KBUBAIEHTHOCTDL U €€ MPUMEHEeHUe IIPU
M3yYEHUN CBOUCTB JUCKPETHBIX (PYHKIIUN

A. B. Yepemymkuu

B pa6oTte npuBoauTCa 0630p HEKOTOPHIX 33039 10 U3YIEHUIO CBOUCTB AUCKPETHHIX (DYHKIUU, IPUA Pe-
IIeHNN KOTOPBIX yAaeTCa 3(PpPEeKTUBHO UCIOIB30BATh AQPIUHHYIO SKBABAICHTHOCTE M KIACCU(PUKAINOHHEIC
pe3yJIbTATHI.

BBegenue

Muorue 3a1a4¥u MO U3yYEHWIO CBOUCTB JUCKPETHHIX (QYHKIUU OJU3KO CBA3aHEI ¢ aPUHHON WIU JUHEU-
HOU DKBUBAJIEHTHOCTBIO. DTO MOXET MPOABIATHCA B PA3IAYHLIX CUTYAIUAX, HAIPUMED, B UHBAPUAHTHOCTHI
OIIPEIEJIEHHEIX CBOMCTB OTHOCUATENLHO A PUHHBIX WU JIMHENHEIX IPe00Pa30BAHUY, B CYIIIECTBOBAHUN O0IEE
MIPOCTHIX ONACAHUY WK PEATUIALUY, TOLY I€HHBIX [TOC/IE IPUMEHEHUs TAKUX TPe0OPa30BAHUN, IPUOIMKEHUN
dyuxun apdunasiMu yaxuuavmu 1 T.0. Kpome Toro, ad@uHHas Irpynna MO3BOAIET CTPOUTH KIacCudu-
Kauuu 1is GYyHKIUA, 3aBUCAIINUX 00JI€e 9eM OT MATH MePeMeHHbIX. [IpuBeqeM npuMepsl TAaKuX 330a4.

O6o3Ha4enus
Iycte n > 1, V,,(2) = GF(2)", F,, — MHOXeCTBO JBOUYHLIX pyHKIMI OT 1 nepemenssrx, GL(n, 2) — nomnas
JVHENHas IpyIna npeobpasoBaHuil npocTpancTea Vy,(2) mag morem GF(2), a AGL(n,2) = GL(n,2) H, —
nosnHas adpduunas rpynna, H, — rpynna casuros npoctpanctsa V,,(2).
[ast kaxaoro ueaoro s > 0 onpegeanM moAIPOCTPAHCTBA,

Uy = RM(5,n) = {f : deg f < 5} < Fon. M
Tax kax Up = {0,1} # {0}, 10 mmeer cmpica npu s < 0 noaoxurs Us = {0} . Ilycre Takxke

U® =RMy(s,n) = {f € Us : £(0) = 0}.

Hencreue rpynnu G, G < AGL(n,2), sa daxropupocrpancteax Uy /Us = {f ® Us}, =1 < s < k < n,
omnpegenseTcs OOBIHBIM o6pasoM: (f @ Us)® = f* & Us, [ € Uy, a € G. Onpegennm Taxxe TPYIIL

GU; = {(a,h) :a € G, h € Us}. (2)
Omnepauus B aro#t rpymme uveer Bux (o, h) - (8, f) = (aB,hP @ f), rae (a, h), (8, f) € GUs, a neircTsue Ha
MHOXKecTBe (yrKImi F;, onpegerserca kak f(@") = fe@h, rae f € Fp u (o, h) € GU,. (Ecm G < GL(n, 2),
TO yIOOHEE PACCMATPUBATL I'PYIIIEL cul® .) IIycts (GU;) y — rpynna nnepuun ¢yuxmmu f B rpymne GUs
(GUs); = {(a,h) € GUs = f 1) = f}.
Ecau 1151 BCeX LEJBIX § IOIOXATH Gsf) ={a € G:3h,(a,h) € (GU,)s}, TO, KAK I€TKO BUIETH,

GY) = Grou,) = (GUs)s, (3)

— G < GO < g (deg ) _
Gr=6""<ae <6 <...<alE ) = q.

Pa6ora BeIIONHEHA NpU NOAAEpXKKe rpanTa IIpesugenra PO HIIT Ne 2358.2003.9.
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AcuMnTorundeckKkue pe3yjJabTaThbl

CBOICTBO TPUBMAJILHOCTY IPYII MHEPUXAN MOYTH BCEX (PYHKUIUN OT 7 IEPEMEHHEIX IPU 7 — 00, IIOJLYIUB-
mee HazBauue dpdexra IlenHona, 06ecnednBaeT CASAYIOIYIO OLNEHKY dncia N KIACCOB DKBUBAJIEHTHOCTH
¢ysxmuu orHOCcUTenbHO rpynnel G, G < AGL(n, 2):

22" 22"
- < g -
|G| G|

B [6] adpdexT Mlennona ycTaHOBIEH 715 IMUPOKOT0 KJIACCA IPYINII, JENCTBYIOINNX HA MHOXKECTBE API'YMEHTOB
dyukumin. B [1] yrounena acuMImroTuka Aas BEpOATHOCTH dToro cobuitus. IlpumBenem Bun acmMmToTHYe-
CKOT'0 DA3JIOXKEHUs IMCIAa, KIACCOB DKBUBAJCHTHOCTH NBOWIHBLIX (MYHKIMU OTHOCHTEnbHO rpynnsl GL(n, 2)

22" > 2" (-2
N~—— |1 N;2~ -
laLe (12N ’

t=1
rae
| GL(n,2)|
2t(2n=31)| GL(t,2)| - | GL(n — 2t,2)|"
s rpymmer AGL(n, 2) mano samernts kodbdunuenter Ny 5a N} = 2LN;.

B [2] 510 cBouicTBO 0606meno na rpynnst AGL(n, 2)U, (caywan s = 1 6w panee paccmorpen B [53]). B
YTOYHEHHOM BHJE 3TOT PE3YJABTAT MOXKHO CHOPMYJIAPOBATE B CACAYIOMIEM BUIE

N, =

Teopema 1 ([23]). IIyemv s = s(n) < §(1—0), k =k(n) > 5(1+¢),0< 6 <1 u0<e 1. Toada
npu n — 0o noumu ece Gopmvi uz gaxmopnpocmparcmea Uy [Us umeiom mpusuaibryio pynny uwepyuy 6
epynne AGL(n, 2).

B sTOn CBA3M ymoMsaHeM 331adMy O HAXOXKIEHWH OLEHOK M TOYHEIX 3HAYEHUN BEIWIWH Ng(s) u ni(s),
KOTOPEIE ONPEAEIAITCA KAK MEHUMAJIBHOE 1 TAKOE, ITO CymeCTBYeT QYHKIMA [ OT 7 MePEeMEeHHBIX C TPU-

BUAMBLHOU TPYINON WHEPIIUU GL(n,2)§¢s) u AGL(n,2)§¢s) COOTBETCTBEHHO. TaK M3 MPEeABIIYIIEN TEeOPEeME
Cpa3y moJaydaeMm

Cueacrsue 1. IIpu s — 00 uMeem MECTNO ACUMNMOMUUECKAA OUEHKD
ng(s) < n1(s) < 2s(1 +o(1)).

B T0 e BpeMs IOKa JIydllell [eTePMUHIPOBAHHON OLEHKOM IIPU § > 2 /s ONpEeNeHHBIX BHIIIe YHCeN
ABIAETCS OLCHKA U3 [22]:
no(s) <ni(s) < (s +2)? + 1.

Tounble 3HAYEHNs STUX BeauduH u3BecTHH npu s < 1 ([13, 56, 22]):
no(—].) = nl(—l) = no( ) = nl(O) TL()(].) = nl(l) =6.

Ormernm Takxke paGoty [3], B KoTOpOoU BBemeHA mMOporosas pyHkumsa B dddexre [lennona, paBHas
MI/IHI/IMaJIbHOMy ‘II/ICJIy 3Ha‘{eHHﬁ prHKI_II/II/I B Ta,6JII/I‘IHOM E}a,‘,lIaHI/II/I7 KOTOpOe Ha,.I[O HCHpaBHTb JIsT HapymeHHﬂ
aspdexra Mlennona. lycts Ag(f) — MUHEMAIBLHOE YUCIO BEKTOPOB, HA KOTOPHIX HAI0 U3MEHUTDH 3HAYCHUA
¢dyukuuy f, 91068 rpynna unHepuu Gy CTATA HETPUBUAJILHOU.

Teopema 2 ([4]). ITycms G — odna u3 epynn: GL(n,2) uwauw AGL(n,2). IIpu n — oo ¢ sepoamuocmoio,
cmpemswetica ¥ edunuye, BLINOAHERO COBbIMUE

|[Ag(f) — 2" 73| < n2%~
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Tabmuma 1:

n 1[2] 3] 4 5 6 7
GL(n,2) |4|8]20 922744 | 950998 216 | > 2-10%*
AGL(n,2) |3|5|10|32| 382| 15768919 > 1022
GL(n,2)Up |2 |4 |10 |46 | 1372 | 475499 108 > 10%
AGL(n,2)Up | 23| 6|18 206| 7888299 | >8-10%!
GL(n,2)U4y | 12| 3|14| 176 | 7880620 | >8-102
AGL(n,2)Uy | 12| 3| 8 48 150 357 | > 6 - 10"°

3ajada nepeydmncjeHus QPyHKIIMN

3agaua nepevucaenus (enumeration) COCTOMT B HAXOKICHUU YUCIA KJIACCOB DKBUBAICHTHOCTU (DYyHKIIUA B
naspHOU Kaaccudukanuu. B Taba. 1 npuBeneHsl pe3yIbTaThl MEPEeInCAeHUA TBOMIHLIX (DyHKITAA OTHOCUTE b
HO BBeJeHHBIX Bhiue rpymn npu n < 71 s < 1 ([46, 53, 56, 23)).

W3 s>Tou TabauIlbl BUAHO, 9TO JUHEUHAA U adpdUHHASA TPYINEL yIOOHB TOJBKO TIpu N < 5, a mpu 1 > 6
HAIO0 OO0 yBEIWYNTDH TPYIILY NPEOOPa30BAHUN, NEUCTBYIOMIYI0 HA MHOXKECTBE (QPyHKUMU, ub0 — OrpaHwm-
9UTH paccMaTpuBaeMbii knace ynkmuiu. Ipynna AGL(n, 2) (GL(n,2)) — MaxcuMaibHA B CHMMETPAYECKOU
(smakonepemenHon) rpymnme noacTanoBok npocrpanctsa Vi, (2) (V,(2) \ {0}) (cm. [10, 52, 55]), nosromy me-
00X04MMO OrpaHuInTb MHOXKeCTBO (ynkuuit. [Ipu s = 0 curyanusa cymectsenHo He uaMenserca. Caygan
s = 1 Buepsele paccMoTpeH B [53, 54]. I BEIMMCIEHHSA YHCIA KIACCOB DKBUBAIEHTHOCTH Ipu § < 0 mpu-
MeHanach Teopus nepeuncienus [loua — /e Bpenna, a cayyau s = 1 MOXHO cBeCTH K ciaydaio s = —1 ¢
yBeamdenueMm pasmepHoctu (cM. [53, 54, 23]).

B pa6oTax [49, 50] mpeoxeH 06Imui cnoco6 BEIMUCJIEHNA YUCIa KIACCOB DKBUBAJIEHTHOCTY IPOCTPAHCTB
U /Us, =1 < s < n — 1, otrocurensuo rpynn AGL(n,2) u GL(n, 2) ¢ ucnonszosanuem temmur Beprcanga
U PACCMOTPEHUA UX AEVCTBUA HA MHOXECTBE BEKTOPOB KO3(DMUIMEHTOB IOJMHOMUAILHOrO 3aauus. Ilycrs
mi(n,s,t) (mg(n,s,t)) ducao kraccos addUHHON (IMHENHON) SKBUBaJEHTHOCTH GopM u3 U /U pn —1 <
s <t <n-—1(c yterom cuvmmerpum, cm. Huke). SHadeHUs mi(n, s,t) u3 [49] npusesenn: B Taba. 2, 3,
BBIMWCICHIS 3HAICHUN Mo (N, S,t) B Tabu. 4, 5 nposegenn Jlakaesen K.C. ¢ ncnoassosanunem merona [49].
ZKupHBIM mIPUGTOM OTMEYEHBL CIydan, KOT1a KJIAaCCU(PUKALNA yKE U3BECTHA.

Tabauna 2:
s\t[]O[1 2 3 4 5 6
—1 (2|3 |11 |205| 150357 | 7888299 | 15468 919
0 2| 71120 | 75761 | 3947 989
1 4| 34 2 499 150 357
2 6 34
Tabanna 3:
s\t[0]1 2 3 4 5 6 7
—1 (23|12 | 3486 30 230 045 63 379 147 8112 499 16 244 999
341 814 | 320 777 408 | 583 888 855 | 167 506 438
548 378 066 730 294
0 2 8 | 1890 15 115 039 31 689 573 4 056 249
412 866 | 670 826 699 | 792 080 063
852 701 952
1 4 179 | 118 140 881 | 247 576 791
980 | 326 613 080
2 12 68 433

B Ta6a. 6 mpusenensr HanneHHbe B [50] YMCIa KIACCOB SKBUBATEHTHOCTU OJHOPOAHEIX (DOPM OT 7 IIEpe-

MeHHBIX U3 Uy, /U1 crenern k orHocuTensHo rpymnsl GL(n, 2) nas 6 < n < 11.
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Ta6anna 4:
s\t]O[1 2 3 4 5 6
-1 (24|20 |1534 | 7880620 | 475499 108 | 950 998 216
0 2|10 767 | 3940 310 | 237 749 554
1 4 85 74 596
2 6 85
Tabauna 5:
s\t[0]1 2 3 4 5 6 7
—1 (2422161652 3 868 829 8 112 499 1038 397 2 076 795
382 074 516 | 583 617 583 | 981 840 994 | 963 681 989
352 228 | 509 577 948 | 019 155 896
0 211 80 826 1934 414 4 056 249 | 519 198 990
691 037 258 | 791 808 791 | 920 497 254
676 114 788 974
1 4 1596 15 115 005 31 689 573
928 948 | 649 950 738
696
2 12 7 384 214
Tabauna 6:
(kym)
(3,6) 6
(3,7 12
(3,8) 32
(3,9) 349
(3,10) 3691 561
(3,11) 60 889 759 853 600
(4,8) 999
(4,9) 121 597 673 132 830
(4,10) 4490 513 974 418 226 922 710 218 421 015 600
(4,11) | 2847591 793 161 852 775 156 648 952 439 351 349 039 810 229
699 431 354 841 358 028
(5,10) | 19 749 489 318 110 485 970 697 971 583 208 968 127 316 501 515
(5,11) | 15 503 764 406 428 075 099 751 345 714 321 442 971 845 134 712
815 092 309 403 084 719 632 923 886 700 698 844 470 235 742
196 625 592 840
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/IBOMCTBEHHOCTD
Eme B pa6oTe [26] 6BL10 OTMEUEHO HATUYMUE ABOMCTBEHHOCTHU (PAKTOPIPOCTPAHCTE OJHOPOAHEIX (POPM
Up JUg—1 = Un—k [Un—k—1,

rme 1 < k < n. CooTBeTcTBHE MEXIYy OMAHOPOAHBIMU (DOPMAMU CTemeHew k u N — k yCTaHABIUBAET-
ca caepyiomum obpasom. Oguowreny X = j, ...T; COOTBETCTBYeT ofHOWIeH X° = Zj, ...%j, _,, €CIK
{J1s-- gk} =41, ...,n}\{i1, ..., ix }. OguOpogHOM Popme f = ) X, Temepp MOCTABMM B COOTBETCTBHE
ogHOpoaHyio dopmy Buga f° = > X?. [Taa moboro amueiHOro npeobpasosanus § € GL(n,2) o6o3uadnm
yepe3 [* auHEenHOE NpPeoOpa3OBaHUE, MATPUIA KOTOPOrO TPAHCIOHWPOBAHA, [0 OTHOIIEHUIO K OOPATHOU
MaTpuie JMHeHHOrO npeobpasosanus (. [Jas npowssoasrou noarpynmel G rpynmer GL(n,2) 0603maduM
gepe3 G* rpymiy, COCTOAIIYIO U3 IPe0OPa30OBAHUN, MATPHUIEI KOTOPHIX MOLYYaI0TCA TPAHCIIOHUPOBAHUEM 1
ofpalieHreM MaTpull TpeodpasoBanuu rpynnst G.

Teopema 3 ([50]). Tycme 1 < k < n. Jas w060t odwopodnot gopmvr f cmenenu k uw at06020 aunetinozo
npeobpazosanus B € GL(n,2) svinoaneno pasencmeo

(f)° = ()" (mod Un_k-1),
ede §* = (B71). B wacmmnocmu,
GL(n,2)%77*™ = (GL(n,2)* V)",

3aMeTuM, 9TO XOTS s HEO [THOPOIHEIX (POPM IBOUCTBEHHOCTH [ TPEACTABUTEICN U UX T'PYIIN UHEPITAN
yKe HeT, TeM He MeHee, 115 9ucia m(n, s,t) KIacCOB SKBUBATEHTHOCTH IPOCTPAHCTBA Uy /Us OTHOCHTEIBHO
rpynnet AGL(n,2) (u, amanormano, g GL(n,2)) umeeT MeCTO Creayiomee COOTHOMIEHUE CAMMETPUML.

Teopema 4 ([49]). Jas awbozo afdunnozo npeobpasosanus o € AGL(n,2) u écex =1 < s <t < n
das wucaa Ny () nenodsusxcuviz saemenmos npocmpancmea Uy /Us ommocumeavno o evinoansemca
PABERCMEO

N(n,t,s) (@) = N(n,nfsfl,nftfl)(a)a

8 wacmmocmu, m;(n,s,t) =mi(n,n—t—1,n—-—s—1),i=0,1.

3agava Kaaccupukauum GyHKIAN

Kaaccuduroyus GyHKIMN 3aKII0YAETCA B HAXO0XK JEHAN ONUCAHUA OPOUT (KIACCOB SKBUBAJEHTHOCTY) TPy
Ipeo6pa30BAHUIY, JEUCTBYIOMINX HA MHOXeCTBe dhyHKImn. OHa I03BOIET TOCTPOUTE IIOIHYIO CUCTEMY HHBA-
PHAHTOB 4 JAHHOU KIACCUMUKANNY, ¢ IOMOIIBI0 KOTOPOU JErKO PACIO3HABATH IIPUHAJIEKHOCTD KAXK 01
KOHKDETHOU (GyHKOmu ompeneneHHomy kaaccy. Iloanoe nepeuwucaenue (complete enumeration) cocrowt B
[IOJIy YEeHUY IOJHOIO CIUCKA MPEJCTABATEICH M HAXOX JEHUN MOIIHOCTEN KIACCOB KBUBAJICHTHOCTH.

IMepeuncanm u3BecTHLIE Kaaccupukanuy GyHKIMEA OT MAJIOT0 IUCIY nepeMeHHbX. 11 n = 4 nuxennas
n adpdunHas kaaccudukanus npusefeHa B [60]. Juas n = 5 nepBas kiaaccudukaims ObLIA IOTYYEHA I
rpynnst AGL(5,2)U; B paGote [26]. 3aTem B [13] ObL1a mocTpOeHa kiaaccudukanus gis rpynnsl AGL(5, 2).
[dust n = 6 B [12] nocTpoena adpdraaAA 1 TUHENHAA KAaCCHPUKAIMA QYHKINA TPETHEN CTENEHN C TOIHO-
¢TI0 10 auHEenHOU “acTm (adduHHAA Kiaccupukanus npuseseHa Takxke B [28]). B [56] (cm. Taxxke [44])
nocrpoena knaccudukamms pias rpynnsl AGL(6,2)U;. B [17] nangena adbdunHas u muHenHAs KiacCudUKa-
s BCeX (PYHKIUY OT IIECTH IEPEMEHHEIX C TOYHOCTBIO N0 KyOwdeckon Jactu. TaMm xe HaugeHa adduHHAsL
U JIUHENHAsA KIacCupukanus (PyHKIUN Y€ TBEPTOU CTEMEHN ¢ TOYHOCTHIO 10 KBAAPATUIHOU YACTHU, O3 IHEE
adpdunnas knaccupukammsa 6611a AHOHCHPOBaHa B [59]. Jua n = 7 addunnas knaccuduxanys GyHKIMN TPe-
TBEU CTENEHU ¢ TOYHOCTBIO 10 KBAAPATUYHOM IACTH MOTy9IeHA B [16], & ¢ TOYHOCTBIO 10 JIUHEMHON 9acTh
— anonCEpOBaHa B [59)].

3aMeTuM, 4TO 33034y KIaccupukanuy GyHKIUN U3 TOAIPOCTPAHCTBA Uj, yIOOHO pemaTh MOCAeq0Ba-
TENBHO IIyTEeM COCTABIEHNS CHAYANA KIACCU(PUKALINN HIeMeHTOB daxTopupocTpancTsa Uy /U1, 3aTeM —
u3 Uy, /Uy, 2, 1 T.1. [lepBHIM IIArOM HA DTOM Iy TH ABISAETCA MOTYYEHNE KIACCUDUKALNY OTHOPOIHEIX (pOpM.
Krnaccudukamus xsagpaTudsbix gopm monydena eme B [40]. Kmaccudukaims ogHOPOAHBIX KyOWdIecKHX
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dopm mast n = 6 mpusenena B [61], npu n = 7 noxydena B [16, 50]. B mpunoxenun x padore [50] npm-
BeJleH CnucoK npeacrasurenen qias n = 8. B [18, 19] nosy<eno monHoe onucaHne CTPOEHUs CPYII HHEPLIN
nasn = 8. B [63] mangensr nopsaaku rpynn uaepunn. B craTee [31] 06baBI€HO 0 32aBEpIIEHNN KIACCUDUKAIAN
OJHOPOJHEIX KyOm4ieckux ¢opm maa n = 9.

IMogpo6uee 0 knaccuukammm MOXKHO IOCMOTPETSH B [23, 24].

IIposepka adppuHHOM 3KBUBAJIEHTHOCTHU IIPEO0OpPa30OBaHUN

IIpencrasiser nHTEpPEC U3YUEHNE KIACCOB SKBUBAIEHTHOCTH IPE0OPa3oBaHul npocrpancTsea Vy, (2) npu asy-
CTOpPOHHEM AeicTBIM adPUHHON (JIMHEUHOU) IPYNIHON W, B 94CTHOCTH, CIOCOGOB IPOBEPKA PABEHCTBA

Fla(r)) = B(G(=)),

rae F,G: V,,(2) = V,,(2) — mpeobpasosanus, a, 8 € AGL(n,2) (GL(n,2)). Yucno xraccoB Takux npeobpa-
30BaHUY PACTET C POCTOM 7 LOCTATOYHO OvrcTpO ([46, 27], cM. Taba. 7):

Taomuma 7:
I'pynna G x H \n[1]2] 3 4 5
GL(n,2) x GL(n,2) |2 | 2] 10 | 52246 | 2 631 645 209 645 100 680 644

AGL(n,2) x AGL(n,2) | 1| 1] 4| 302 2 569 966 041 123 963 092

B paGore [27] mpeanoxes 3(pHEKTUBHLIN ATCOPUTM NPOBEPKY IXHENHON (adPUHHON) SKBUBAICHTHOCTH
IByX IpeoOpa3oBaHuil IPOCTPaAHCTBa V;,(2). B ocHOBe anropurMa JexuT nponenypa MmoCAeI0BATEILHOO
noa60pa 3HAMEHNU IMPeOOPA30OBAHMA HA, JUHEVHO HE3ABUCUMEIX BEKTOPAX, YTO IO3BOJAET JEIKO HAXOMAUTD
MATPUIEL TpeobpasoBanui. TaM Xxe PaccMaTPUBAIACH HOCTAHOBKA 334K O JEKOMIIO3UINU IPeo6pa3oBa-
uua B SP-ceTs w3 mpeo6pa3oBaHnyi MEHBIEH PA3MEPHOCTH C JUHEVHLIMA IePEeMEIMBAIOIIIME TPeobpa3oBa-
HUAMMY, ¥ OLIEHUBAJIOCH MUHUMAILHOE IUCI0 YPOBHEN B TAKOU JEKOMITO3UIAHN /1A TPOU3BOILHOTO CIy9alHOTO
yama.

IIpocTpaHCcTBO CymieCTBEHHBIX IMEePEeMEHHbBIX

ycres V = V,(2) m V* — compskeHHOE IPOCTPAHCTBO, COCTOAIMEe n3 JWHENHBIX GyHKmmi Ha V. Ecam

x € Vua* € V* 10 3HaueHme auHeNHON GYHKUUM a* Ha BEKTOpe L yAOOHO 0003HadaTh B BUge (T,a*).

Kaxnayio dyakmmo f € F, MOXHO MHTEPIPETUPOBATL KaK (PYyHKIUI HA BEKTOPHOM IIPOCTPAHCTBE V

TabIMIHOE 3a,JaHIe KOTOPOH MOIydaeTcs mpu hukcanuy equauaaoro 6asuca el, e2, .. ., e". O6o3na4as qepes
n

Te = (21,Z2, .. .,Tp) BEKTOP KOODAWHAT DJIEMEHTa T y T;e' € V, umeem
i=1

f(.CL') = fe(xe) = fE(x17$27 .- J'Z.n)J

rae z; = (z,e*), i = 1,n.

Oycre 0 <t < n—1,1< k < n. Bygem roBoputs, 9T0 IEPEMEHHBIE Ty 1, . . ., Ly GyHEKIMA f(21,...,Tp)
SABIAIOTCA HECYUWECTNBERNBIMY N0 MOyt Uy, ecin HarneTcsa Gyakuus he (21, . .., Ty) Takasa, 9to f @ h € Us.
HeTpyaHo BUAeTH, YTO MEPEMEHHOE T, ABIACTCA HECYIIECTBEHHBIM N1 YyHKIUHU f 1O MOXYJI0 Uy, ecau u
Toabko ecint D, f € Up_1 wim, 4TO TO XKe caMmoe, eciu

z (t-1)
H, ;
(w ® eﬂ) € (Hn);

,1). IlycTb Teneps pyHKmsa f 3aBUCAT TO MOAYJIIO U; CYIIECTBEHHO JUIIL OT k TepeMeH-

I",E[e n:(
1<k<n TO €CTh

f(x) = fe(®e) = he(x1,...,71) (mod Uy),

npudeM k — MEUHUMAJBHOE C DTUM CBOWCTBOM IO BCEM JWHEMHBIM 3aMEHAM [EPEMEHHEIX (WId, 9TO TO
xKe camoe, 1O BCeM Oasucam). Torga ¢ 5TOM (yHKIUEN OJHO3HAYHO CBA33aHBI ABa I[OAIDPOCTPAHCTBA:
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Vi =<e*,...,e** >CV* — nodnpocmpancmeo cyuecmeennviz nepemenuuis no modyao Uy (B Tom cMbI-
clle, 9YTO KaXJBIM HEHYJEBOU BEKTOD €* DTOro MOANPOCTPAHCTBA, MOXKHO JOIOJHUTL 10 06a3uca Tak, 4TO
COOTBETCTBYIOLIEE IEpEeMEHHOe 21 = (&, €*) OyfeT CyIeCTBeHHBIM) U NBOMCTBEHHOE €My IOAIPOCTPAHCTBO
(V*)t ={z : (z,e*) = 0,e* € V}*} C V BeKTOpPOB, CABATY 10 KOTOPEIM JIEKAT B TPYIIIE HHEPIAL (Hn);t_l).
TlosTomy B 5TOM CirydIae MOXHO mcnoar3oeaTs 3amuck f = f(V}*).

3aMeTuM, ITO MHOXECTBO BEKTOPOB

{a € Vn(2): (méa) € (Hn)sco) \ (Hn)f}

HA3LIBAIOT aAunetnot cmpyxmypot dyukmuu f. Dyuxiuu, 061a1a10IMI7e JUHEUHON CTPYKTYPOU, IPU HEKO-
TOPOU JUHENHOU 3aMEHE MMEIOT TEPEMEHHEIE, KOTOPHIE ABIAITCA CYIIECTBEHHBIMU 10 MOIYJIIO Uy, HO HE
ABJAIOTCSA CYIECTBEHHBIME [0 MOAYJI0 U1, TO €CTh ABIAITCA HE3ABUCUMBIMU JUHEMHEIMU CJIATaEMEIMU.

JIuHenHas JEeKOMMOO3UIIUA

IIpu nocTpoeHny AMHENHOU KIACCUDUKALINA TBOUYHLIX (DYHKIUU HAXOOIEE CAOKHOU 33, JaeN ABIAETCS OIM-
CaHVe UX I'PYII MHEpLUuW. BMmecTe ¢ TeM, B Cay4asX, KOra IPU HEKOTOPOU JIWHENHOU 3aMEHE IePEeMeH-
HBEIX (DYHKIMA JOMyCKaeT GECIOBTOPHYIO JEKOMIO3ULKIO, 33,4349 OMICAHIs IPYIIN UHEPIUA TaKOU (hyHKIUN
3HAYMUTENBLHO YIPOMAETCA. PAaCCMOTPUM HECKOJIBKO NPOCTENMINAX CIy9aes MPenCTaBIeHns (GyHKIUN B BUIE
6eCrOBTOPHON Cynepnosumuu. Boaee moapo6HO 3T BOIPOCH PACCMOTDEHH B [23].

Teopema 5. ITycmo t > 0 caedyrowue ycaosus pasnocusbubi:
a) f=f(z1,--.,T,) uMeem MPUBUAILHYIO 2PYNNY UHEPYUL (Hg_l))f;
b) deg D,f >t daa ecex sexmopos 0 # a € V,(2);

C) MPOCMPAKCMBo cywecmsewnbir nepemenwis Gynrxyun f no modyato Uy coenadaem co écem npo-
cmpancmeom V*.

Byaem rosoputs, uro dyukuusa f = f(V*) aunelino passosxcuma 6 6ecnosmopryio cymmy no mooymo
Uy, eciu HaANETCA HETPUBUAILHOE PA3I0KEHNE TPOCTPAHCTBA V'* B IPAMYI0 CyMMy MOAMPOCTPAHCTB V* =
Vi* + V¥, mpu xoTopoMm dyHKIUS BMeeT BUJ

f=H(VD) @ f(V5)  (mod Uy).

Ecau crenens HEIMHEMHOCTU OJHOIO W3 CJAATAEMBIX PABHA EIUHUIE, TO U3YUEHUE TAKOU (PYHKIUM CBO-
OUTCA K CIydaio n — 1 nmepeMeHHOro.

Teopema 6. Ecau 6 6a3uce €', ..., e" umeem mecmo pasencmeo fo(x1,...,on) = he(T1,.- ., Tn_1) ® Tpn u
|(Hp)¢| =1, mo |(Hn)§10)| =1 u cnpasedausv uz0MOpPusMbL:
GL ~ GL(n—1,2)";

(TL, Z)f
AGL(n, 2); AGL(n —1,2){";
AGL(n,2) = AGL(n-1,2)}" x H;.

1%

3aMeTuM, 9TO I CAAraeMBIX BTOPOU CTEMNEHM HA O KAKOM CBEJCHUNM K T'PYNIaM WHEPIUHA CJAATAEMBIX
B IPUHIIANE He MOXET OLITH U PeYy, TaK KaK MOTydeHHbIE (PYHKIUN MOT'YT MMETh HEIPUBOIUMEIE I'DYIIIELI
MHEPLVHU, B KAY€CTBE KOTOPHIX BEICTYIAIOT KJIACCUIECKUE JUHENHBIE TPYIILL. B TO e BpeMs, 1 caaraeMbIx
CTEeNeHN TPU U BHIIE, KAK MPABUJIO, TAKOE CBeJEHUE yXKe MMeeT MeCTO, HO NIPU OIrPAHUYEHUAX HA UUCIO
CYIIECTBEHHLIX TTEPEMEHHEIX IO MOAYJIIO S > 2.

Jlemma 1. ITycms umeemcsa 06a pa3aoxcenus npocmparncmea V* 6 npamyto cymmy Henyiesvir nodnpo-
cmpanems V* = Vi* + Vo = Uf + Us. Ecau npu s = 2 gyuxyus f = f(z1,...,2,) = f(V*) umeem
mpusuamwnyio epynny uwnepyuu (HE D) u ewnoansemen cpasnenue

f= 1) @ f2(V5) = h(UF) @ he(U) - (mod Us),
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mo Pgywxyus f donycraem pasaoxrcenue

f=di(Wy) © da(Wis) ©ds(W3) @ da(W3,)  (mod Us),
ede W =V NU3, 4,5 =1,2.
Teopema 7 ([21]). Ecau npu s > 2 dynxyua [ = f(z1,...,2Ty) umeem mpusuasbnyio 2pynny uKepyuu
(Hn)sf_l), U AUHEHHO PA3AOHCUME 8 BECTLOBMOPHYI CYyMmy 1o Mmodyao Us, mo das amot Pywkyuu wat-
demcsa 00mo3naURO onpedeaennoe aunetinoe passoxcenue no modyao Us 6 6ecnosmopnyto cymmy aunetino
HEPABAOHCUMBIL (8 OECTLOBMOPHYID CYMMY) CAGZAEMBIT 8 MOM CMbICAE, WMo A0boe dpyzoe MaKoe Pasao-

AHCEHUE COOMBEMCMBYEM MOMY HCE CAMOMY PA3AOHCEHUIW NPOCMPAHCMEA 8 CYMMY NOONPOCMPARCMS,
coomsememeywue GYHKYUL CPABHUMbL N0 M0OYA10 Us.

Caeactsue 2. Ecau MHONCECTNEO AUKETHO HEPABAOHCUMBIE 8 OECOBOPHYIO cCymmy No modyato Us Pynryui
{fi,--, fm}, y KaocA0l u3 KOMOPLIT PABMEPHOCTND NPOCMPAHCMEA, CYULECTNE EHHBIT NEPEMERNBIT NO MOOYA10
Us, s > 2, cosnadaem ¢ 4uci0m NEPEMERHBIT, PA36UBLEMCA HA KAGCCHE APPHUHHOT IKEUBAAEHMHOCTIU NO MO-
dyao Us: {furs---sfupts--os {fvns---5 fu,}, mo daa epynnv unepyuu becnosmopnoti cymmor smus Pywryui
cnpasedaus u30mopPum

AGL(n,2) 0% 0. = [AGL(n,,,2) )18, x - x [AGL(nu,,2)}) 18,

Amnanormanoe onucanue cnpaseaamso g rpynnst GL(n, 2).

Paccmorpum Teneps ciaydan pasioxenus B npoussenenue. [Iycts —1 < s < n— 1. Bygem roeoputs, 910
byuxnua [ umeem aunetinvie (uneepcHble AUKETHBIE) COMHONCUMERU N0 MOOYA0 Us, €CIM HAMTYTCA TaKue
dyukuusa l = (z,a*) (I = (z,a*)®1), z € V,(2), a* € V¥, ommasas OT KOHCTAHTH, 1 GyHKUUs h, 910 f = [-h.
Bymem Taxxke amsa yno6CTBA rOBOPUTE, 9TO (yHkIma [ umeem afdunnvie commoncument modymo Uy, ecmm
OHA MMEET JMHENHEIE NI MHBEPCHEIE JTMHEVHBIE COMHOXUTEMN 110 MOy 110 Us. Ecin pynkmma f umeer k > 1,
acddunnEx comuoxuTenen no moxymo Us I;(z) = (z,a*!) @by, rae a** € V¥, z € V,(2), b; € {0,1},4 € {1,k},
Takwx, 9TO BeKTOPH a*!, i € {1, k}, 1uHeitno HesapucuMEL, HO He MMeeT k+ 1 Takux cOMHOKUTENEH, TO Oy 1eM
TOBOPUTE, 9TO OHA UMeem Po8HO k afPunnbir commorcumenets no modymo Us. 3aMeTum, 9T0 B 9TOM CIyIae
noampocTpascTeo < a*l,a*?,...,a** > ompegenserca mo dyukun ogHO3HAMHO. CleyOMe yTBEPK IEHAL
oxeBuaer ([19]).

Jemma 2. Iycmov afPunnas Pynwyus l(x) = (z,a*) & b omavuna om xonemanwmui. Caedyrowue ycaosus
PABHOCUALHDL:

a) dywxyus [ umeem addunnbiti commoncumens | no modyao Us;
b) I-f=f (mod Us);
) I-f €Uy
Teopema 8. Ilycmv k> 1 u s < deg f — 1. Tozada caedyrowue ycao6us 3K6UBALEHMHL:
a) dynxyus [ umeem posno k afdunneir comnorcumenet no modyao Us;
b) npu nexomopot aunetinot 3amene nepemennoir ¢ mompuyet A gynkyus f ydosaemsopsem ycaosuio
fzA) =zl .. -:czkh(xkﬂ, cey@y)  (mod Uy),
2de b; € {0,1}, i € {1,k} u dynxyus h ne umeem aunetinoir commoncumeneti no modyao Us_j,.

Iycrs k € {0,...,n}. O6o3uaunm gepes F, (k) MHOXECTBO BCEX NBOMYHEIX (DYHKIIUN, IMEIOIINX POBHO
k addpunaex comaoxurenen. Pyuxnmio f = 0 He BIOYaeM HU B 04HO u3 MuOXecTB Jp,(k), k = 1, n. Jerko

BUOETHh, IYTO BBIIIOJIHACTCA PABEHCTBO
n

Fon = Fa(k) u{0}.

k=0
Mpu n > 1 uncaa
[
[n] _ %, ecm k= 1,n,
k - i=0
2 1, ecmu k =0,

Ha3BIBAIOTCA Kod(ddunurentamu [aycca.
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Teopema 9 ([23]). IIpu 1 < k < n cnpasedausbl pasencmsa

=2 |} ] o

()] = 30 (-1 ey
k=0 2

Teopema 10 ([20]). Ecau dywkyusa f = f(z1,...,2,) umeem mpusuasvnyio epynny unepyuy (Hy)r, ne
umeem aPPumunblit commodxcumenet u Aunetno pasocuma 6 Gecnosmoproe npoudsedenue, Mo 0as Mot
Pynxuyuu natidemes 00no3nauno onpedeaennoe aunetinoe passoxcenue 6 6eCnosmophoe NPoussedenue Au-
Hetino nepazaoncumus (6 6ecnosmoproe npoussedenue) CoMHoNcumenet, 6 mom cuvicae, wmo aoboe dpyzoe
MaKoe Pa3fLoNcenue COOMEEMCMBEYE MOMY HCE CAMOMY DPA3A0NCENHUID NPOCTMPAHCINEA 6 CYMMY NOONPO-
cmpancms, a coomsememeyowue GYHKUUY Ha NOONPOCMPARCMEAT CO8NAIAI0M.

Ipusenem eme ogun pesyabrar ([21]).

Teopema 11. Ecau dynryua f = f(z1,...,2,) umeem mpusuasvnyro epynny unepyuy (Hp)p u aunetino
pasaodcuma 8 6ecnosmoproe npoussedernue, MO OHG HE MONCEM, GbIMDL AUKETHO PA3A0HCUMOT 8 beCTLOBMOpP-
HYIO CYMMY.

Cueacrsue 3. Ecau gynkyus f = f(z1,...,2,) umeem mpusuasonyo epynny unepyuu (Hy) s, mo ona mo-
acem 6oimv auneliino 6ecno8mopro PassoHcumoli Mosbko oOmuocumeasro 00not us onepayut x € {&,V,®}.

Pazioxenune dypne

s 1BOMYHON PYHKIUEA — DTO PABIOKEHUE BULA

@) =g Y T (e, (4)

a*€Vyr(2)

flay= Y f@) (-1, (5)
TEV,(2)

~

Ha6op xosdpduunenros f(a*), a* € V,*(2), sagaer dyuxmuio f Ha comps:keHHOM mpocTpaHcTse. IIpu
DTOM JIA HEEe UMEET MECTO CJIEIYIOMee OYeBUIHOE

Yreepxaenue 1. Ecau f — unsapuanm epynnot G, G C GL(n,2), mo dynxyus f bydem unBaAPUAHMOM
2pynnvl

G*={(p~1): B € G} C GL(n,2),

2de t — mpancnonuposarue. B wacmmuocmu, epynna G 6ydem coenadame ¢ epynnot unepyuu ywkyuu f 6
epynne GL(n,2), 6 mom u moavko 6 mom cayuae, xoeda epynna G* 6ydem cosnadame c 2pynnot unepyuy

~

dynwrxyuu f 6 epynne GL(n,2).

s k-3naqaon yuakuyu f non pasaoxenneM Pypbe MOHMMAETCA PABIOKEHME 10 XapakTepaMm abeaeBon
CPYIIIBL, 33 JAHHOU HA MHOXECTBE apr'yMEHTOB. 3aMETHUM, YTO 1is k-3Ha4HOU pyHkimu f ynobuee paccMa-
TpuBaTh pasnokenus Pypoe me camon dyukuum f, a dpyukumu X(f), rae x(x) — HEKOTOPHIL XapakTep
abeseBOr CPYNIEI, OMPEIENICeHHON Ha, 00IacTU 3HAYeHn: pyHKnmu. B 9acTHOCTHM, M OBOWIHON (DyHKITAM
paccmarpuBator xapaxTep X5 = X(f) = (=1)7, a camo pasnoxenue maspBatoT pasaoxennem Yomma (Koagh-
bunneHTH pasnoxeHus Yomma obo3nadaor Wi (a*) = x7(a*), a* € V¥ (2)).

IMpubanxenus /annpokcumanuu apPUHHBIMU QYHKITAAMA

Jast xBOMYIHON (DYHKUINYM HEIVHENHOCTD OIPEIEIAETC KAK MEHIMAIBHOE PACCTOSHUE 10 XEMMUHLY J0 KJIAC-
ca adPUHHBIX DYHKIAN
NL; = mindp(f,9) = du(f,Us).
geiy
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[as orobpaxkenun F : V,(2) = V,,,(2)

NLP = o caliht (5251 du (B )’g)> '

HenmnHenHOCTh BHIPAXKACTCA Yepe3 KO3 PUIMEHTHL TPe0OPa30BAHUA Y OIIIIA,

NL; =21 — W(a*)|.
/ Jax (Wi (a®)]

m.

NLrp=2""1'— max ax
0#£uEV" (2) a* €V (2)

|WiF,us) (@]

Ouenkn Bemmauuer NLy:
— u3 pasenctBa [lapceBaus
NLp < 2" —2%571;

— mepasercTtBo CugeabuunkoBa—Chabaud—Vaudenay

2n —1)(2n 1 1)

1 (
n—1 n
NLp < 2 —5\/3><2 —92-2 ST (6)

OTO HEPABEHCTBO YIY4IIAeT IPEILIIYINYIO OLEHKY IPK M > 1 ¥ JOCTUCAETCA TOILKO KOTAA 1l = 1M HEYETHO.
®Dyukiusa F waswsatiorcs 6enm (Bent) dysxumen, ecim mis Hee BuIOMHAETCA paBeHcTBO NLp = 271 —
25 ~1. ®yukuua F naswisaroTcs nowmu 6enm (Almost Bent, AB ukmuen ([36]), ecn 11 Hee TOCTUrAETCA
) )
n—1

paBeHcTBO B HepasencTse (6): NLp =271 — 275,

IMpusegem s cpaBHEHUs PE3YILTAT O YPPEKTUBHOCTY TPUOIUKEHUA IPOU3BOJLHON TBOMIHOUN (DYyHK-
uun f € F, xkBagparuauasivu popmamu u3 Us. Ilycrs

en(f) = min du(f, ).

Teopema 12 ([11]). Vz > 0
lim P (m < m) =1-e°,

n— oo bn

2de

0. = on=1 _on/2-1 /I3 n—l— Inn _41nln2+41n7r—31n2
" 2 nln2 8nln2 ’

2n/2—1

n\/1n2'

bn
[lns cpemquero 3HAMEHUA CIy9IaNHON BeIMYUHB
du(f,Ur) = min dg(f,g).

gEUL

cupaseaauBa oneHka ([62])

Mdy (f,Uy) =271 — 27271 2 In |ty |(1 + o(1)).

[ xkBagpaTUYHEIX (HOPM U3 TEOPEMEI MOIYIAEM

Mdg (f,Us) =271 — 27271 /2In |U| (1 + o(1)).

«BIM30CTBY K JIUHEMHBEIM (DYHKIUAM MOXKHO XapaKTePU30BATH U OPYTUMU CIOCOGAMY, HAPUMED, TPO-
Bepsis, KaK 9acTO 41 QyHKIMYU f BEINOJHAETCs TOoXAecTBO auHenHoctu: f(z) + f(y) = f(z +y). Crenens
BBIIIOJHEHNA 9TOCO TOXAECTBA MOXKHO XaPAKTEPU3OBATD GEPOAMHOCTIAMY a00uMUeHocmy (TEPMUH Ipes-
aoxern M. M. TinyxoBbim)

k k
n(f) = P (Zf(w“’) - f(Zx“’)) k=23,
=1 =1
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Jlerko npoBepuTsb, ITO

1

— k+1
pe(f)=5 {1~ 2(k+1)n . W

a* €V (2)

Yem Gnmke x 1/2 3HaUEHUs DTUX BEPOSITHOCTEN, TeM Gojee HeluHENHAsA ByHKINA.
[nst oro6paxennt F : V,,(2) = Vi, (2) nmeem

(Z F(z®) Z () )
(k+1)n+m Z Z (k;!_;* *)’

b*€V,:(2) a* €V (2)

Y. X W)=

b*eVE(2) a* eV (2)

= Z Z Z (_1)(F(w),b*)+(w7a*) —

b*eVr(2) a*eVr(2) \z€Vn(2)

k+1 . .
(3 F(zD)p") (32 2"
— § § (_1) i=1 E (_1) i=1 =

2,2V, (2) \b* €V, (2) a€V; (2)

k k
{(x“),...,x(“) Y fa) = f(Zx“))H.

i=1 =1

TaK KaK

— 2n+m

IMouATME HETVMHENHOCTY U BEPOATHOCTU 3-3AATUBHOCTUA CMEIKAIOTCA APYT ¢ apyroM. Tak mpu mokasa-
TEJbCTBE HEPABEHCTBA (6) UCIONB3YeTCA ClIeqYONI IPUEM:

Wiy (@”)
0£b* €V, (2) a*€V*(2)

> Wi (@)

0#£b* €V, (2) a*€V,*(2)

max max W2, . (a*)| =
O;éb*ev,;(z)aev,:(z)' (mom (@) 2

B cuny pasenctsa IlapceBasis 3HaAMEHATENb ABIACTCSI KOHCTAHTON, HE 3aBUCAINEN OT pyHKImu F'.
Ucnoas3ysa paBeHCTBO 1 BEPOATHOCTH 3-aIIUTUBHOCTH, MOIYHIaeM

Y Wipp(a) =

b*eVyr (2) a* eV (2)

= 2" {(z,y,2) : f(2) + Fy) + f(2) = fl@+u+2)} >
2 |{(a:,y,z) :m:yVa::sz:z}l.

3aMeTuM, 9TO €CJIA IBA U3 TPEX BEKTOPOB COBIAJAIOT, TO PABEHCTBO U3 yCJIOBUA 3-a1AUTUBHOCTU BEHI-
[TOJIHEHO [1Jis1 JII0ObIX (pyHKumM. [[03TOMY mpenCTaBIAeT MHTEPEC U3y IEHNe MHOXKECTBA, (DYHKINN, 0JI KOTO-
pOro mociaefHee HEPABEHCTBO IIPEBPAILAETCA B PABEHCTBO. JTO 3HAUUT, YTO AJIA TAKUX (PYHKUWUU YCIOBUE
3-a1IUTUBHOCTY BHIIOJIHEHO TOJBKO s TPUBMAJIBLHEIX HAOOPOB BEKTOPOB. DYHKIMS HABLIBAETCA NOUMU
cosepwenno neaunetinot (Almost Perfect Nonlinear, APN), eciu g1 Hee BHIIOJIHEHO yCJIOBUE

F)+Fly)+ F(2)+ Flz+y+2)=0 < (z=yVaez=2Vy=2).

Kuxacc AB dysxmun cogepxurcs B k1acce APN ¢yukumi. Cregys [36], npuBegeM npuMepsl 1 CpaBHUTENb-
HEIe CBOUCTBA Ki1accoB 6ent, AB u APN ¢yukuun (cm. Tabu. 8).

UssecTrEle kiaccer 6ent dynxmun F: V,, — V., n = 2k, 7,y € GF(2F):

(i) m <k, F(z,y) = L(x x7(y) + 9(y)), # — moxcranoeka, g — npousBoabHas Gyukims, L : Vi, =V,
— amHenHoe oTobpaxenue (Nyberg);
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Tabauna 8:
Bent ¢pynxuun AB ¢pyukunn APN ¢yuxmun
n 4eTHOE HedeTHOe ? HedeTHOE
m m < n/2 m=n m=n
Va+#0 Dof(x) =b | mmeer 1 pemenne | mmeer 1 pemenwe | < 2 pemenuit
Vu* #0 (F,u*) Gent MJIaTOBUIHAL ILIaTOBUHASL

(ii) F(z,y) = G(%) (§ =0, ecmm y = 0), G — ypapuosemensas (n/2, m)-pyHKums.

O guaum u3 Hanbonee yno6ubrx croco6os noctpoenus AB u APN ¢yukiun aBiseTcs pacCMOTPEHMe KIac-
ca crenenubix dyukumi Buga 7(x) = z? B more GF(2"), no3soasiomumx 06ecnednTsh BHICOKYI0 HETMHEHHOCTE
KOOPAVHATHEIX (DYHKIMA U WX JUHEUHLIX KOMOwHAImu. [JencTBuTenbHO, aaa cuctem (pyHKIUU HA OCHOBE
noacranosku 7(x) = 2? ma npocrpancrse V;,(2), rae (d,2" — 1) = 1, muHeHHBIE KOMOMHAIIAY KOOP JUHATHBIX
QyHKIUYN TUHENHO SKBABAIEHTHEI MEX 1Y COO0U. DTO JErKO CIeAyeT U3 TOro haKTa, YTO I KaXK JOU JUHEU-
Hou KomGuHammu (7(z),u*), u* € V,*(2), koopauHaTHLIX QyHKINY, TuHenHYIO dyHKumio [(z) = (z, u*) Mox-
HO BEIPA3UTH Yepes dynxuumio caex tr : GF(2") — GF(2) B Buge I(z) = tr(az) upu mexoropom a € GF(2").
Orcrona

(r(2),u*) = U(r(2)) = tr(ar(x)) = tr(az?) = tr((a"/*z)?),

rge a'/x = Ax — munennoe npeobpasosanue Hajg notem GF(2). IHosromy Bee dyukunu suga [(7(z)), rae
| — mmuennas Qyuxuwms, umeor Bug tr(7(Az)) npu HekoTOpoM JauHenHOM npeobpasosanuu A € GL(n,2).
W3 5TOro mpeacTaBreHUs BHITEKAET, UYTO JUHENHEIE KOMOUHALMM KOOPANHATHEIX (DYHKIUN JUHENHO DKBU-
BATEHTHHI, U TI03TOMY MMEIOT OJNHAKOBYIO HEJIWHENHOCTD A5 BCEX JMHENHBIX KOMOMHALIMIL.

UssecTrrie k1accel AB dyuxumi F: V,, = V,, F(z) = z%:

(i
(ii

(ii

1/d

) d=2% 41, ged(n, k) = 1 (Gold, 1968):

) d=2%% —2%F 4 1 ged(n,k) = 1 (Kasami, 1971) ;

) d=2%+3, n =2k + 1 (Canteaut, Charpin, Dobbertin, 2000) ;

) d=2F4+2F2 1 ecan k wernoe, d = 2% +203%+1)/2 _ 1 ecnu k meuernoe, rae n = 2k + 1 (Hollman,
Xiang, 2001).

(iv

UspecTrrie k1accet APN dynxmuit F @V, = V,, F(z) = z¢:

(i) d=2F +1, ged(n, k) = 1 (Gold, 1968);
(ii) d =22 —2F 4+ 1, ged(n, k) = 1 (Kasami, 1971 ; Janwa, Wilson, 1993) ;
(iii) d = 2% + 3, n = 2k + 1 (Dobbertin, 1999);
(iv) d=2F+2%/2_1, ecau k wernoe; d = 2F +20k+1/2 _1 ecau k newernoe, rae n = 2k+1 (Dobbertin,
1999);

(v) d=2%% —1, n =2k + 1 (Beth, Ding, 1994);
(vi) d = 2% 4 23k 4 22k 4 2k _ 1 n = 5k (Dobbertin, 2000).

ITpuseneunnie Bhime crenennsie APN QyHKIuu He ABIAIOTCA TOACTAHOBKAMY MIPU YE€THBLIX 7, X BOIPOC
o cymectBoBarur APN mogcTaHOBOK OCTAETCA OTKPHITHIM.
B [36] npusenens: npumepsr APN u AB ¢yHKuni, He S5KBUBATEHTHBIX CTENEHHBIM (DYHKIUAM.
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CrTeneHb HEJIMHENHOCTH

IlpuBeneM ewme OAMH HAPAMETP, XAPAKTEPUIYOLIUN (HEIMHEMHOCTEY pyHKummu. Cmenens Heaunetinocmu
p™-3raanOon pyrkunu F (o603Havaercsa dl F) HA3EIBAETCA MUHUMATBHOE HATYPAJIBHOE TUCIO M TAKOE, 9TO

D, ...Da, ., F(z)=0

cHam41

IIPY BCEX Q1, - - ., Am+1 € 2. C yueTom cBoucTBa 2 noxydaeMm, 4o dl F' — 5T0 MakCUMAaIbHOE M TAKOE, 9TO

TIPU HEKOTOPHIX A1, - - -, Gy € §)
D,,...D,, F(0) #0.

I[Jlﬂ CTENECHN HEJMHEUMHOCTY BBLIIOJHSIIOTCS CIeIYIMUe OICBU IHBIC CBOUCTBA.

1. dID,F < dlF —1 npu secex 0 # a € Q, npuuem sceeda natdemcsa maxot saemenm 0 # a € Q, umo
dID,F=dF —1.

2. dl(Fl + FQ) < max{lel,leg}.

3. di(Fy - F2) < dILFy + dlF,. Ecau gywkuyuu Fi u Fy 306ucam om menepecekaowurcs MHo*CECms
nepemenntiz, mo dl(Fy - Fy) = dl F; + dl Fs.

OTO ONpeNeNeHne UHTEPECHO TeM, 9YTO B HEM HE yJIaCTBYET ONMEPAUA yMHOXKeHUs. [IoMUMO «aaauTuB-
HOT'O» OTIPENENeHNs CTEMEHN HEIVMHEUHOCTU UMEETCsA «MYJbTUILINKATABHOE) OMPENeTIeHNe: CTEINeHbI0 HeIN-
HEMHOCTY MHOT'OWIEHA p'-3Ha4vHOU GyHKunu F' HA3BIBAETCS MAKCUMAIBHOE 3HAYEHUE BEJUYIUHEL

ol + - - + [[bn]]
IS BCEX BXOMANNX B HETO OJHOWICHOB ' - --- -zl rae ||bs]| — cymma mmdp B p-wuamoir 3amucn «mcra
b; € {0,1,...,p™ —1}, 1 < i < n. [ua dyskuui, onpeeneHHbIX Hajg KoHedHelM mosteM GF(p™), otm

OIpEeIeNeHNsT PABHOCUIBHEL ([23]), mpuyeM CTeneHb HEIMHENHOCTH COBIAIAET ¢ MAKCHUMATBLHOM CTEIEHBIO
MHOTO'WIEHOB KOOP AMHATHEIX (PYHKIMA B P-MIHOM NpeacTaBaeHny GyHkimn F' cucteMon u3 m pyHKunu Haa
nonem GF(p). 3amerum, 9T0 nusi ABOMYHEIX (DYHKIUN CTENEHb HEIMHEMHOCTH W ANreGpamdecKas CTENeHb
MHOIO'WIEHOB COBIIA,TAI0T.

HocuTenn, mokpbiBaomiue mocjaej0BaTeIbLHOCTH

Hocumeaem mowaHON GyHKIUM f HA3BLIBACTCA MHOXKECTBO BEKTOPOB, HA KOTOPHIX (DYHKINSA HPUHAMACT
uenyaessle 3Hadenus supp(f) = {a € V,(2) : f(a) # 0}. Hocureas npeobpasoBanus Youma x; GyHkuun f
Oynem Oyzxem 0003HAYATH KAaK

Sy = supp(xy) = {b" € V7 (2) : x5 (b") # 0}

Ilepeuncaum npocTenIme CBOUCTBA, dTUX MHOXKECTB.

Ecmu g(z) = f(z) ® (z,a*), T0 S§ = a* + S,.

Ecau g(z) = f(zA), A € GL(n,2) To S, = A*(Sy), A* = A",

Ecau h(z,y) = £(z) ® g(y), 70 Sh = Sf x 5.

Ecmn f — meuernas dynknus, To Sy = V,(2).

Ecmn f(z) = (z,a*) ® b — addunnas, To Sy = {a*}.

Ecmu f — xBagparuanas popma, T0 Sy — MHOroo6pasme YeTHOU Pa3MEPHOCTH.

Ecau f(z) = g(zA) ® (z,a*) ® b vacruunas 6ent pyuxnusa (TO ecTb ¢ — O6eHT PyHKIUA OT 2t nepemMeH-
HHIX), TO Sy — MHOrooGpa3sue pazmepHoCcTH 2t.

B paGore [35] cTposiTCsa IpuMEpH Y PABHOBEIIEHHEIX U O€HT (QYHKIMH, Y KOTOPHIX HOCUTE/LIMA COBIALAI0T
CO BCEM IIPOCTPAHCTBOM, OO ABIAIOTCA MHOIOOOPA3UAME, B TOM IUCJIE HEIETHON pasMepHocTu. s aToro
YCTAHABINBAETCS CBA3b MEX 1y HOCUTEISIMY U IOKPLIBAIOIIMMY [OCIE0BATEILHOCTAMY, BBeAEHHEIMY B [34].

Iloxpuisarwwaes nocaedosamesbHocms NTBOMIHON (PYHKUmMyM f — DTO a100asa 4uCiIoBas (QyHKIUA A
Vn(2) = C rakas, aTo

> AaDof(x)=p

a€V,(2)

— KOHCTaHTHaA q)yHKLII/IfI.
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Teopema 13 ([34]). f ypasnosewenna moeda u moavko moeda, K020a OHA UMEEM HEMPUBUAILHYIO NOKDbI-
8A0WYI0 NOCAEA0BAMEAHOCTE. [ UMEEM NOKPLIE AOWYIO NOCACIOBAMEALHOCTIL X 8 MOM U MOALKO 6 MOM
cayuae, K020 A NPUHUMAETN NOCMOAKHBIE 3HAYEHUA KA Hocumene Sy.

[l71s1 ypaBHOBEIIEHHOU (DYHKITAM MOXKHO TTOA00PATH MOKPHIBAIOIIYIO MOCIEI0BATEILHOCTE, HOCUTEIEM KO-
Topou sipaserca pyukuua A = 1. [losToMy mpeacTapisaeT MHTEPEC CAydad, KOrAa A NPUHUMAET 3HAYCHU
0, 1, T0 ecTb (PYHKIWA A ABIAETCA HOCUTEIEM [JIsI HEKOTOPOr'O MOAMHOXeCTBa. PaccMorpum caydan, koraa
HocuTeab S = supp(A) NOKPHIBAIOIIEN IOCJAEI0BATEILHOCTA A COAEpXKUTCA B noanpocrpanctse £ < V,,(2).
B sroMm caydae uucaoBas GyHKIms

E AaDo f(2)

a€FE
OyeT KOHCTAHTOU p B TOM U TOJBKO B TOM CJIy4ae, KOT'/Ia €€ OrPDAHUYEHNE HA JI0O0U CMEXHBIN KIACC a + F,
a € V,(2), 6ymer xoucranTou p. Orcroga cienyer

Yreepxaenue 2 ([35]). Tycmv E — nodnpocmpancmeo 6 V,(2). Toeda gynxyus f umeem nempusuasb-
HYI0 NOKPLISAIOWYI0 nocaedosamesvnocmos A ¢ wocumesem S C E 6 mom u moavko 6 mom cayuwae, xko2da
oepanuvenue Pynkyuu f na xaxncdoe muozoobpasue a + E (paccmampusaemoe xax dywxuyus na E), umeem
MY KHee NOKPLIBAOWYIO NOCALI0BAMEALHOCTIb.

3amerum, uro ecmu D, f(x) = 1 upu mexoropom a € V,,(2), To dpyHkuusa f IMHENHO 3KBUBAJEHTHA
byHKIMH, Y KOTOPOU OJHO U3 MEPEMEHHBIX ABJAETCSA HE3aBUCUMBIM CaaraeMeiM. IlosToMy gatee Takou
CIIy<9ayl UCKJIIOIAeM.

Yreepxaenne 3 ([35]). IIycme E — nodnpocmpancmseo 6 V,(2) u a + E — cumexcnbiti xaacc. Iycmo
dynruyus [ ne umeem edunuunoix npousseodnvir. Tozda f umeem 6 xauecmse noxpwisatoueti nocaedosa-
meabrocmu unduxamop muoxcecmea a+ E 6 mom u moavxo 6 mom cayuae, xozda Sy NEL =0, 20e

E+ ={b* €V} (?2): (a,b*) =0,Ya € E}.

IMo IK6UBALEHRMHO TMOMY, wMo o2panuuenue [ na 410601 cmexcwurii Kaace a + E, a € V,(2), 6ydem ypas-
nosewennol Gynrxyuetd. Boaee 06wo0, 410004 GYNKUUA X C YCA0BUEM gty = Ay Oas 6ceX a,u € V,(2) 6ydem
MaKHCE NOKPLIBaIOW el nocaed08amesbHoCmbo.

PaccmoTpuM cTpOeHME HOCHTENS CHEeKTpa MIATOBUAHEIX dyHkimn. Ecan kospduimenTtrr Yomma npu-
unMaior 3Hadvenna 0, +£2""" 1o B cumy pamenctma IlapceBans MOIHOCTHL crekTpa paRHa 4", mpum sTom
HETPyIHO MoKa3aTh, 4To deg f < h + 1. Ilon adbduHHEIM paHrOM MHOXECTBA, S MOHUMAETCS MUHUMAILHAS
pasMepHOCTH moanpocrpancTsa F takoro, uro S C a + E npu mekoropom a € V,,(2) miu, 1aTo To x)e ca-
MOe€, Pa3MEepPHOCTH IPOCTPAHCTBA CYLUIECTBEHHEIX epeMeHHEX dyHkimu f mo Moxymio Uy . U3 MomHOCTHEIX
coobpaxkeuuu scerga k > 2h.

Teopema 14 ([15]). Ecau |S¢| = 4", u k — afPunnviii pane cnexmpa naamosudnoti dynwxyuu, mo 2h <
B 22—l _oh 4,

Teopema 15 ([15]). /s mo6oz0 namypaavnozo k 6 uwmepsaae 2h < k < 2" — 2 cywecmeyem naamo-
sudnas Pynryus c nocumeaem cnexmpa mownocmu 4" u agPunnwim parneom k.

Teopema 16 ([15]). Ecau h = 2, mo afdunnbiii pare cnexmpa naamosuonot Gynkyuu moxcem npurumams
MOALKO 3HAUEHRUS 4, § uay 6.

Anre6pam4eckas MMMYHHOCTD M CJCJACTBHAA MAJIOU CTEIeHHU

DyHKIMA ¢ HA3EBACTCA aHHyMpYomen g f, ecim f -g = 0. Herpyaro nokasaTs, uro MmEOXECTBO Ann( f)
BCEX AHHYJIUPYOIMX GYHKIUA 4 f 00pas3yeT TJIABHEIU UAEAN, TIOPOX AeHHbIN dyukimen f @ 1

Ann(f)=<fel>r={(f®1)-g:9€ Fp}.

Auszebpauneckasn ummynnocms (AI(f)) dyrxuuu f onpegensercsa Kak MUHUMAJIbHAS CTENEHD d HEHYJIEBOU
annyaupyomen ¢pyakuun aias f wim f S 1, To ecThb

(<r>mnU<fo1>x)NUa# 0 (7)
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[Jannoe ompenejeHre UHTEPECHO B CBA3U C TeM, 9TO, ecau g € Ann(f @ a), a = 0,1, To ypaBHeHue
g(z) = 0 6yger cregcreuem gua ypasuenus f(z) = a @ 1.
[IpuBenem gpyrue SKBUBAIEHTHEIE onpepenenus (cM. [58]):

YrBepxaeuue 4. Caedyrowjue ymeeprcoenus IK6U6aLeHMHbL:
(i) AI(f) =d;
(il) d — munumasvnas cmenenws gywxyuu (f ® a) - g # 0 no ecem Pynxyuam g € F, v a € {0,1};

(iil) d — munuMasBHOE YUCAO, das KOMOPO20 cywecmsylom Pywkuuu g, h € Uy, ne pasnvie 00no8pemen-
n0 nyaeeot Pynrxyuu u maxue, wmo f-g = h.

Joxasameavcmeo. PasrocumbrocTs (1) < (ii) memocpescrBenHo BriTekaeT w3 pasencrsa (7). (i) = (iii):
Ecmn AI(f) =d, 0#£ g € Uy n fg =0, T0 moxuO monoxwute h = 0. Ecm (f & 1)g =0, To h = d. (iii) = 1)
Ecim npu mekoTopex dyxnmax g, h € Uy semonneno f-g=h, toupu h #0umeem f-h=f-(f-g) =

nhe€Ann(f®1). Ecm h =0, To g € Ann(f). D

3amerum, 4TO npu ad@UHHEIX npeobpasoBanusx kiaacce dyukuui ¢ AI(f) = d oueBugHO MHBapUAHTEH
oTHOCUTEIHHO adduanbx npeobpasosanun u3 AGL(n,2). B To xe Bpems npu gercTBAX NIPEOOPA3OBAHUN
a € AGL(n, 2)U; moxysaem:
Al(f)=d = AI(f*) <d+1.

Teopema 17 ([38]). Jas woboti deouunot dywryuu om n nepemennviz AL(f) < [F].

Loxazameavcmeo. Tokaxem, 9To mua mobon ¢yaxumu [ wHangercs pyskuua 0 # g € Urzq Taxas, 4T0
f-9=h€Un. Paccmorpum MHOKECTBO pyHKIME A, COCTOSIEE U3 OJHOWICHOB CTEIICHU He BBIIIE 151,
¥ MHOXECTBO (pyHKIUN B, COCTOAIIEE U3 BCEBO3MOXKHEIX MPOU3BEACHUN PYHKIUN [ HA OJHOWIEHHI CTEIEHN
ue Beme |4 |. Tax xak

e :i () +§<H> -3:(0)+(5)>»

TO HAIJETCs JIUHEMHOe COOTHOIIEHNE, CBA3bBatomee dyskimy u3 Muoxectsa A |J B. OHo n gacT uckomoe
paBeHcTBo f - g = h. O

TMosromy mns xmaccos Alg = {f € F, : AI(f) < d} noay4aem BratoueHus:
Ay CAL C---CAI; C Al C--- cAI[%1 = Fn.
Ouenky momuocTH Kiaacca Al moaydaeTcsa u3 cieayromen TeOpeMEl

Teopema 18 ([58]). Bepoamunocms mozo, wmo das cayuainot deouunoti Gynkyuu om n nepemennbis 6bi-
noaneno sxamouenue f € AI(d), oyenusaemca ceepry svipancenuem

2(21+n+---+(3) _ 1)( 2m_on—d )

2n—1_2n—d
(521)

ITpu vEGOMBbIINX 3HAMEHUN d 5TA BEPOATHOCTH CTPEMUTCA K HYJIIO:

P(AI(f) < d) <

Teopema 19 ([58]). Ecau d =d(n) < un, 2de p = (1 +an (14 )2 — 1) ~ 0,22, mo P(AI(f) <

d) = 0,n — oo.
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HopwmaabHble 1 k-HOpMaabHbIE PYHKITUU

[Bonynas GyHKUUA HABEBAETCA k-HOPMaAIbHOT, ecau HaugeTca MHOroobpasue a+ U, a € V,,(2), U < V,,(2),
pasmepuoctu dimU = k, Ha KOTOPOM (PyHKUMS IMPUHUMAET MOCTOAHHOE 3HA4YeHue. [[BomvHas GyHKIWUA
HABBIBACTCA HOPMAAbHOU, ecim OHa | |-HOpMaTbHA.

Hanpuwmep, gyuxuus xoucranTa f(z) = ¢ — n-HOpMaIbHa, a abdunnas pyukuua f(z) = (z,a*) ® ¢ npu
a* # 0 — (n—1)-HopManbHa, Tak KaK OHA MOCTOSHHA Ha MHOr006pasusax {z : (z,a*) = 0} u {z : (z,a*) = 1}.

ITousaTre HOpMATBLHOCTH OBLIO BBEZEHO B padoTe [41]. OHO IPUMEHSIOCH 1Jis TOCTPOEHU KIACCOB ypaB-
HOBEIIEHHBIX (DYHKITUN ¢ BHICOKON HEMMHEVMHOCTHIO. B [aabHENIeM OHO 0Ka3aI0Ch MOME3HBIM I XapaKTepu-
3anuy MHOT'UX KJIACCOB OeHT pynkumn. Tak Brepsoie 6eHT GyHKIUM C HAPYIICHUEM YCIOBUA HOPMAILHOCTH
HOSBIAIOTCA TOABKO npu 7 > 14 ([33]).

IIpoBepka HEIMHEMHOCTH TPUBUAJILHLIM IEPEOOPHEIM AJrOPUTMOM TPEOyeT IMPOBEPKU BCEX CMEXKHBIX
KJIACCOB TIO BCEM TIOAMPOCTPAHCTBAM JAHHON PA3MEPHOCTH, YTO 6€3yCAOBHO ABIACTCA OYHb HETPUBAATLHON
3aJader, TaK KaK IUCIO0 TOAMPOCTPAHCTE BO3PACTAET DKCIOHEHITUAILHO C POCTOM pasmeprocTu. Mo audu-
Kanusa nepebopa ¢ UCIOJIb30BAHUEM IPOLEAYPHl MOCJIEIOBATEILHOIO TOUCKA, MHOIOOODPA3Ui PAa3MEPHOCTH
k + 1 mo MEHOrO06pasuaM pasMepHOCTH k, HA, KOTOPLIX (byHKIAA MPUHUMACT TMTOCTOSHHOE 3HAYCHUE, TI03BO-
JsieT HEMHOI'O yIyYIIMTh BpeMs paboTsl aaroputMa. B patote [29] npensaraeTrcsa sdppeKTUBHEI BEPOST-
HOCTHBHIU QJCOPUTM, OCHOBAHHBLIM HA, CIYyYaUHOM IMOWCKE, NPUYEM OKA3AHO, ITO OH C HAmepe[n 3aIaHHOU
BEPOATHOCTBIO yCIIEXa CTPOUT UCKOMOE MHOT000pa3ne MaKCUMAJILHOU PasMepHOCTH. [l M3BECTHLIX KJIac-
coB OeHT QYHKIUU HAUJEHBI BCE MHOTO00pPa3us, Ha KOTOPHIX (DYHKIUA MTPUHUMAET MOCTOAHHOE 3HAYEHUE,
1 IIOACYNTAHO MX YIMCJIO.

ITocTpoenune kKiaaccoB (pyHKIIMH C 3aJaHHLIMM CBOUCTBAMU

3aMeTum, 9T0 Haan4ne apGUHHON KIACCUDPUKALIUAA TTO3BOISAET MPOBOANTD IMOMHOE OMUCAHNE KIACCOB (PyHK-
U, yIOBIETBOPAKIINX TEM WM WHBIM CBOMCTBaM. U3 onpeneneHni BuaHO, 9TO MHOTME KIACCHI TECHO CBs-
3aHEI C JUHEVHbBIMEA U adPUHHBIME NPEOOPA3OBAHUAMYA HA MHOXKECTBE apryMeHTOB (¢yHKumi. Hampumep,
MHOXECTBa, OEHT-, IVIATOBUAHBIX 1 AIre0pandeCKu-MMMYHHBIX OPAAKA ¢ (PyHKINU 3aMKHY ThI OTHOCATEIb-
HO rpynnsl adpdUHHEIX npeobpasoBauun. [loaToMy 331298 WX OMUCAHUA CBOAUTCA K MOCTPOEHUIO MPEACTA~
BUTEIEN KJIACCOB DKBUBAJEHTHOCTU B APGUHHON KIACCUDUKAIUA. 330293 ONUCAHUA JUHEUHOU CTPYKTYPHI
HOJHOCTBIO CBOAUTCA K 33,1849€ ONUCAHVA IPYTITLI MHEPIMK (PyHKIUY B 0600ImEeHHON rpynne ¢asuros (H, n)gco).

K uuciay cBOUCTE, HE MHBAPUAHTHBIX OTHOCUTEIHHO A PUHHON TPYIIIEI OTHOCATCA TAKUE CBOUCTBA, KAK
(mogpo6ree cm. [14, 9]):

® KOppeAsYUOHHO-UMMYHHBbIEe nopadka t (CI(t));
e ycmotuusvie nopadka t (ypasuosemenusie CI(t));

¢ YIOBIETBOPAIOIINE CMPo20My aasuknomy Kpumeputo (SAC) (To ects Qpyukuuu f, y xoroprix || f(z) @
f(z ®a)|| = 27! npu Beex a € V,,(2) Takux, uro ||al| = 1);

e ynosrerBopsmwomue kpumepuio SAC nopadra t (SAC(t)) (To ecTb pyHKIUY, Y KOTOPBHIX BCE HOADYHK-
LU, TIOTyYeHHbIE UKcanuelr He 6osee ¢ IepeMeHHbIX, yA0BIeTBOPsoT kpurepuio SAC);

¢ YIOBIETBOPAIOIINE Kpumepuio pacnpocmpanerus crenenu p (PC(p)) (To ecTtb dyHKIMU, Y KOTOPHIX
|f(z) ® f(z ®a)|| = 2" ! npu Beex a € V,,(2) Takux, uro 1 < ||al| < p);

e yaoBaeTBOpsIOmMEE Kpumepuio pacnpocmparenus PC(p) nopsaka t (TO ecTb pyHKIMHU, Y KOTOPHIX BCE
noAdyHKIUY, TOIyIeHHbIe (puKcanuell He 6omee ¢ mepeMeHHbIx, yaoBaeTsopsioT kpurepuio PC(p)); n

AD-

B T0 xe BpeMs, crienyeT 3aMeTuTh, ITO, HAIPUMED, 33348 TOCTPOCHUA KIACCOB (PYHKIWN, YIOBJICTBO-
pstomux kpurepuam CI(1) u SAC = PC(1) MoxeT pemaThes myTeM HOUCKa, PA3JIWIHEIX CACTEM JUHENHO
HE3aBUCUMEIX BEKTOPOB, COCTABIAIONMX 0a31UC BCEIO IPOCTPAHCTBA, CPEAN MHOXKECTBA BEKTOPOB, COOTBET-
CTBYIOLIUX HYJIEBOMY 3HAYEHUIO KOX(PDUIMEHTA NPe0OPa30BAHMA YOI U (GYHKINAN aBTOKOPPEJIALUAN COOT-
BeTCTBEHHO. [l05TOMY HaMWIMe KIACCH(PUKALNY, CYIIECTBEHHO O0IerIaeT 3318y ONMCAHAA TAKUX KIACCOB.
Tax, B paGoTe [28] JAHHBEI TOAXO IPUMEHAETCS A HOACIETa YUCIA (PYHKIUN, IPAHAIIEKAMAX KJIACCAM
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CI(t) u PC(p) n ux mepeceveHusM, B KJIACCAX DKBUBAMCHTHOCTU (DYHKIMI TPETHEU CTEINEHU HEIMHEMHO-
CTH OT INECTH IepeMeHHBIX oTHOcuTenbHO rpynnsl AGL(6,2)U;. B pabote [51] Ha ocHOBe kmaccudukamn
KyOmaeckux (pOpM IPUBOAUTCA ONUCAHUE KyOmaeckux GeHT GyHkumi, a B paborax [37, 30] npusegena xiac-
crUKANMA BO3MOXKHBIX TUNOB KyOwdeckux (n — 4)-ycronumebix ¢ynkumi. IIokazaHo, 9TO pasMEpHOCTH
IPOCTPAHCTBA CYMECTBEHHBIX MIEPEMEHHEIX [0 MOAYJI0 Ui HE MPEBOCXOANT 6 1 mMeeTCs POBHO CEMb KJIAC-
COB DKBUBAJEHTHOCTH OTHOCKHTEnbHO rpynnsl GL(n, 2))U; , cogepxammx Takue QyHKIMA. 3aMeTHM, 9TO B [5]
HAUJEHO TOYHOE 3HAaYeHue I o0mero uucia (n — 4)-ycronuussix ¢pyukuuu npu n > 10, npeacrasasomee
cO0OU MHOI'OWIEH JECATOU CTENEHH OT N.
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Hactp 111
Cexkiua «MaTemaTudeckue npoo6/1eMbl
nHPOPMAIIMOHHON 6€30MaCHOCTI»



Aarebpandeckue aTakm Ha MOTOKOBBIE MINQPPHI U
ajarebpanveckas IMMYHHOCTDL OyJIeBbIX PyHKIIAN

IO. B. Tapamuukos

1 IloTokoBbIe MmudpHI

IloToxoBEl muUdp, rOBOPA HEMHOTO YIPOLMIEHHO — DTO YCTPOUCTBO C MAMATHIO, KOTOPOE IOCJIE BBEICHUS B
HEro (<KJIIO‘Ia,))7 OHper[LeJIfIIOIHeFO HA4YaJbHBIEC 3HAYECHUS A4YE€CK HaM}ITI/I, r[[el‘/JICTByeT ABTOHOMHO 1 HpOI/I3BOr[LI/IT
TICEB OCAYIANHYIO TTOCAeJOBATENLHOCTD, KOTOPAA IPeobpasyeT UCXOAHOE COOOIeHre TOOUTOBO Wi ToHan-
TOBO B 3amucpOBaHHOE COOOILIEHNe, HAIPUMED, CKIAIRBAACH ¢ HUM TOOUTOBO IO MOLYJIIO 2.

[naBuEIME TPEOOBAHUAMYI K [TOTOKOBEIM wI(pPaM ABISIOTCA CKOPOCTb UX PAOOTHL ¥ HALEXHOCTL. Ilox
HAJEXXHOCTBIO IOHNMAETC HEBO3MOXHOCTD [JIsI IPOTUBHUAKA 33 PA3yMHOE BPEMs [I0 HEKOTOPOU MMEIOIIENCs
y Hero uHMOpMANNY, HAIPIMED [0 cxeMe mdpaTopa U NEPEXBAYEHHBIM KYCKAM BBLIAHHON MM IICEBIOCILY-
YAUHOY [TOCIEIOBATEILHOCTH, ONPENEeINTh BCIO IICEBAOCAYIaANHY0 IOCIEOBATEIbHOCTD NEINKOM, WK, ITO
PABHOBHAYHO, PACKPHITH (KW, YTO MO3BOIMAIO OB IPOTUBHUKY MOMEHTAIBHO YMTATH BCE HAIIM COOOIIe-
HUs, 3AIIA(POBAHHEIE € [IOMOIIBIO 3TOIO KJIOYA.

Oguon w3 HanbOIEE IACTO UCHOMB3YOMUXCA COCTABHEIX YaCTEN MOTOKOBHIX MU(pPOB ABIAETCA Peructp
Cusura ¢ Jluweunon O6parnon Cesaswvio (PCJIOC).

PCJIOC mpocTo peanmsyeTcs Kak 3JI€MEHT MUKPOCXEMEI U O4YeHb ObICTpO paboraer. McmonwnzoBanus
oxuoro Toabko PCJIOC HenoCcTaTOYHO, MOTOMY YTO CYIIECTBYET MHOIO ATAaK, MO3BOJIAKIINX PACKPHIBATH
o1 PCJIOC (HavaibHBIE COCTOSHUS €ro S9eeK) 33 MOINHOMUAILHOE BPEMs OTHOCUTENbHO N — LINHBL
KJII0Ya, B TO BpeMsA KAaK B UJA€AJe XOTEeJIOCh Obl, YTOOBI IPOTUBHUK HE MMeN Obl HUKAKOr'0 60Jee mpoCcToro
coco6a, 1eM mepe6upaTh BCe BO3MOKHEIC BADUAHTHI KIIO4YeH, KOTOPhIX 27, 1 CpaBHMBATE IIPOU3BOIUMEIE
VMU IICEBI0CIYYAUHbIE MOCIEI0BATEIBHOCTY C IEPEXBAYCHHON.

[lst TOro, YTOOH U36ABUTHLCA OT JuHenHOu 3asucuMocTtu Beigasaemou PCJIOC nces gocayvannon mocie-
NOBATEIBLHOCTU OT HAYAMBHEIX COCTOAHUU AYEEK, 3HaUeHUA HeKOTOPEIX N aueek PCJIOC B Kax 611 MOMEHT
BPEMEHU NMOJAI0T HA HETUHEUHBIN (DIILTP, IPENCTABMAIINN COO0U OyaeBy (PYHKIUIO OT 7 TepeMeHHBX. U
y2Ke BLIXOTHOE 3HAYEHNE 0YIeBOU (PYHKUIUY ABIACTCSI OYEPEIHEIM DIEMEHTOM IICEBNOCIYyIalHON OCIEI0BA-
TeapHOCTH. Mogens moTounoro umgparopa, ocHoBanaas Ha PCJIOC u HenmunenHoM GuibTpe, IOKA3aHA HA
puc. 1. CymecTByOT, KOHEIHO, U APYTUe MOJIEIH, OHAKO YKA3AHHAS SBIAETCSI ONHOM M3 CAMBIX PACIPO-
CTPAHEHHEIX.

Peructp Cusura c Jlunennou 06paTHou Cmasww (PCIOC)

HemuHeMHEU ¢uIbTp f

UCXOomHOe coobumeHue /\ 3aumppoBaHHOE COObIEeHUe
= +

Puc. 1: [Torokosein mmdp, cocrosamun u3 PCJOC u meruuennoro ¢puibrpa
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B 2002-2003 rogax H. Kyprya [12, 13] u pag ero xomier paspaboTalyd HOBHM BUAJ KPUITOrPAbUIeCKON
ATAKU — TaK HA3LIBAEMYIO aIre0paMIeCcKyIo aTaKy, OKa3aBIIAsCA BeCbMa 3(hdEKTUBHOU IPOTUB PACCMATPU-
BaeMOr0 HAMU 3[€Ch TUIA IOTOKOBHIX mU(pPOB. [IprMenenre >To1 aTaku OCHOBAHO HA MOCTPOEHUN TOIHOU
Wiy IPUOIVKEHHON CUCTEMEI HEIMHEMHLIX YPABHEHUN HEBLICOKOW CTEIIEHU, CBA3LIBAIOIIEN HAYAILHEIC 3HA-
venus sueek namsatu PCJIOC u 3Hadenus nepexBaveHHON NPOTUBHUKOM IIOCIEI0BATEILHOCTY, U PEIIEHNS
3TOU CUCTEMEI Iy TeM MOCIEAYIOIEN TUHEAPUIAINY U IOy IeHUA U3 Hee TePEOnPeNeIeHHON CUCTEMbI TUHEN-
HLIX YPABHEHUU.

B cBssu ¢ paspaborkou stou araku H. Kyprya BoiaBunya HOBbie TpeGOBAHUA HAIEKHOCTU, KOTOPHIM
NOMKHA YIOBIETBOPATEL OyieBa QYHKIUA f, UCTTOAb3yeMas B Ka4eCTBE HEIUHEUHOrO puabTpa: pyHkiusa f
HE TOJBKO He JOMKHA UMETh XOPOIIEW anmpoKCuManuu (GYHKIIUAMEA HEBEICOKOU CTENEHU, HO U He MOJKHO
CYUIECTBOBATH (PYHKIUNA ¢ HEBBICOKOU CTEMEHM, TAKOU ITO PYHKIWMA f - g TOXKE HEBEICOKOU CTEIEHU WA XO-
poro anmpokcumMupyeTcsa pyHkumen HeBbicokou crenenu. H. KypTya nokasas, 9To npoTus anreOpandeckon
araxu 0601 mudp ¢ GUILTPOM, y KOTOPOro He 00jiee 4eM AeCiATh BXOLOB, 3aBEJOMO HE yIOBIETBODSET
TpebyeMbIM KPUTEPUAM HAJAEKHOCTHU.

2 Auare6Gpamyeckas aTaka

Ascebpauneckas amarxa — 3TO aTaka Ha MUPD, 3AKIOIAIONAACT B IOCTPOCHIN CACTEMBl YPABHEHUU IO
BO3MOXHOCTHU MEHBIIEN CTEMEHU, CBA3LIBAIONINX DJIEMEHTHI K094, 3JIEMEHTE BEIXOJHOU MOCAENOBATEIBHO-
CTH, 8 TAKXKE, BO3MOXKHO, HEKOTOPHIE TPOMEXKY TOYHBIE TAPAMETPEI, U TOCIEAYIOMEM PEMEHNN TOCTPOCHHON
CUCTEMEL.

Huxe Mb1 paccMoTpuM HauboJee TPOCTHE U OOIUe BUAK aareOpandecKux aTak Ha, MOTOKOBLIE MIU(PHI,
ucnoas3ytomme PCJIOC u veaunenusin GpuiasTp.

DJIEMEHTEI BEIXOJHOU MOCAEA0BATEIbHOCTH mmdpa {b;} ecTh GyHKIMM OT HAYANBHBIX COCTOSHUN DEru-
CTpa CABUra:

b; = f(Lz(kOJ .- 'aknfl))a

raen — IIUHA PErucTpa, L — JMHENHLIN ONepaTOp MEPEX010B, 33,JaBAEMBII PETUCTPOM, f — PUILTPYOMmAs
OyseBa PyHKITUA.

3Has HEKOTOpPHIE DIEMEHTH! BEIXOLHOU MOCJIEI0BATEALHOCTH {b;} (faxke He 063aTENBLHO MOCIEI0BATENb-
HEIE), MOXKHO MOJIYIUTh CUCTEMY OyJEBHIX YPABHEHUU OT 7, MEPEMEHHEIX cTeneHu deg f, u3 KOTOpOU myTem

deg f
JIMHEAPU3ANNAN MOXKHO MOJIYIATH CUCTEMY JUHEVHEIX YPABHEHUN OT (7) TIepeMEeHHBIX.
Jj=0
OIHAKO CymIECTBYIOT MOAXOMAbI («CHEHAPUNY ), yIPOMIAIONINE ATAKY:

e [OMHOXUTDL (PYHKUUIO f HA (QYHKIUIO ¢ HEBLICOKOU cTeneHu (K d), Tak ITOOLI MOAYIMIaCh (PyHKIIUA
h seBricokou crenenu (< d), TOra MOLYIaETCA CUCTEMA, YPABHEHUN CTENEHHU, He TIPEBOCXOAAIER d;

e NOMHOXUTH QYyHKINIO f HA (PYHKIMIO ¢ HEBLICOKOU CTEIEHU, TAK ITOOBI MOy YUICA TOXK I6CTBEHHBIN
0, B 5TOM CiIy9ae TOXe MONYy9IAeTCa CUCTEMA YPABHEHUN CTEMEHU, He MTPEBOCXOAAINen d, TOIBKO yPaB-
HEHU TOJLY 9aI0TCA TOJABKO IJIA DJIEMEHTOB BEIXOLHOU ITOCIEN0BATEIHHOCTH, PABHEIX 1 (/11 DIeMEeHTOB
BLIXOJHOU MOCJIEI0BATEIBHOCTH, PaBHEIX 0, momy4aoTcsa «ypasaeHus 0 = 0).

To xe camoe BMeCTO pyHKIuN f MOXKHO mpogesars u ¢ dpyuxiuen f + 1.

Mertep, acamwy, Kapie [19] cBenn onucaHHEIE CHEHAPUA K OTHOMY: NI (GDYHKIMK [ TOMKHA HAUTUCH
HeHyJeBasA (PYHKIUA ¢ HEBEICOKOU CTeneHu, Takaa 4to aubo fg = 0, m6bo (f + 1)g = 0.

COOTBETCTBEHHO, U1 TOrO YTOOHL (PEKTUBHAA ANreOPANIECKAA ATAKA B TAKOM BUJE HE MOIVIA OLITH
mpoBegeHa, GYHKIUA f, ACIOAL3YIOMAACA B KAIECTBE HEIUHENHOr O (PUIBTPA, JOIKHA 00IaJaTh JOCTATOIHO
BLICOKOU (42e0Pauueckot UMMYHHOCTIbIO.

Anrebpandeckon ummyHHOCTHIO Al(f) PyHkumn f HazbIBAETCA MUHMMAIBHASA CTEIEHb TAKOU HEHYJIEBOU
¢dysxmmu g, aTo mubo fg =0, m6o (f +1)g = 0.
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3 Haxoxgesune gaa GUIbLTPyoOIIen QPYHKIUA AaHHUTHIATOPa He-
BBLICOKOM CTEIeHU

OcTaHoBIMCA BKPATIE HA BOIPOCE HAXOXKIEHUS Mg GuIbTPyomend GYyHKINY AHHUTWIATOPA HEBEICOKOU
CTeneHu. 3aMeTUM, UYTO MOCKOJIBKY cxeMma mmdpa KUCIONb3YeTCs HEOIHOKPATHO, DTy paboTy MOXHO pac-
CMaTPUBATH KaK HpeaBurancaenus. QOOBIMHEIN ¥ HAMOOIee eCTECTBEHHBIN CIOCO0 TOUCKA, AHHUTMSITOPA, 3a-
KIIOYAETCA B COCTABIEHUN CUCTEMEI YPABHEHUN, IIEPEMEHHEIMU KOTOPOU ABIAIOTCA HEOIpPeNeJeHHBe KOdgh-
(PUIMEHTE IPU CIArAEeMBIX TOJUHOMA, AHHUTUIATOPA TPEOyeMOUN alreGpanvdeckKon CTEIeHN.

st pyHKIMI, 3aJaHHBIX KOPOTKUM monuHoMoM, B. B. Baes [1] paspaGoTan Apyron altropuTM IOCTPOe-
HU CHCTEMBI, CJIOXKHOCTb KOTODPOI'O 3ABUCUAT OT YKCJA IePEMEHHLIX U YUC/JIa MOHOMOB B [IOJIMHOME (DYHKITHN.
Kakon u3 crioco60B 23 pexTuBHEE — 3aBUCAT OT JOMOJIHUTEALHEIX YCJAOBAX (OT COOTHOLIEHNS NapaMeTPOB).

4 DBbicTpasa aarebpamveckas aTaka U APyrue moaxo bl

CoCTaBIEHHYIO CUCTEMY HEIMHEMHEIX YPABHEHUU HA KO(PPUIMEHTH AHHUTWIATOPA, MOXKHO PEIIATh HE B JIO0,
a CBOJS €€ TPEIBAPUTENBHO K CUCTEME MEHBIIEU CTENEeHU, UCTIOAb3Y S 3aBUCUMOCTh MEX 1y KO2(hDUIMEeHTA-
Mu. DTOT METOJ HOJLy4nI HasBaHue 6bicmpot aseebpavueckot amary [14, 7, 18]. IlpoGrema 3akmogaeTcs B
HaXOXJeHnn Takou 3asucuMocTu [8]. IIpu GuicTpon anreGpamdeckon aTake MOryT 5 QhEKTUBHO UCIONb30-
BAThCA JOMOJHATENIbHEE TEXHUIECKUE TIPUEMEL: JUCKPEeTHOe npeobpasosanue Pypoe [18], 6azuckr I'pebuepa
u apyrue.

Nanoxennsie 31ech anrebpandeckne aTaku UMET U BePOATHOCTHBIE Bepcuu. OHU NPUMEHUMBI, KOT'Ia,
duabTpyooman GYyHKIUA UMEeeT OYeHb XOPOIIYIO ANIPOKCUMAINI0 GYHKINEN ¢ HU3KOU AIre0pandeckoun uM-
MYHHOCTBIO.

PaccmarpuBarorcs um aarebpamdeckme aTaky Ha mUQpH ¢ JONOJHATEILHEIMA SIeUkaMu namarta [6)].
PesysbraTel ucciegoBaHuil rOBOPAT O TOM, 9TO IPU NEPEHECEHUU U3BECTHHEIX METOJ0B AAre0pamdecKux
aTak Ha DTOT CAyYad, uX 3(PpGHEKTUBHOCTHL YMEHBIIAETCA C POCTOM 4UMCIa A9eeK. HO U [JOKa3aTelbCTBO
HA,JEXHOCTY [MONYYIAMUXCA I(pPOB B DTOM CIy4ae 3aTPYIHACTCS.

YacTo cTaparoTCs UCTIOMb30BATE MMU(PHL «C HECKOJILKUMU BLIXOJAMU», Y KOTOPHIX 33, OJUH TAKT PAOOTHI
CEHEPUPYETCs HECKOIBKO CUMBOJIOB BHIXOHOU MOCIEA0BATENLHOCTH [17]. DT0 yBeanduBaeT GEICTPOAENCTBIE
umgppa. Ho mpu 5TOM yMEHBIIAETCA HAMEXKHOCTL. Pe3ylbTaThl UCCASNOBAHUN TTOKA3KIBAIOT, YTO B 3TOM
caygae >GpPEKTUBHOCTD aarebpandeckKon aTaky JOMKHA, OBITh, BOOOIIE TOBOPS, OOJIBINEN, XOTS NOLYI€HHEIE
IO CUX PE3YJbTATHI HOCAT OOJBIIEN YACTBI0 TEOPETUIECKUAN XaPAKTED.

3aMeTuM, 9TO CTPOrOro MaTeMaTUIeCKOrO 000CHOBAHUA TOrO, YTO CUCTEMEI UMEIOT €IUHCTBEHHOE Pe-
menue, veT. [[pakTraeckue peKOMEHIAIUY TOBOPAT, 9TO YPABHEHUN HYKHO MOLYIATH «IyTh» OOMIBIIE, Y€M
OymeT nepeMeHHBX. KOMIBIOTEPHEIE SKCIIEPUMEHTHI 1151 HeOOIbIINX 3HAYECHNN TaPAMETPOB IO ITBEPK JAI0T
DTOT TE3UC.

5 Aare6pamdeckas MMMYHHOCTD GyJIeBbIX (hyHKIIAN

Anre6pamdeckas IMMYHHOCTD GYJI€BLIX (DYHKIMM — DTO CBOUCTBO, MTO3BOJSIONIEE IPOTUBOCTOATL HEKOTO-
PBIM BHIAM AIreOpandecKnx aTak.

Hanomuum, uro aareGpamdeckon umMyHHOCTBI0 AI(f) dyHkunu f Ha3BIBaeTCA MUHUMAJIBLHAS CTENEHb
TAKOU HEHyJeBOU pyHKIUHU ¢, 9T0 aubo fg = 0, 6o (f + 1)g = 0.

Dyuknus g Takas, uro fg = 0, Ha3BIBaETCA arHuUAAMOPOM DyHKUUU f.

Bepxuss onenka aarefpandeckon UMMYHHOCTH JII060U OyaeBOU (QyHKIMK OT 7t IEPEMEHHBIX OLEHUBACTCS
caegyromum o6pasom [13]:

AL < [5]-

[1s1 paspabOTaHHBIX K JAHHOMY MOMEHTY IreOpaniecKux aTak s TOr0, ITOOH anaredpandeckue aTa-
KU H3 mudp ¢ PErUCTPOM CABUra AauHbl 128 Obutu He 60mee 3(phEeKTUBHEI, YeM MOJHEIN Tepebop KIHUen,
aarebpandeckas UMMYHHOCTD (QUILTPYIOUMX OyJeBLIX (DYHKIUU JOMXKHA, OLITH HE MEHBINE, YeM TPUMEPHO
12.
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6 ITocTpoenmue GyeBbIX (PYHKIINA C BLICOKOU aJrebpamseCKOr nM-
MYHHOCTBIO

B crarse Menepa, Ilacamuaa u Kapae [19] moxazano, 9To anre6pamdeckas MMMYHHOCTD «IOYTH BCEX» Oy-
JIEBBIX (DYHKIWU OT 7 MEPEMEHHBIX ACUMIITOTUYECKU He MeHbire, yeM npumepHo 0.27n. OaHaxo mpobaema
COCTOUT B JOKA33aTEILCTBE HUXKHUX OLEHOK ANreGpamvdeckoll UMMYHHOCTH KOHKPETHBIX IIOCJAEL0BATEILHO-
cTen (PyHKIUYN, IPUYEM XKeTATEIHHO 0018, TAONIINX XOPOIIMMI XapaKTEPUCTUKAMY U [0 IPYTUM KPUIITOrDa-
(puIecKn BaXXHEBIM CBOUCTBAM.

K macTosmeMy MOMEHTY NPUMEHAINCH CIEAYIOUINE CIOCOOH NOKA3ATENbCTRBA HUKHAX OLIEHOK aaredpa-
M9IEeCKON MMMYHHOCTH KOHKPETHHIX IOCIeJOBATEIBHOCTEN OyIeBhIX (DyHKINN:

® UHOYKMUBHVLIY — [T PEKYPCUBHBIX KOHCTPYKIIMH, IIPOCTIEKWBACTCA COXPAHEHWE N BO3DACTAHUE
COBOKYTIHOCTEU XapPaKTEPUCTUK HA KAXKJOM IIare MOCTPOECHMUS;

® GHAAU3 CUCTNEM AUHETHLIT YPABHEHUT — TIPU TONBITKE MOCTPOUTH AHHUTWIATODP MEHBIIEN CTENeHU C
TIOMOMIBIO HEONIPEAENIeHHBIX KO3(M(MUIIMEHTOB €r0o MOINHOMA MOKA3BIBAETCA, YTO MOMYYAIOMAACA CUCTe-
Ma JUHEUHEIX OYJEBHIX YPABHEHUU UMEET TOJBLKO HYJEBOE PEIleHue.

A. A. Bores B 2004 roagy [2, 3, 10, 5] gas pexypcusrOU kOHCTPykumu dyskmmy u3 [20], gocTuraommx
ONTAMAJILHOI'O COOTHOIIEHUS MEXK 1y HEIUHENHOCTHIO U yCTOMIUBOCTBIO, JOKA3AM, YTO AAreOpaniecKas uM-
MYHHOCTb (DyHKOUE W3 >TOM mocaegoBaTeasHocTu pasaa (U(y/n). Merox nokasarensCTBa GBLT UHIYKTUB-
HeIM. A. A. Bores nocrponn Takxe [4, 5] HOBoe 60IBIIOE CEMENCTBO PYHKIUN € TAKIMU K€ XapaKTEPUCTH-
KaMU.

B 2005 roay danam, I'ynra m ManTpa [15] mOCTpOMIN PEKYPCUBHYIO MOCTENOBATEILHOCTE (BDYHKIWN,
NOCTUTAIOMIUX MAKCUMAILHO BO3MOXKHOrO 3Havenua AI(f) = |—§-| . llepBOHAYANLHEIN METO] JOKA3ATEILCTBA
— aHaJM3 CUCTEM JUHEWHBIX YPABHEHUU, OMHAKO B puHATLHOUN Bepcuu paborwl Ha FSE onu samenuau ero
Ha MHAYKTUBHOe. HeluHeHHOCTL (GYHKINH U3 MX pabOTH OLEHMBAETCA Kak 27 1 — (L"T/L2 J), YTO HE OYEeHb
XOPOIIIO, IOTOMY 9TO OTHOCUTEJIbHAA HEIUHENHOCTD B 3TOM (JIy4ae PaBHA

nl(f) 1 1

2 T2 a2

9TO CTPEMUTCA K 5 HEJOCTATOTHO GHICTPO.
B apyrou pa6ote B 2005 rogy Jaman, Mantpa u C. Capkap [15] nocTpownn eme oanu kiaacc GyIeBEIX

dyuxIUN, QYHKIUN, TOCTUTAIMNX MAKCAMAIHLHO BO3MOXKHOTO 3HAYEHUS AIreOpandeCKOn UMMYHHOCTH
n
A1) = [5]-

MeTon 0Ka3aTeNbCTBA — AHAINA3 CUCTEM JUHEUHBIX YPABHEHUN, HO OY€HBb MTPOCTON: [JIA OLHOTO 33, IPYTUM
HEOIIPEIEJEHHBIX KOX(P(PUINEHTOB aHHUTMIATOPA [MOKA3BIBAETCS, ITO 3T KO3 durmenTtrl paBuer 0. K mo-
CTPOEHHOMY KJIACCy OTHOCUTCSI X M3BECTHAS (PYHKIUA IOJ0COBaHMs. HelMHENHOCTD OCTPOEHHBIX (DYyHKITUN
OLICHUBAETCA TOU XK€ BEeIUIUHON:
21171 _ ( n )
[n/2]

B crarve Bpexena u Ilpunens [11] ananormgHbe pe3yJabTATH PACHPOCTDAHEHEl HA HEKOTODHIC BUIEI
CIMMEeTPUYECKUX QYHKINN, OOHAKO PACIIAPEHNE KIACCa MYHKIWN, Ha KOTOPHIX JOCTUrAETCSI MAKCAMAIBLHO
BO3MOXHAsI aJare0paniecKas UMMYHHOCTD, JOBOJIBHO HE3HAMUTENLHO.

M. C. Jlo6auos B 2005 rogy mokasai, 9TO HEIMHENHOCTD JH000U OyaeBon GyHKINA ¢ AIreOpandeCcKOu uM-

k 2’”—1 n—k n—1\ __ 2 k—2 (n—1
MYHHOCTBIO K HE MEHbIIe, YeM =Y ik ( i ) =230 ( i ), TIpUYEM DTa, OLIEHKA JOCTUIALTCS IPU
JIOOBIX BOBMOXKHEIX 3HAYEHUAX apaMeTpoB n u k. I3 5TOro HepaBeHCTBA, B 9a4CTHOCTY, CJAEAYET, ITO (PYHK-
UM, TOCTPOEHHEIE B [15], cpean Bcex QYHKIMI ¢ MAKCUMATLHO BO3MOXHON aIre6pandeckor NMMYHHOCTBIO
MEIOT HAUXYIUIYI0 BO3MOXHYIO HEIAHENHOCTD.

Hamn 3amedeno, 9T0 uMes GyHKIUIO OT k IEPEMEHHBIX ¢ MAKCUMAJIHHO BO3MOXKHOM HEJMHENHOCTHIO |_§-| ,
MOYHO TIOCTPOUTH GeHT (GyHKImO ((QYHKIMO ¢ MAKCUMATHHO BO3MOKHON HEIMHEMHOCTBIO 271 — on/2-1

U OTHOCUTETLHOU HEJUHENHOCTHIO % — 3= /22 +7) OT n = 2k MepeMeHHHIX C ATre6PANIecKON NMMYHHOCTBIO
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IPUMEPHO 7, & HA €€ OCHOBE yCTOMYMBYIO (DYHKIMIO C TEMU e arre0pandecKor MMMYHHOCTBIO U OTHOCH-

TEJLHOU HEJUHENHOCTBIO. DTOr'0 JOCTATOYHO A MPAKTUIECKUX meaer. Tak, mia TOro 9To0LI COBPEeMEH-
HBIE METO/AHLI OBICTPLIX AIre0panvdecKux aTaK HE JABAJIU BBIACDHIIIA 10 CPABHEHUIO C IPOCTHIM IEPe6OpOM
KJII09eH, JOCTATOYHO, YTOOLI aIre0pandecKas MMMYyHHOCTh KOMOMHUPYIOMMX (PYHKUUN OBLIA HE MEHbIIE,
yeMm mpuMepHO 12. B cooTBeTCTBUU CO CAEIAHHBIM BHIIIE 3aMEYAHUEM [JIL DTOIO JOCTATOYHO UCIOIL30BATH
dyuxmio ot npuMepHo 50 MEPEMEHHBIX, MPOCTO BHEIYUCIAIOINYIOCH, HETUHEMHOCTh KOTOPOU JOCTATOYHA,
YTOOBL IPOTUBOCTOATE OBICTPOU KOPPEIALNOHHON ATaKe.

OTkpBITEIME TPOGJIEMAMU ABIAIOTCS CJIEIYIOIITE:

e nocTpoeHue GeHT GYHKINNA C MAKCUMAILHO BO3MOXHOU aIrefpandeckon UMMYHHOCTBIO;

® MOCTPOEHUWE YCTOUYUBLIX (PYHKIUUN C OJUBKAMU K ONTUMAILHEIM AJre0pamdeckon MMMYHHOCTBIO U
HEJIMHENHOCTHIO;

e nocTpoeHune GOJIeE MMPOKUX KIACCOB (PYHKIMU C ONTAMAIBHEIM COYETAHUEM TPEOyEeMBbIX KPUITOrDA-
(puaeckux CBOUCTB;

e (HOPMYIUPOBKA KPUTEPUEB CTOUKOCTU Ui (bYyHKIUU-(PUILTPOB IPOTUB APYruX (60Jee MpoIBUHY THIX )
PA3HOBUIHOCTEN AATe€OPAMIECKUX ATAK U MOCTPOEHNE (DYHKIUN, Y IOBIETBOPSIONINX STUM KPUTEPUIM.
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I'omoMopdpu3MbI IBOMYHBIX PETHCTPOB CIBUTA
B. 1. ConopoBHuKOB

ToMoMOpPU3MEI ABAAIOTCA HEOTBEMIEMOUN YACTHIO JIO00U KATErOPUM, B TOM YHUCJIE U KATETOPUMA ABTO-
MarToB. B HacTosmeM nokiane ONUCHBAIOTCA MOMOMOP(U3MBI ABTOMATOB, HA3LIBAEMEIX ABOUYHBIMU PEru-
CTpaMy CABUIA, C JUHEHHON II0 BXOJHOU II€PEMEHHON (PyHKUIMEH OOPATHOU CBSA3U, TO €CTh ABTOMATOB, BEI-
DPabATHIBAIOIIUX J80UUHBIE AUHETHO YNPABAAEMBIE YCAOHCHEHHBIE DEKYDPEHIMHBLE NOCAEIOBAMEALHOCTIU.
OKa3BIBaeTCs, 9TO BCAKUU FOMOMOPGU3M TAKOI'O PErucTpa PA3Iaraercs B KOMIO3UIMIO [OMOMOPOU3IMA,
HA PErucTp U HEKOTOPOT'O TOMOMOPGU3Ma, OIU3KOro K m3oMopduaMy. [Ipu omucaHum 3TOr0 Pas3IoXeHus
OCHOBHYIO POJIb UI'DAET HEKas OLEPAINs, PACIPOCTPAHSIIOWIAS 0NEPAUUI (NPOU3BEIEHUE MHO20UAEHOE) HA
MHOHCECTNBO BCeT d60ouunbiy Pynryuld. Bopoc 0 romoMopduaMax perucTpa CBOAUTCI K BOIPOCY O IIOMCKE
O0IIUX AeIuTeTen ero (PYHKIUN 00PATHOU CBA3KM U BEIXOIHOU (DYHKITUN.

NanaraeMble Hike pe3yabTaTs paboTH [3] 6asupyrorcs Ha pesyabrarax K. I'. Tabonosa, B. A. Bamesa,
A. fA. TIpococoBa, BHECIINX 3HAYUTENbLHBIN BKJIA] B Pa3pabOTKy JAHHOU TEMATUKU.

[anee norpebyiorcsa caenyromue 0O03HAMEHNs M TEPMUHOJIOT .

¢ V,, — MHOXECTBO BCEX NBOWYHEIX CTPOK MJIUHEL 1, 1 > 0.
e F,, — MHOXECTBO BCEX ABOWYIHHIX (PYHKIUU OT 7 [NEPEMEHHEIX.
e F | — MHOXECTBO BCEX JMHEHHBIX 10 nocefuel (1o ectb (n + 1)-if) nepemennon dyuxmuit w3 F, 1.

Yepes 1 0603HAYALTCA KOMIO3ULUA OTOOPAKEHUN, TIPU KOTOPOU (0 TEUCTBYET MEPBLIM.

Asmomamom ¢ BxOgHBIM andaBuTOM X, MHOXKECTBOM COCTOAHUM S, BEIXOAHBIM aabasuToM Y, GyHK-
nmen mepexonos 6: S X X — S uw pyskumen Beixogor A: S X X — Y Ha3LBaWOT maTepky OOBEKTOB
A = (X,S,Y,0, ). lIpu srom noapasymeBaeTcs, 9To ecau aBToMaT A HAaxomuTcsa B COCTOAHMU § € S u
HA €r0 BXO[ IOJaeTCs BXOLHOU CUMBOJ £ € X, TO Ha BBHIXOJE €r0 MOABIAETCA BEIXOJHOU CUMBOI (S, %) u
aBTOMAT HEPEXOAUT B COCTOAHUE (S, ).

PasBusas TepMuHOIOrMIO pAGOTH [1], ABOMYHEIM pe2ucmpom cosuza daunvt n ¢ Pywrxyuet o6pammnoti
cea3u [ u swixodnot gywxyued h, rae f,h € F,41, 6ynem masesare asromar R(h, f) = (Vi,Va, Vi, p,p), ¥y
KOTOPOro YHKINA MIEPEXOJ0B p M DYHKINA BHIXOLOB [/ OIPENEIAI0TCSI PABEHCTBAMY

p(($17"'7$n)7$) = ($27"'7$n7f(x17"'7$n7$))7
p((Z1y. oy Zn)yx) = A(x1, ..o Ty f(Z1, ..oy T, T))

[ULSL TEOOBIX X1, - . ., Ty, & € V1. PerucTp caBura 6e3 Bexoga ¢ pyHkImen o6paTHou cBs3u f Oyaem 0603HAYaTh
gepe3 R(f). OTu aBTOMATE M306paxkanTCsa CACAYIOMMM 06PA30OM:

X

Rhnf) | R(f)

Tomomopdusmom asromara A' = (X', 5", Y §,\') B aBromar A = (X, S,Y,d,\) HaswiBaeTCsa Tpouka,
orobpaxenunt (a,3,7), a: X' = X, : 8" = S, v:Y' = Y, ynoaersopswomux ycaosuam [$0' = §(8 x
a), YA' = A(B x ). Oror daxT o6o3HauaT caeaywomum obpasom: (a,f(,7): A — A'. Ecm o u v —
TOX IECTBEHHEIE BJOXKEHUA, TO FOMOMOP(GU3M HA3EIBACTCA 6HYyMpentum u obo3nadaerca: §: A — A'.
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96 B. . ComoxoBruKOB

Cpa3sy oTmeTuM, 9TO, KaK 1 A/ JIOOEX aBTOMATOB, J000ou romomopdusm («, 8,7v): R(h, f) = A peru-
crpa R(h, f) B aBromar A = (V1,5,V1,6,\) cBogurca x BHyTpernemy romomopdusmy (: R(vh, f) — Aa,
rge Aa = (V1, S, V1, 0a, Aa), da(s,z) = 0(s, a(x)), Aa(s,z) = A(s,a(z)). llosTomy manee Gyzem paccMarpu-
BaTb TOJIBKO BHYTPEHHIE TOMOMODP(U3MEL.

[ust mr00ex f; € Fp 41, @ = 1,2, onpenemum dyHKINIO

fa< f1 € Fypnatt

u oToOpaxkeHue
Tfinat Vardng = Vg

paBeHCTBAMU
f2<a fi(@1,- s Tnytnat1)
= fQ(fl(wla s 7$n1+1)7 f1($27 SR 7$n1+2)7 - -,fl(xn2+1; R 7$n1+n2+1))7
7rf1,n2(m17"'=xn1+n2)
= (fl(IL'l, e ,$n1+1), fl(.'L'z, e ,.’L‘n1+2), .. .,fl(:cnz, .. .,$n1+n2))
JJISL MOOBIX X1, .- ., Tnytnatl € Vi, TAK ITO fo < fi = fomrp pot1-

CocrosHus aBTOMATa HA30BEM COBNAJGOWUMY ¢ 300epHcKol, eCIn NI HEKOTOPOro k mobas BXOLHASL
MOCJIEJOBATENbHOCTD [IJIUHLL Kk MEPEBOAUT UX B OQUHAKOBLIE COCTOSHU.

BuyTpennui romomopdusm apTomaTos 3: A’ — A nazosem usomopdusmonm ¢ 3adepickoti, ecmm oTo6pa-
KeHye 3 CIOPBEKTUBHO U LA JIIOGOr0 COCTOSHUA § aBTOMAaTa A BCe COCTOAHMA MOMHOTO npoobpasa 31 (s)
COBIIQAOT C 331EPIKKOU.

OCHOBHEIM PE3yJIbTATOM ABIAETCA CAEAYIOMAS TEOPEMa O PA3IOKEHUU TMPOU3BOILHOIO TOMOMOPPU3MA
PErucTpa B KOMIO3UIUIO MOMOMOPMU3MA HA PETUCTP U M30MOP(PU3MA, C 33IePKKON, TPUIEM DPABIOKEHUN,
IO CYITIECTBY, OJHO3HATHOM.

Teopema 1. Ilyemo n > 0, f € Fi ,, h € Foy1 , A = (V4,5 V1,8,0), A = (W,5,96), B: R(f) —
A — clopvexmusnbiii 2omomopguam. Tozda cywecmeyiom fi € Fr o1, fo € Fy 4y, 2deny +ny = n,
u uzomop@uam c 3adepacrot Bo: R(fa) — A maxue, umo f = fo < fi, B = Tpne: R(f) = R(f2) —
CIOPBEKMUBHBLT 20MOMOPPUIM U BLINOARAIOMCA CAeOYOUUE CBOTCMEA:

1) B = B1B2;

2) ecau 3= 3,85, 2de B} : R(f) — R(f5) — eomomopguam, B5: R(f5) = A — uzomopdusm c 3adepoc-
xot, f) € F;,z_H, mom =ny —nh =0 u das wexomopoeo ¢ € Vi 8LINOARAOMCA PAEEHCMEA

Bl =Tl ny = T(c@omer)mtBls B2 = Bol(cqmin)nls
fi=(@zmp1)<fi, fo=Ffr9(c®Tmp)

u, 6 wacmuocmu, ecau f cywecmeenno 3asucum om 1-i nepemennot, mo ny =nh u f] = f1 e,
fé = f2(x1 De, ..., Tny1 GBC); /Bé = ﬂ2($1 De, ..., Tn, @C),'

3) ecau B: R(h,f) > A — 2omomopgusm, mo cywecmsyem hs € F, 11 maxas, wmo h = hao < f1 u
B1: R(h, f) = R(hs, f2), B2: R(ha, f2) = A — 2omomopPusmor.

AsTOMAT HA3LIBAIOT NOJCMAHOB0UHbIM, ECIA BCE €r0 YACTUIHBIC (PYHKINU TEPEXOJ0B ABIAITCA TO.-
CTAHOBKAMU MHOXECTB3 COCTOAHUU. QYeBUIHO, 9TO [ ABOMIHOIO PETUCTPA CABUTA HEHYJIEBOU NIMHBI
MOICTAHOBOYHOCTL PABHOCWIBHA auketinocmy Pynkyuu o6pamuot ceasu no 1-i nepemennot, a B ciaydae
JUHENHOCTU (PYHKIUA OOPATHOU CBA3U MO MOCICIHEN TMEePEMEHHOU PABHOCWIBHA €lle U OTCYTCTBUI Pas-
JIMYHEIX COBIIAJAOMINX C 3a0ePKKOU cocTosann. C/ieq0BaTEIbLHO, HE IOCTAHOBOYHBLIM PErUCTD CABUra 6e3
BBIXO1a, [IMHEI OOJbIIeN 1 ¢ JUHENHON 10 MOCIEeIHEN IEPEMEHHON (PyHKINE OOPATHOU CBA3M BCEr'1a UMEET
HETPUBUAILHBIE B30MOPGU3MEI € 3anepxkkou. 13 Teopemur 1 moayuaem caeacrsue 1, nokasannoe A. fI. IIpo-
COCOBBIM [JIs1 PETUCTPOB 0€3 BEIXOAA.

Caencrsue 1. Jobot 2omomopdubii 06pa3 deouunozo peaucmpa cdsuza ¢ aunetnot no 1-i u nocaednet
nepemennvim Gyrnxyuet 06pamuott cea3u u30mopPen Hexomopomy 08 0uUHOMY Pe2ucmpy cdsuza ¢ aunetnot
no 1-i u nocaedneti nepemennvim Gynrkyuet o6pamnot ce43u.
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Caencrsue 2. Job6ot 2comomopduvii 06pa3 deouunozo pecucmpa cdeuza ¢ aunetdnot no nocaednel nepe-
mennot Pynxuyuetd obpamuoti ceazu u aunetdnot no nepsotli u nocaednel nepemernvim LIL0INOT Pynryuel
uzomopden nexomopomy deouunomy peaucmpy cdéuza ¢ aunelinoli no nocaedneli nepemennoti Pynwxyuetd
06pamnot ce4a3u u aunetinot no nepsoti u nocaedneti nepemennvim 8bIL00HOY PynKyUet.

PaccmoTpum Teneps mroxcecmeo scex deowunniz Gynkyut F = ;o Fny1. OTHOCHTEIBHO Omepanyuy <
OHO ABJAETCA MOHOMJIOM C €IMHMYHEIM diaemeHToM z1 € Fi. CaemoBareabHo, HA MHOXeCTBe F' BO3HuMKaeT
COOTBETCTBYIOIIEE TPAH3UTUBHOE M PeICKCUBHOE OMHAPHOE OTHOMEHUE deaumocmu (cnpasa) |, KOTOpOE
ompegenseTcs caeayiomuM obpasom: fi | f moeda u moavko mozda, ko2da f = fo <4 fi das wexomopoi
fo € F (xomopyw masosem uwacmuvim om desewus [ wa fi, a fi — deaumesem f). D10 oTHOmEHWE He
SBJSIETCS CUMMETPHYHEIM, IOCKOIBKY fi | f u f | fi Tompko B caydae, korga f u fi aBisioTces QyHKIUAME
OT OJMHAKOBOI'O KOIMIECTBA nepeMeHHuix u f @ f; = const. Kpome Toro, vacTHoe He BCerga onpeneneHo o-
HO3HA4YHO. TOuUHEe, CIPABEIUBO CAEIYOIIee CBONCTBO: YaCTHOE OT ACIeHU JI000U QyHKIMY [ Ha (GyHKIUIO
f1 ompemeseHO OQHO3HAYHO TOTAA U TONBKO TOIAA, KOrna fi ssasercsa @ynxyuel ez zanpemos (TO eCTb
OTOOPAXKEHUE T, n, SABIACTCS CIOPBEKTUBHBIM LU MOGOro ng > 0, cM. [2]). B wacTHOCTH, BCe dyHKIMN 13
noamonomga F* = (J72 F 11 MoHOUIA I aBastoTCcA GyHKIMAMYU 6€3 3aITPeTOoB.

BBe.I[eHHoe OTHOILIEHnE AeJINMOCTH Cl)yHKHI/II‘;I ABJACTCA NIPONOMXKEHNEM OTHOEHUA NeJIUMOCTHA MHOIO'1JI€e-
HOB B caeayoomeM cMuicie. O603uaqdum vepes L* moamoHoma MOHOMAa F™, cocTosmmy m3 BCEX JMHEUHBIX
dynxumn w3 F*, a gepes GF(2)[z]* — monORE (OTHOCHTENIPHO YMHOXKEHN) BCEX HEHYJIEBEIX MHOIOLICHOB
sag norteM GF(2). Torga orobpaxenne ¢: GF(2)[z]x — L*, rae

Pl ®c1z®...0cpz™) =coz1 D12 ... D CpZnt1,

ABJIAETCA N30MOPDPUIMOM U, ClIeOBATENBHO, COXPAHAET OTHOIIEHNE IeJUMOCTH.
[emurens pyuknuu f HA30BEM cOOCMBEHHbIM, €CIUA TUCIO €r0 MEePEMEHHBIX 0oJbire 1 U MEHbIe 4ucia,
nepeMenubix pyukiuu f. He umeromue co6CTBEHHLIX gAeauTenen (pyHKIIUU HABOBEM HeNPU 60 uMbLMY.

Caepcrsue 3. Ilycmon 2 0, f € Fy | u f aunetina no 1-i nepemennoti. Toada caedyrowue ymeeprcdenua
DABHOCUALHYE:

1) aemomam R(f) ne umeem 20momopPusmol 1a a8mMomamvt ¢ 4ucaom cocmoawut, 6oavuiem 1 u mensb-
wem 2" ;

2) dywxyua [ nenpusoduma.

Houboamwum obwum desumenem dyuaxuu h, f € F HazoBeM J10060U UX OOIIUN JEIATENbL OT HANOOMbIIIE-
r0 KOJIMYECTBA MEePeMeHHBIX. MHOXECTBO BCex HAMOOIbmMX O0mmx geaurener Gpyakumi h u f 0603HAIIM
uaepes (h, f). Ono He mycTo, NOCKOIbKY dyHKIUU T1,1 ® 1 € F) apasorca nerurensyu 060U QyHKIIA
n3 F. ®yskuum h, f € F nazosem 63aummno npocmuimu, ecm (hy f) = {z1,1® x1}.

Crenyromas TeopeMa yCTAHABIUBALT CBA3b MEXK Iy ITPUBCICHHOU (GOPMOU PErUCTPa CABUTA U HAUOOIL-
umM OOIIUM [eJuTeNeM ero (pyHKIAN.

Teopema 2. Ilyemo n > 0, f € F ;, h € Fyp1. Toeda (h, f) = {f1,1® f1}, ede fr € F} .1, n1 < n,
npuuem das 41060t Gynxyuwu fi € F caedyrowue ymeepicienus pasnocusbmbl:

1) filh, f11Ff;
2) fil f1-
ITpu smom cywecmeyem KOMMYMAMUEHAL OUAZPAMMEA 20MOMOPPHUIMOE AETNOMAMOE
R(hz, fa)
B B2
p

R(h, f) ~ R(h, f)/~

2de f — ecmecmsewnbiti eomomopdusm asmomama R(h, f) na ceoro npusedennyio gopmy R(h, f)/~, b1 =
Tfing, N2 =n—n1, fa € Fy 1, ha € Fryp1, f= faaf1, h=ha< fi, o — uzomopduzm c zadepxcroi.

Creacrsue 4. Ilycmon 20, f € F;y, h € F1 u 6vinoaneno xomas 6bt 0010 u3 ycaoeui:
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a) f aunetina no 1-i nepemennot;
b) h aunetina no 1-i u (n + 1)-i nepemenrvim.
Tozda caedyrowue ymeepHcoenus PasHOCUAbHbL:
1) aemomam R(h, f) ne umeem pasiuunbiy 3K6UBAAEHMHLIL COCMOARUT (O €CNb MUNHUMALEN,);
2) dywxuyuu h u f 63aummo npocmor.

ManoxennEle pesy TbTaThl 9acTUYHO 0006matoTes Ha cryvan peructpa R(h, f) , rme f: X"t — X,
h: X?1 5 Y, X,Y — npousBoIbHBIE KOHEUHEIE MHOXKECTBA, CISIYIOMUM 00pa3oM.

Dyuxmmio ¢: X™H — X nasosem 6uexmusnoti no nocaednet (To ects (m + 1)-it) nepemennot, ecru
npu JH060U (PUKCAIUK BCEX OCTAIBHEIX IEPEMEHHEIX MOLyIaeMoe 0ToOpaxenue X — X ABIACTCS OueKIyen.
B srom cayuae uepes ¢! o6osmatuM dyHKIMO, 06pamuyo K Gywryuu @ no nocaednel nepemennot, TO
ectb o 1 XM 5 X w21, oo, Ty 0(T1, e o Ting1)) = Tonpt -

Teopema 3. ITycmv n,np >0, f: X" = X, fo: X"t 5 X — Guexmusnvie no nocaeduneti nepemennoi
dynwwyuy, h: X™1 = X, hy: X2 5 X, B: X™ — X™2. Tozda caedyrouue ymeeprcoenis pasHoCculbHbl:

1) B: R (h,f™t) = R(ha, f ') — eomomopbuam;

2) n2ne, B="7fns [ =f2f1, h=ha<fi das nexomopod buexmuenol no nocaednel nepemernos
Pynwyuu fr: XM+ 5 X, 2de ny =n — no.

[nst caydas [BOMYHBIX perucTpos 0e3 Bexoga umminkamus (2) = (1) Oewia nonygena K. I'. Ta6omo-
BhIM, a nmmnkanus (1) = (2) — B. A. Bamesrim.

JlutepaTypa
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[2] Cymapokos C. H. 3ampeTsl gBOMYHBEIX (QYHKIUE U OOPATUMOCTH A1 OJHOI'O KJIACCA KOAUPYIOIIUX
ycrpoucts. O603peHne IPUKIAJHON U TPOMEITILIEHHON MaTemaTuku, 1994, 1, Ne 1, 33-55.

[3] Comonoeuuxos B. U. T'omomopduamer gBomuHEIX perucTpos capura. [Juckpernas matemaruka, 2005,
17, Ne 1, 73-88.



IIpuMeneHnne cIiLUIeTeHUM A MOCTPOEHUA I'MOKUX
BbICOKOCKOPOCTHBIX aJrOPUTMOB IIOTOYHOT O
mudppPoOBaHUA C TAaPAaHTUPOBAHHLIMU CBOMCTBAMU

B. C. Anammu

Hanmomunum crenytomee onpenenenne. lycre U: Z - Zu YV = {(V,: X - X): z € Z} — orobpaxkenus
COOTBETCTBYIOIMX MHOXKECTB. Cnaemenuem (B IPYTrOd TEPMUHOJIOTUH, KOCHLM NPOU3BEIEHUEM, WA KOCbLM
€08u20M) HA3BLIBAETCA CJAEAYIOMIEE OTOOPAXKEHUE AeKapTOBa npoussenenus Z X X B cebs:

UAV: (z,2) = (U(2),V.(x))

CreTenns 9acTO UCHOIB3YIOTCA B KpuiTorpadgun (IBHO, a 9aIme HEIBHO): HAIPUMED, T.H. ceTb Delcrens
€CTh HM 9TO MHOE KAK KOMNosuuus cruerenus (z,z) — (2,2 @ f(z)) ¢ mocaeayomen nepecTaHOBKON KO-
opauHAT, OyJeBbl (PYHKIMU TPEYTOJLHOIO BAAA — 3TO KOMIIO3ULMY CILIETEHWH, HOIYNIPAMOE [IPON3BEJeHIe
ABTOMATOB TOXE OCHOBAHO HA CILIETEHUAX, ¥ T.IL

B coobmenuu GymeT u3n0kKeHa MATEMATAYECKAA TEOPUSA CIVIETEHUU NI OTOOPAXKEHUN KOJbIA LEIRIX
2-aqW9IeCKUX IKCel, ¢ IOMOMBI0 KOTOPOU MOXHO CTPOMTH AJrOPHTMBL IOTOYHOrO mMu(POBAHUS, OKA3EI-
BAIOIINE BEICOKKE CKOPOCTHEIE XaPAKTEPUCTUKY HE3ABUCKMO OT MCHOIB3yeMOU mraTdopMel (T.e. OT THUIa
IPOLECCOPA U ONEPALMOHHON CPEAEL), 1 0018, JAI0MmKe PAIOM MATeMATHIeCKH JOKA3yeMbIX KpunTorpadmae-
CKVUX CBOKCTB, TAKWX, HAIIPUMED, KAK

e Oosbmas mawHa L nmepuoga raMMur;

¢ OTCYTCTBUE EPEKPLITAN TaMMBL HA, PA3HEIX KIIOYAX;
® DABHOMEPHOE PACHIPEJEICHIE I AMMEL

® BEICOKUY JVHENHEIN DAHT [aMMEL;

® OTCyTCTBHUEC JMHENHBLIX CTATUCTUICCKUX AHAJIOIOB paHra, MEHbIICIO %, COBIIA AKX C raMMOH Ha,

“MC/le 3HAKOB, IpeBHIIaomem . !

B kagecTse mumoctpanuu sTou Teopuu Oyger paccmorpen aaroputm ABC (Bepcus 2): ckopocTh BhIpa-
60TKU TaMMEL COOTBETCTBYIOmen nporpammon Ha C (6€3 onnuil, OpueHTUPOBAHHLIX HA, KOHKPETHHIA THUIL
nporeccopa) cocrasiser 6,91 I'éur/cex Ha npoueccope Ilentuym-4 ¢ TakToBOM YacToTon 3,2 Mr.

OTMeTuM, 9TO B WHOU TEPMUHOJOTUM MOXKHO BMECTO BHINIEYKA3AHHKEIX CILIETEHUNM TOBOPUTH O HEaB-
TOHOMHBIX HEAPXUMEIOBLIX TUHAMUYIECKUX CUCTeMax. Takum 06pa3oM, uajiaraeMas TeOPUs TO3BOJAET UC-
MOJB30BATD ANMNAPAT HEAPXUMEIOBOU TUHAMUKY 1A O0OO0CHOBAHUA KPUNTOrPADUIECKAX CBOUCTB MOTOIHEIX
mmgppaToOpPOB.

JlutrepaTypa
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http://arXiv.org/abs/cs.CR/0401030.
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1 Bonpoc 0 IMHEMHEIX CTATHCTUYECKMX AHAJIOIAX GBLI 33JaH ABTOPY BO BPEMA ero BLICTyILeHma Ha MaBUT-04; Teneps Ha
HEro noJgydYeH OTBeT.
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CosBepilleHHasA cxeMa MHOXECTBEHHOI'O pa3/JeJeHns
ceKpeTa Ha OCHOBE JUHEHMHBIX [IPeo6pa3oBaHUM HaJ
KOHEYHBLIM II€HBIM KOMMYTAaTUBHBIM KOJILIIOM

A. H. Anekcenuyk, A. JI. Bomommn, JI. B. Ckpoimauk

1. CxemMa MHOXeCTBEHHOr'O pazjenenus cekpera (multi-secret sharing scheme; CMPC) [1, 2] npeacrasmus-
eT co60u KPpUNTOrpaduIeCKut MPOTOKOJ, TO3BOIAOIIAN «PA3NeIATE) OTHOBPEMEHHO HECKOIBKO CEKPETHELIX
Kato4uen (CEeKPeTOB) Cpeau yIaCTHUKOB CXeMBI TAKUM 00Pa30oM, YTOOH TOJBKO 3aPaHEee ONPEIEICHHEIE 10
MHOXECTBa, (KOAJINUIUK) YIACTHAUKOB MOIVIM BOCCTAHOBUTD 3HAYEHUSA OLPENETICeHHBIX KIIOYel Ipyu 00beauHe-
HUM CBOMX KOMIOHEHT (IPOeKnui CekpeToB). Eciu npu 5TOM y9aCTHWKM KaxXIOM KOAIANWYN HE IOLYy9AI0T
HUKAKOU anoCTEePUOPHOU mHGOpMAnmu 06 OCTANBHBIX KIYAX (K KOTOPEIM, COTVIACHO MPOTOKOLY, OHU HE
UMEIOT IPaBa AOCTyma), To coorsercreyiomas CMPC masmBaercsa coepmennon [2].

EcrecrBennnm Tpusrnassuei cnocob saganus CMPC cocTonT B MOCTPOEHNN HECKOIBKUX OOBIMHEIX CXEM
pasnenenus cexpera (CPC) (cm., Hanpumep, [3], mi. 5), Kax 1as 13 KOTOPHEIX HE3ABUCUMO OT OCTAJIBHBIX UC-
MOJIB3YETCA AU PA3IEJNeHNUs «CBOEr0y CEKPETHOI'O KIII0YA U3 33 JaHHOU COBOKYIHOCTH Kimoden. Kax npasmio,
TAKO€ PEIIeHNe OKA3LIBACTCS MAJIONIPAKTUYHEIM, TOCKOABLKY yuacTHuKaM CMPC mpuxoqurcesa XpaHuTs 601b-
IO OOBEM CEKPETHOU MH(POPMAIIIN.

Pasnuunsie cnocobsr nocrpoenns CPC na ocHOBe muHenHBIX npeofpa3oBanuil (KOIOB) HAJ KOHEIHBIMA
HOJSIMA WA BEKTOPHEIME IPOCTPAHCTBAMU M3y4aauch B [3, 4, 5, 6] u psage apyrux pa6or. B [7] npegro-
JKEHA, «(BEKTOPHAY KOHCTPYKIWs, B o0meM ciydae, HecoBepmennon, CPC mag xomsmom lanya u monygeno
YACTWYIHOE ONVMCAHUE MEPAPXMA IOCTYNA [8] HA MHOXECTBE yIACTHUKOB TAKOM CXEMBI PA3JEIEHUA CEKPETA.

Huxe npegnaraercsa meron nocrpoenus coBeprienusix CMPC, k0Topbie OTIMYa0TCsa OT MPEeICTABIEH-
HEIX B [1, 2] U ABAAIOTCS NPAMBIM OGOOILIEHNEM (BEKTOPHBIX)Y CXEM Da3JeNeHUs CeKPeTa HaJ KOHEUHBIMU
nomsivu [4] u xombiamu Tamya [7]. OxapakTepmsoBaner wepapxun goctymna mnpegroxesasix CMPC u mo-
JIy9eHEl HeOOXOAUMEIE M NOCTaTO4IHEE ycaoBusa cymectsoBarus CMPC gaHHOrO Tunma /s mpou3BOJIBHOU
3apaHee ONPEIEIeHHON nepapxuu 10CTyna. [Ipenmioxen anropuT™ TOCTPOSHA CXEMEI MHOXKECTBEHHOT'O Pa3-
IeJEeHWA CEKPeTa U 3aIAHHON MEPAPXUM JOCTYIIA, 0600MAKMME N3BECTHEI PAHEE AIMOPATM IOCTPOSHUA
«exTopuom CPC man xomeunnim mosem [6].

2. lIycts R - KOHEYHOE JOKAIBLHOE KOMMYTATUBHOE KOJBLIO [VIABHLIX UAEATOB (KOMMYTATUBHOE LEIHOE
KomIb10) ¢ pasuxanoMm J u noxem BeraetoB R = R/J = GF(q) [9]. O603masnm d nHIEKC HATBIOTEHTHOCTH
pagukana J. 3abuxcupyem saement a € J\J? m mpomseoseHOE oToGpaxkenme v : R — R Takoe, 4TO
y(r +J) = r(modJ) ana mwo6oro r € R. Cornacuo [9], ugears kombia R obpasyior nens: R D J D J2 D
...D J4=0. Ipu arom s mo6oro k € 0,d semonusiores pasenctsa J* = Ra¥, |J¥| = ¢ %, u xax gemi
oneMeHT T € R MoxeT ObITh OJHO3HAYHO NPEICTABIEH B BIIE

r=r[0]+r[la+...+r[d—1]a%t, (1)

rae rlj] € 1(R), j € 0,d—T.

OnumeM KOMOMHATOPHYIO MOAEIDb MIPEIJIATAEMON CXEMEI MHOXKECTBEHHOI'O PA3ICICHUA CEKPETA.

Mycts S = R? - MHOXKECTBO BCEX YNOPSIOYCHHBIX HAGOPOB d CEKPETHBIX KIIOUeH (KAaxKAbIi U3 KO-
TODPEIX ABIAETCS DIEMEHTOM MHOMsA R), TOMIeKANX PACIPEIEICHII0 MEXKIY YIACTHUKAME M3 MHOXKECTBA
P={1,2,...,n}, n > 2. 3adpuxcupyem k x (n + 1)-maTpumy

1
0
Gg=1| .l¢|, (2)
0
Ha kKoabLoM R, rae k > 2, cronbusr kKoTOpou 3anyMepyeM caeBa Hanpaso ducaavu 0,1, ..., n. Marpume (2)

nocrasuM B coorBercTBue CMPC ¢(G), xoTopyo onpegenuM caegyomuM 06pa3om.
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Iycre (s; : j € 0,d — 1) - npousBoabHEI daeMeHT MHOXecTBa S. Torga s HAXOXKIEHUS MPOEKIUN
kiao4en sj, j € 0,d — 1, gurzep CMPC
(a) BEIMUCAAET DIEMEHT

d—1
— Nl .
5= 3 A(s;)a € B 3)
=0
(6) HE3saBUCUMO, CIYIANHO U PABHOBEPOATHO BHIOMPAET DIEMEHTHI 41, . ..,0k—1 € R U HAXOIUT BEKTOD
(s,m1,...,mn) = (8,a1,...,a,—1)G, mOCTENHUE N KOOPAWHAT KOTOPOr'0 OOBABIAIOTCA MPOCKIMAMYA YIOD-

JodeHHOro Habopa kmoden (s; : j € 0,d —1). IIpu sTom smement m; € R gocTaBasercs i-My yIaCTHHKY
CMPC, i € 1,n.

Nas mo6oro j € 0,d 0603HAMMM CUMBOIOM f]j COBOKYIIHOCTL BCex MHOXecTB A yuactaukos CMPC
0(G), KOTOpble MOT'YT OQHO3HAYHO BOCCTAHOBATL MO MMEIOMIUAMCA y HAX MPOEKIUAM CEKPETHHIE KJHOYN
50,51,---,84—j—1 1 TOIbKO ux. OTMeTHM, 9TO

d
S S .. — . . S 9P
Ejl nz]é =9,01,)2 € 07d7.71 7é J25 U z:_1' =2 )
=0
rae 2P - coBoxymrocTh BCex moamuOXKecTB MHONKecTBa P. Caemrys TepMunonoruu [8], HazoOBeM CeMEHCTBO
muOXkecTB X = {X; : j € 0,d} uepapxuen gocryma CMPC o(G).
Kax moxasrlRaeT crefyromas TeopeMa, YUaCTHHKH, IPUHALIeXale TPOM3BOILHON Koamuun A € X;
(j € 0,d), He MODYyT MOJIYYUTH U3 UMEIOIUXCA Y HUX TMPOEKIMA HUKAKOU AM0CTEPUOPHOU MHMDOPMALUU O
CeKPeTHHIX KIovax §; ¢ Homepamu | € d — j,d — 1. Takum o6paszom, CMPC ¢(G) saBaserca coBepieHHON
(KOMOMHATOPHON) CXEMOV MHOXECTBEHHOI'O Pa3[eleHus CeKpeTa.

Teopema 1. ITycmv M - modyav wad xoavyom R, nopoacdennviii cmpoxamu mampuyer G euda (2). Aasn

de
mobozo U C Py “J/ PUO o6osnanum [|My|| wucao pasauunbiz eexmopos, codeprcawurcs 6 cmoabyar c
nomepamy u3 mroxcecmsea U mabauybt (pasmepa |M| x (n+ 1)), cocmasaenrwot u3 snemenmos modyas M.
IIyemw, dasee, j € 0,d u X; # @. Tozda das aoboeo A € 3; svinoansemea pasencmeo ||Mauo|l = ¢ || Mal|.

Hazosem noctpoennyo CMPC ¢(G) aunennon cxeMou MHOXECTBEHHOI'O PA3JeJIeHNUsA CEKPETA HAJ KOJIb-
oM R. Ormerum, uro B wactaoMm cay4dae d = 1 sra CMPC npeacraBiser cobou OOBIMHYIO «BEKTOPHYIO)
CPC nag nonem GF(q) [4]. Ecim R asaserca xoapnom I'anya, T0 nmyHKT (6) M3I0KE€HHOTO BBIIE AIOPATMA
AQHAJOrMYEH IPOLEAYPE BHIUUCICHUA NMPOEKUUK (OQHOrO) CEKPETHOro KIda s € R B necosepmennou CPC,
OIMCAHHOU B [7].

O6o3nauum G4 nmogmarpuny marpunsl (G, COAEPKAILIYIOCI B €€ CTOJAOLAX C HOMEPAMU U3 MHOXKECTBA
A C P. CumBosom G% o6o3nauuM -1 croaben matpuist G, 1 € 0, n; B 9aCTHOCTH, Gé =(1,0,...,0)T € R,

Crenyromas Teopema, 06006IIAIOINAA OAUH U3 PE3YJbTATOB CTATHU [7], COOEPKUT IOJHOE ONUCAHVE Ue-
papxuu gocryna CMPC o(G).

Teopema 2. Ilycmv A C P, j € 0,d. Toeda A € £; 6 mom u MoabKO MoOM CAYyuae, K0200 j ABAAEMNCA
HauMENbWUM Yeavlm wucaom om 0 do d, das Komopozo cosmecmua cucmema aunetinur ypasnewut (CAY)

Gaz' = d'G} (4)
nad xoavyom R.

OTMeTuM, 9TO yTBEPKAEHUE TEOPEMBLI 2 MO CYIMECTBY CONEPKHUT B Ce6e aIrOpuTM BOCCTAHOBJICHUA
CEeKPeTHHIX Kiaden S;, | € 0,d — j — 1 y4acTHUKaMu NpOM3BOILHOU Koauiuu A € f]j, j € 0,d—1, ocuo-
BAHHEIN HA COOTHOmEHWAX (2) - (4) 1 OQHO3HAMHOCTY IPEACTABICHU 21eMeHTOB Koabna R B Buge (1).

3. IlycTs Temeps 3agano cemeictBo X = {X(i) : i € 0,d} mOmapHO He MEPECEKATONIMXCA TIOIMHOKECTB
muoxectsa 28 (cayuai $(i) = @ me uckmouaercs), Takux, 9TO U?:o n(i) = 2F.

TpebyeTcsa yCTAHOBUTL HEOOXOAUMEIE M NOCTATOYHEIE yCJIOBHUA, IPU KOTOPEIX CEMEUCTBO Y ABJIACTCA
uepapxuen gocryna sHekoropon unerHon CMPC nan koasnom R u (B ciiydae CymeCTBOBAHUA) IOCTPOUTD
B aBHOM Buge Marpuny G Buga (2), sagaroumyio rakyro CMPC.

O6osnaunm Aj 1, ..., Aj . Bce MUHMMATEHEE (OTHOCATEILHO BKIIOUEHNA) DIEMEHTHI COBOKYITHOCTH MHO-
xects X(j), j € 0,d.
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Teopema 3. Tozda u moavko moada cywecmeyem aunelinas nad xoavyom R CMPC ¢ uepapruet docmyna
3, K020a BLINOAHANMNCA CACOYOUUE YCAOBUA:

(1) @ € X(d);

(2) dan awbozo j € 0,d xaacc mmoxcecme A(j) e {:0 3(l) asasemcesa monomonnvim (Mo ecmov u3
ycaosuti A € A(j), B € 2P, A C B caedyem, umo B € A(5));

(3) cywecmeyem mampuya C nad xosvyom R, cocmoswan uz r = ro + ...+ 141 cmpox 6uda 075 =
(aj,m), 2de ]T; € R", j€0,d—1,1€1,r;, maxas, wmo

(a) dan mobtiz j € 0,d—1, 1 € 1,r; mHoxHcecmeo HOMEPOS HEHYAEELIT KOOPIUKAN 6EKMOPA ]T; PABHO
Aji;

(6) dan moboeo j € 0,d — 1 u NPou360aLHO20 MAKCUMAALHOZO (OTNHOCUNEALHO BKAOUEHUA) IACMEHTG
X xaacca 2P\ A(j) cosmecmua CJIY

ol — ()
Cxz¥=a Cy
nad xkoavyom R, 2de Cx - nodmampuya mampuyvt C, cocmoawan u3 ee cmoabyo8 ¢ HOMEPAMU U3 MHOHCE-

cmea X def P\X, Cé - cmoabey mampuybt C' ¢ nomepom, pasnvim Q.

IIpu svinoanenun yeaosut (1) - (3), 8 xawecmee cmpox mampuuybt G, 3adaroweti CMPC ¢ uepapruert
docmyna X, MOHCHO 634Mb daeMmenmbl NOOTOAUel cucmemvl 06pazyowus modyas pewenut CJAY Cxt = 0%
nad xoavyom R.

OTmerum, 9TO B 9aCTHOM CIydae d = 1 CIpaBemIuBOCTDL TEOPEMBI 3 BLITEKAET U3 PE3YIbLTATOB, U3J0-
XKEHHBIX B [0].

ABTOpaMu MpeNIOKEH ATrOPUTM, NO3BOMAINMA MPOBEPATL CYMECTBOBAHUE U (B CIy9Iae MOJOKUTENb-
HOI'0 DEe3yJIbTaTa NPOBEPKHU) CTPOUTH MCKOoMyo Mmarpuuny G, sagaroumyio auneunnyio CMPC ¢ uepapxuen
nOCTyna ¥. YKa3aHHEIM ATCOPUTM COCTOUT U3 DTANa NPEIBAPUTEILHLIX BEIMUCACHUN U IPOUEIYPHI IOCIe-
NOBATEILHOTO (POPMUPOBaHUA CTPOK MaTpuusl C, yaoBieTBopswomen yciaosuam (a), (6) Teopemni 3, 1o
METOy MOUCKa C BO3BpAIEHNEM. BpeMeHHas CI0XKHOCTE MOCACIHEN COCTABIACT

d—1
T =0 | n2d» Z |Z;|q(2‘f;ol iy 144 —n)
7=0
apudmeTuUecKux Onepanui B Koawne R, rae Kj
vroxects 27\ A(j), j € 0,d — 1.

4. BaxxHOM, C IPAKTUYECKON TOYKY 3PEHNUA, ABIACTCA 33,1248 HAX0XK JEHIsI HEOOXOJUMBIX ¥ JOCTATOYHBIX
YCJIOBUY, IIPY KOTOPBIX IIPEIJIOXKEHHAS CXeMa MHOXKECTBEHHOI'O PA3IeIeHIs CEKPeTa ABJAETCA ONTUMAILHON
(cpesm Bcex CMPC, peammsyommx fAaHHYIO MEPAPXUIO AOCTYNA) N0 KPATEPHIO MUHEMYMA HAMOOJBIIEN 13
IJVH DPOEKNINI CEKPETHHIX KIIOUeH, XPAHANMXCA Y ee YIaCTHUKOB. B HacTosIee BpeMs MOIHOE DelleHue
DTOU 3aJa4U aBTOPaM HE U3BECTHO, OJHAKO IOCTPOEHHI OTAEJIbHBIE CEMENCTBA IMHENHBIX CXeM MHOXKECTBEH-
HOT'O Pa3leleHus CeKpeTa, 00Ja,IAMNMX YKAZAHHEIM CBOUCTBOM ONTUMAILHOCTH.

- COBOKYITHOCTH BCE€X MAKCUMAJBHBIX 3JEMEHTOB KJACCA
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O HeKOTOpPBhIX KOMOMHATOPHO-I'PYIIIOBLIX 3ajJadax B
Kpunrorpadpuun

M. B. Ille6aaes

OHUM M3 aKTyaJIbHBIX HAIPABIEHUU COBPEMEHHOM KPUITOrPAMUU SIBIAETCA KPUITOrPAdUA ¢ OTKPHI-
TeiM kaodoM. Hapsany ¢ knaccuueckumy cxeMaMyl, UCHIOJIB3YOMMMY 33349 TEOPUHN HUNCET, B MOCIeLHEee
BpeMs OBLIN IIPEIJIOKEHBl HOBLIE CXEMBL ¥ IPOTOKOJIBI, OCHOBAHHLIE Ha KOMOMHATOPHOU T€OPUY CPYIIIL.

Onpepenenne 1. I'pynna xoc B, — 6eCkOHEYHAs HEKOMMYTATHBHASA IPYIIIA, KOTOPASI 3a0AeTCA CIeAYIO-
mmM 06pa3oM:

B, = {01,02,...,0n-1|0i0; = 0j0;,|i — j| > L;05050; = 00,05, i — j| =1}

B pa6orax [1], [2] 6buM TpeAIOKEHB IPOTOKOJILI OOMEHA KJIOYeH, NCIOIb3YONMEe BLIYUCINTEIBHYIO
CIOXHOCTH HEKOTOPBLIX MOJUMUKAIAN 331891 MOUCKA, CONPATAIIIIX 3JIEMEHTOB B rpynne B,.

B pa6ore [3] moka3aHo, 9TO Ha CAMOM [ee [ KPUNTOAHAIN3A STUX IPOTOKOIOB CYIIECTBEHHO BAXXHBEIMA
ABIACTCA CACAYIOMAL 3a a4

Omnpegenenne 2. [IpoGiema NMpUHAIEKHOCTHA NOATPYIINE: IJA 3a0aHHLIX £ € B,, H C B, ycTaHOBUTD,
BEpHO Ju 4TO T € H.

OcHOBHEIMUI pe3yiabTaTaMi OOKJIA A ABJAAITCA CIeAyolIue TeOpeMbl:

Teopema 1. ITIyemv H = (y) — yukauueckas nodepynna 2pynnot By, nopoxcdennas saemenmom y € By,.
Cywecmeyem aszopumm, nposepmowuti x € H = (y), x,y € By, 3a O(n?logn max(|z|, |y|))

Teopewma 2. [as w060t nodepynnwt H € By, k < 4, cywecmsyem asz2opumm, daowut omeem na 80npoc:
DA3PEWUMA, A% NPOOAEMA CONPAICEHHOCTIY 8 IMOY nodepynne.

JlutepaTypa

[1] I. Anshel, M. Anshel, B. Fisher, D. Goldfield. New Key Agreement Protocol in Braid Group Cryptography,
Lecture Notes in Computer Science, v.2020, Springer Berlin, 2001

[2] K.H. Ko, S.J. Lee, J. H. Cheon, J. W. Han. New Public Key Cryptosystem Using Braid Groups, Proc.
ASTACRYPT, 2000
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Fpa,quHTHaﬂ cTaTuCcTHYecKasa aTaka Ha OJIOKOBHIE
Mm@ pbl
B. A. Pabko, B. A. Monapes, A. H. ®uonos, 0. . Hlokuu

AnHOTaMA

IIpegnaraercsa aTaka Ha GIOKOBBIE MIPPEI, OCHOBAHHAI HA BLIABICHUN OTKJIOHEHUN OT CILYIalHOCTH
B IpeoOpPa3OBaHUAX, NPOBOAUMBIX Ha KaxA0oM nukie (payae) mudbposanusa. [lokazaHa BO3MOXHOCTH
OCYIIECTBICHAA DTOU aTAKK TI0 OTHOIMIEHWIO K mmdpaM, A1a KOTOPHEIX He W3BECTHO 6omee 3P deK TUBHBIX
aTak, 4eM mepe6op kiaroden. IlpencTaBreHsl pe3yabTaThl sKcnepuMenToB ¢ nmdpom RC5H. IIpu mpak-
THUYECKOU PEATU3anuy aTaka 0a3upyeTCsa Ha HOBBIX CTATUCTUYECKUX TECTAX, HEJABHO IIPEII0KEHHBIX
ABTOPaMMU.

1 Bsegenue

Kpunroananusy OJOKOBHEIX MK(MPOB MOCBAIMIEHO MHOXECTBO UCCICIOBAHUN, IPUYEM HOBEIE PE3YJbTATHL B
3Tou 06IACTU 9ACTO UCIOMB3YIOTCSA 1A YIYUIIeHuA KOHCTPYKuuu mudpoB. MHOTAa CI0XHOCTL HOBOU aTa-
kv (m3MepsaeMas 00BEMOM IAMATH U KOJAXIECTBOM OIEPALN, HEOOX0 IUMBIMU [1JIS DEATU3ANMA ATAKY ) MOXKET
OBITH CJAMIIKOM OOJBIION [Jsi €€ MPAKTUIECKOro ocymecTieHus. OqHAKO, eCiM JOCTUTAETCA JAXKe OTHO-
CUTEIBHO HEOOJIBIIOE YMEHBIIEHUE CJIOXKHOCTU ATAKU [0 CPABHEHUIO C W3BECTHHEIMU METOAAMU, BO3HUKAET
MOTUBAIAA [JISA JAJTLHEUIIETO PA3BUTUA METOAOB MOCTPOeHUs MmdpoB. Tak, IMHENHBIN KPUTTOAHAINAS TN~
dpa DES (cum. [1]) TpebyeT 243 mapecTHEIX Map TeKCT—IMUMPOTEKCT 1 OGEIYHO CIMTACTCA HEOCYIIECTBAMBIM
Ha mpakTuke. TeM He MeHee, OH OKa3aJl CYIeCTBEHHOE BO3IENCTBYUE HA, IPUHIUNEL TOCTPOEHUA COBPEMEHHEIX
OJ0KOBEIX IIM(POB, KOTOPHLIE TEMEPh YCTOMYUBEL K TAKOMY BUIY aTaK. B JaHHOU pabOTe MBI IPEIIAraeM
HOBYIO aTaKy Ha OJOKOBEIE MKU(PHI, HA3BAHHYI) «I'PAJACHTHON CTATUCTUYECKOU aTAKOW». MBI MOKA3BIBAEM
BO3MOXHOCTDb MPOBEIECHUA >TOU ATAKU HA MUQPHI, NI KOTOPLIX HE M3BECTHO 0oJee 3P PEKTUBHBIX ATAK,
9eM IPAMOU 1mepebop KIYen.

Paccmorpum 6n0koBEI mmdp ¢ gnauHOUN GIOKA 1, IJMHOU K048, § 1 pyHkumen mudpposanus E(z, K),
rge z € {0,1}" o60o3nagaer 6aok Tekcra, a K € {0,1}® — cexpernniit kroa. OGBIMHO 4151 COBPEMEHHBIX 610~
KOBBIX mudpoB N = 64 mwim 128, s = 128 6ur. BonrbmmuCTBO 6.10KOBEIX M POB ABIAIOTCA UTEPALMOHHEIMUA,
T.e. COAEPKAT MHOI'O PayHAOB (LMKJIOB) MPeOGPa3OBAHUN, OOEIYHO OOPAMIEHHBIX HEKOTOPHIM (IPOJOTOM)
7 @nuioroMy. Kax aem m3 5TUX 5TANoB, B CBOI 0Y€PeLb, MOXKET OBITH ITOAENEH Ha HEKOTOPOe YUCIO Oosee
MPOCTHIX IIAroB. BeaencTsue nuTepaiuoHHON CTPYKTYPHL Mudpa CeKpeTHRN Kaiod K npeobpasyeTcs B mo-
CJIE[OBATEIBHOCTD NOAKIIOYeN (MM PAYHIOBLIX Kiatoden) ki, ka, ..., ki, TAe t — 9UCI0 «OpOCTEIX WArOB» B
6aoxkoBoM mudpe. O603HaAUMM Yepes Ty UCXOAHOE COCTOSHUE OJIOKA T, a 9€pPe3 T; — COCTOSHUE MOCJIE §-I'0
mara. Takum 06pazoM, noiHOe mudPOBAHME NPEACTABIACTCA KaK Ty = F (g, K) u MOXeT GLITh 3anucaHo
B BUIE

1 :El(m07k1)7 ceey Tt :Et(xt—hkt): (1)
rae E; o6o3HavaeT mugpyiomee npeoOpa3oBaHue Ha, ¢-M IIare.

Ipumep. Paccmorpum mmudp RC5 [2] ¢ gaunon 6a0xa 64 n xommaecTsoMm payraos r. Ilponece mmdposanusn

Pa6ora BLimonuena npu GUHAHCOBOU MOAAep¥kke Poccuickoro ¢ouaa (GyHIaMEHTAILHLIX UCCICIOBAHUU, HOMED MPOEK-
Ta 03-01-00495
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conocrasisercs ¢ (1) caeayromum o6pasom:

Bxom: (a,b) zo = (a,b)
[IPOJIOT:
a<+a+k x1 = Eq (20, k1)
b b+ ks z2 = Bz (21, k2)
payung 1:

a+ ((a®b) < b)+ ks z3 = E3(z2, k3)
b (b@a) < a)+ky x4 = Ey(x3, k)

payHz r:
a < ((Cl ® b) <« b) + k2r+1
b+ (b®a) ¢ a)+ korto | ¢t = Ey(zi—1, k)

Boxox: (a,b) x¢ = (a,b)

3aeck t = 2r + 2, mauHa Kax 10r0 noakmaoya 32 6uta. Muorue apyrue mudppsr, Bkaodas RC6 u AES, rakxe
MOr'yT OBITH omucaHel (1) ¢ OTHOCHTENBHO HEGOIBIIMMY, HAIPUMED, 32-0UTOBLIMA MO AKIIOIaMHA.

Mzur npegaraem aTaky MO BEIOPAHHOMY TEKCTY AJIA MdPa, KOTOPHLIA MOXKET OBITh MPEICTABICH CXeMOU
(1) ¢ oTHOCUTENBHO HEGOMbmUME TTOAKTI0IaMu. OG03HAYUM [IMHET CEKPETHOTO KII0YUa U KAXK 0T MO IKIH0Ya,
coorsercTeenno uepes |K | u |k|. Tipsvoi mepe6op koweit Tpebyer O(21X1) oneparmit (pacimmdposssaen ¢
K =0,1,... noka He noxy4nv m3sectHsii ¢ ). [Ipegraraemas araxa tpebyer O(mt2/*F) onepammit, rae m —
KOJIMIECTBO GIOKOB MMMPOTEKCTA, JOCTATOYHOE IS CTATUCTUYIECKOr0 aHAMM3a. ATaKa 3aBepIIaeTCsa HaX0-
XK EHUEM NPABUIbHEIX MOAKIIOYeR (BMecTO camMoro K) mpu ycaoBuw, 9TO CTATUCTAYECKUU TECT CIOCOOEH
O0OHAPYXUTH OTKJIOHEHUE OT CIyIaMHOCTU B MOCIENOBATEILHOCTH U3 1M 610K0B. CyIIeCTBeHHLIM MOMEHTOM
ABIAETCA TO, YTO MBI UCTIOIB3YEM HOBBIC dh(heKTUBHEIE CTATUCTUYECKIE TECThI, HSJABHO MPEII0KCHHEIE B
[3, 4].

DKCIIepUMeHTAIbHEIE UCCACIOBARNA, TpOBefeHHEe ¢ mudbpoM RCH, 1eMOHCTPUPYIOT IPaKTUYECKYIO OCY-
IMIeCTBUMOCTD TIpeaaraeMon ataxku. B qactaoctu, mudbp RC5, umeronmir 8 payHI0B, MOXET OBITH B3JOMAH
IpY MCTIONB30BaHME 233 map TekcT-MmudpoTeKCT.

2 Ormnucanue aTakm

Tpeanaraemas aTaka OTHOCUTCA K KJIACCY ATAK TI0 BHIOPAHHOMY TEKCTY. B 3THMX aTakax KPpUNTOAHATATAK
MOXKET TOJABATH JTO0YI0 MHPOPMANMIO HA BXOM mudpa 1 HAGJIOAATH COOTBETCTRYIOMMY BLIXOL. Ero mein
— PACKPBLITH CEKPETHHIN KUY WX PAYHIOBEE KIYU. [IpeamosaraeTcs, 9T0 OJ0OKOBLIE MU(PHl IOTKHEL
OBITH YCTOWYMBEL IO OTHOIIEHUIO K TAKOT'0 POAA ATAKAM.

Mu paccmaTrpuBaeM 6I0KOBEIM mudp, KOTOPHIU MOXeT OHTH ommcan cxemou (1). 3amermm, 9TO COOT-
BercTByomasn (1) mocrea0BaTEeIEHOCTE JEUCTBAN NPU Aemn(POBAHAN BHIDIAIAT KAK

xi—1 = Dy(x4, k), ..., xo=Di(z1,k1), (2)

rae D; obosnagaer nemwudpyomee npeodpasoBanne, 06PATHOE 10 OTHOWEHUO K F;.

OnuO 13 TpeGOBAaHMN K OIOKOBHIM IIMPPAM COCTOMT B TOM, YTO MMEsA HA BXOE MOCICIOBATEILHOCTD
Pa3IUYHLIX OJOKOB, udpP TO/KEH BEIABATHL HA BEIXOE MIOCAEI0BATEILHOCTE OUT, KOTOPASA BLIIVIAIUT CIIy-
vauaou. CTUHHO CoyvayHas MOCIEI0BATEILHOCTE MOXKET OBITh OMPENEIeHa KAK MOCIEI0BATEILHOCTD, 10~
pPOX TeHHAs OEPHYLIMEBCKAM MCTOYHUKOM C PABHBIMU BEPOATHOCTAMU HyJdeu ¥ efuuun. Mol Oygem medop-
MaJbHO HA3HIBATH MOCAEOBATEILHOCTH «00IeE CAYIAMHBIMUY WA (MEHEe CIyIaWHLIMUY B 3aBUCUMOCTHU OT
TOr0, KAK CAIBHO OHU OTIMYAXTCA OT UCTUHHO CJIYyIauHBIX NOCIeaoBaTeabaocTen. O qun crnocob usMepenus
CIyYaUHOCTU COCTOUT B UCTONBL30OBAHUM HEKOTOPOU CTATUCTUKU, BEIYUCAAEMOU HA OCHOBE TOCJIEJOBATENb-
HOCTY U MMEIOIIEN TaKOe CBOUCTBO, YTO MEHEe CIYYaAWHBIE MOCJAEIOBATEILHOCTH UMEIOT GOJbIIee 3HAMEHUE
CTATUCTUKY (C yI6TOM HEKOTOPOU BEPOATHOCTHU OLIMOKY B CYX I€HUHN ). DTO MOXKET OLITH XOPOIIO U3BECTHA
CTATUCTUKA T2, TOMYMHAIOmMAncs pacnpeerennio 2. O603HaMM TaKyo CTATUCTUKY [epes (z), rae £ —
OMTOBAS IIOCJEIOBATEILHOCTD.
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O6o3HaduM 9epes ay, Qg, ..., Qm; MOCIEIOBATEILHOCTD BXOAHBIX O10KOB. IlycTh BCe GJOKU 3aBEIOMO
HECAYYaUHbl U MOMAPHO PA3IWYHLI. BO3MOXHBEIN IPUMEP MOXET OBITb a1 = 1, ag = 2, ..., Qy = M, THE
YUCIA 3aNUCHIBAIOTCA C IOMOMIBIO N-OUTOBBIX CJI0B. [IpuMenum oquH mar mudpoBaHus K BXOJHOU IOCAENO0-
BATEILHOCTY, O003HAYUB pe3yabTatT depe3 f1, B2, ..., Bm:

B1 = Ei(ai, k1), ..., Bm=Ei(am, k).

Mur MOXeM IPEeANONOXUTh, 9TO HNOCAEIOBATEILHOCTE [ Gotee caydanHa, yeMm «, T.e. Y(8) < v(a). Hocxe
BTOPOrO mara mudgpoBaHusI MOCIeI0BATEILHOCTD

Ey(B1,k2), Ea(B2,k2), ---, FEa(Bm,ks)

6oaee ciaydauHa, 9eM 0 u T.n. To eCTh KaxX b MOCIEAYIMUY mar mudpPOBAHUA YBEININBAET CTEIICHD
CJLy9aliHOCTH.

OTMmeTnM O9Y€BHAHOE CJAEACTBUE: NPHU AMM(PPOBAHWA B COOTBETCTBUM C (2) CIyYAaMHOCTb AAHHBIX OT
mara K mary yMeHblnaeTcs. Hampumep, mOCIe10BaTeIbHOCTD

Dl(ﬁl;kl); Dl(ﬁz;kl); RS Dl(ﬁmakl)a

KOTOpas eCTh o, MeHee CIydanaa, deM (. Ho BaxHO cremyomee: ecau HOIKIIOY HE BEPEH, 0O03HAMMM €0
gepes ki, TO IOCIENOBATEILHOCTD

all = Dl(/glaki)a ey Oélm = Dl(ﬂmakll)

Oyner 6oaee caydauna, dem 3, v(a') < v(B). OT0 mpoucxoaUT MOTOMY, UTO EmupPOBAHUE C APYTUM
KJIOYIOM COOTBETCTBYET JOIIOJTHUTEIBHOMY H_H/Iq)pOBaHI/HO C 9TUM KJIOYIO0M, 9TO COCTABAACT CYyTh U3BECTHOT'O
[IPUHIWIA MHOMOKpAaTHOro mwudpoBanus. Boobiie roeops, genmdpoBaHre C HENPABIILHEIM PAyHIOBHIM
KJIIOYOM YBEAMYUBAET CIYIaUMHOCTb, B TO BPEMs KAK NeUM(pPOBAHUE C HMPABIWILHBIM KIIOUYOM YMEHBIIAET
CTyYaUHOCTD. JTa PA3HUI, MOXKET OBITH BHIABICHA CTATUCTUYECKUAM TECTOM.

[IpennaraeMas TPAJWEHTHAA CTATHCTHIECKAA ATAKA OCYIIECTBAACTCA CACAyIOmMUM 06pasoM. Brauame
mmdpyeMm MOCIeAOBATENBHOCTD O, (2, - .., (y, ONpeneaeHHyo Beime. OG03HAYNM BEIXOHYIO HOCIEIOBA-
TEIBbHOCTD Yepes w,

w1 = Elan,K), ..., wm=E(am,K).

(HamomammM, 910 mmdp COCTOMT u3 ¢ PayHAOB WK [MACOB ¥ JIMHA [MOIKII0Ya HA KAaXA0M mare pasHa |k|.)
Ternepb HauMHAEM OCHOBHYIO IpPOLEAYPY moucka kioda. [as scex u € {0, 1}““‘ BEIYUCIAEM IOCAEI0BA-
TeJBHOCTD

Ft(u):Dt(wlau)a Dt(w27u)7 D Dt(wﬂhu)

1 OLEHWBAEM CTEIEHD €€ CIyIanHOCTH, T.¢. BeraucaseM (T (u)). Haxomgum Takoe u*, g koroporo (T (u*))
MakcuMaabHa. [Joraraem, 94TO HEM3BECTHBIN MOAKIIOY k; = ©*. 3aMeTuM, YTO KOAUIECTBO ONEPALNN HA DTOU
CTA UM IPOMIOPIIUOHATILEHO m2!kl,

Iocae sToro Ha ocHOBe mocaenoBaTeabHOCTH ['4(k;) MOBTOpsEM AHAJIOrWYHBLIE BLIYUCICHUA U HAXOLUM
noaka0d k1. Ucnoassys [y_q(ki—1), mnaxogum k;—o u T.1. 10 k1. OOmmee 9uciao onepanuil 1 PACKPBITH
BCEX MOAKIIOYEN TPONOPUUOHAIBHO mt2!kl.

3 IkcunepumeHTHI ¢ RCH

OKCIEPUMEHTATBHOE UCCIEIOBAHNE TIPEIOKEHHON aTAK! MPOBOIUIOCH CASAYIONMM 00pa3oM. Bo-mepBrix,
OBLIA TIPOAHATA3UPOBAHA CTENEHD CIyIaNHOCTH 3AIIN(POBAHHEIX IOCAEJOBATEILHOCTEN KAK (DYHKINS TUCIA
II1aroB H_II/ICl)pOBaHI/IH. He.}lb OLLIA HaﬁTH MaKCUMaJBbHOE KOIUYIECCTBO MATr'0OB, Ha KOTOPHIX TE€CTHI MOIVIX OT-
MUYUTH 3AMU(pPOBAHHYIO TOCIEI0BATEILHOCTD OT UCTUHHO CIyIaUHOU. BO-BTOPEIX, OLLIO MPOBEPEHO TIPE-
MIOJIOXKEHNE, Ha, KOTOPOM 0a3MpPyeTCs aTaKa, a UMEHHO, YBEINIUBAET JU CIyIalHOCTD MOCIEI0BATEIbHOCTA
,qu_H/I(prBaHne C HEBEPHBIM IIOAKJIIOYOM, TOYHEE, PA3INYIMMBI JU C IIOMOIIBIO TE€CTOB IMOCICI0OBATECIABHOCTHI
[OJIyY€HHBIE NIPY Aemn(pPOBAHUY C BEPHBIM M HEBEPHBIMH KIIOYaMHU. B-TpeTbux, HA OCHOBE IIOJYYIEHHBIX
Pe3yJIbTATOB OLLIA PEATN3OBAHA HEMOCPEICTBEHHO aTaKa Ha Mmudp. JKCIEPUMEHTHI IPOBOJUIACH HA MHO-
rompoueccopuou cucreme, cogepxamen 10 1-I'T'y mpoueccopos Alpha ¢ 1 I'6aut naMsaTu B Kax oM.
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Tabmuna 1: Yucno nocies0BaTelbHOCTEN, IPU3HAHHLIX HECIY YaUHBIMUI

t m Yucao kmroden  Iuca0 HECIYYAUHBIX BEIXOJOB
10 2% 30 30
11 2% 22 10
12 23 6 6
13 232 6 6
14 232 6 )
15 233 3 3

Yrober npoTecTupoBaTh crarucTHdeckue csoucTBa RCH, uUCHONIB30BAIACH MOCAEIOBATEIHHOCTD
Q103 . . . Gy OPA JOCTATOYIHO OOMBIIVX 71 C HECKOJIBKUME CJLy9alHO BEIOpAHHEIME Kiodamu (Tabr. 1). Met
BHAUM, 9TO 3alIinhpOBAHHAA MOCIEIOBATEIPHOCTD CTAOWIBHO OTINYIAETCA OT MCTUHHO CIYYaWHOU BILIOTH
10 15-ro mara (npu yposue suagumoctu 0.01), yTo coorsercTByer 8-Mmy payuay RC5.

YTOoO6BL IPOBEPUTEL PA3IUINMOCTD MOCTIEAOBATEILHOCTEN, NN POBAHHEIX ¢ BEPHLIM U HEBEPHBEIMU 101~
KJTI0YaMU, MBI UCTIOTB30BATE MCXOHYIO TIOCTe0BATEIBHOCTD AuHE m = 224 3ammdposannyio 3a 8 mwm 9
IIArOB IIPU CJIYYaMHO BBIOPAHHOM Kiode K UM COOTBETCTBYIOUMX MOAKIOUax kg u kg. B xaxgoMm ciaydae
BEIXOJHASI [IOCIEA0BATEIBHOCTD AemupPOBATACH HA331 HA OQVH IIAr ¢ BEPHEIM U IATHIO CIYyYaWHO BEIOPAH-
HBIMA HEBEPHLIMU MOAKIIOYAMU U1, ..., Us. Bce BbrHmcaeHus noBTopsaauchk 10 pas. B Taba. 2 mokasano
KOJIX9IECTBO CIY4YaEB, B KOTOPHIX MOCJIEL0BATEILHOCTD IPU3HABAIACH HECIYJauHON. MBI BUANM, YTO PE3yJIb-
TATH AemU(PPOBAHUA C BEPHLIM ¥ HEBEPHLIMU KIIOYAMU HAAexKHO pasmmyaarorcsa (10 nporus 4 u 5 npoTus

0).

Tabmuna 2: Yucao nocaesoBaTeIbHOCTEN, IPU3HAHHLIX HECIY YaUHBIMEI

Bepubin k094 w1 us U3 U4 Us
t=28 10 4 4 4 3 3
t=9 5 0 0 0 0 0

OKCIIEPUMEHTHI TIOATBEPAWIA HAIN TPENOJOKEHNA O MTPUHIUITAAILHON BO3MOXKHOCTH IPEIIATaeMOn
TPaUEHTHON CTATUCTUYECKOU aTaku. Ha CerogHANTHUN NeHbL MOCPEACTBOM MPEIJOKEHHON ATAKU B3JIOMAH
umdp RCSH ¢ nareio payHgamu.
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BepxHue omeHku cpefHUX BEPOATHOCTEN
auddepeHInaIbHBIX allIPOKCUMALUA OyJIeBbIX
0TOOpaXeHUN

JI. B. KoBaabuyk

Bcerynienne

B 6oabmuECTBE paboOT, MOCBAMIEHHLIX WCCACTOBAHUIO CTOMKOCTU OGIOYHBEIX MM(PPOB OTHOCATEILHO METO-
IIOB JUHEXHOT'O U AnddepeHIaILHOr0 KPUNTOaHAIN3a, udydaiorcs S PN-mudper win mudper Pencrens,
eIMHCTBEHHEIMY HEIWHEUHLIMEA MPEOGPA30BAHMAMU B KOTOPLIX ABIAIOTCA S-OJOKHU, a KIOICBOU CyMMAaTOP
peanusyeT Omepanuio NoGUTOBOIO OyIEBOIO CIOKEHNs JBOMYHEIX BeKTOPOB. B poborax [1]-[5] u gpyrux pas-
paboTaH M PA3BUT MATEMATUICCKAN AMMAPAT I OEHKU CTOUKOCTH TAKUX MM(PPOB K YKA3AHHLIM METO 1AM
KPUIITOAHAIA3A.

Bmecre ¢ Tem, HeKOTOpEIE cOBpeMeHHEE mmppel (Hanpumep [6],[7]), umeroT Apyrou npuHOMI TOCTPOe-
HIA; B Y4CTHOCTH, KIIOYEBOH CyMMATOP PEAIn3yeT Omepanun Caoxerns no MoaymwaM 218 mwm 232, MasecTusre
MEeTO[H! OLIEHK! CTOMKOCTH KIACCHIecKuX 60unbrx mmdpos ([1]-[5]) oxassBaoTcs, BOOOIIE MOBOPSI, HE IPU-
MEHUMEBIMU K aHAIN3Y CTOMKOCTH IudpPOB, ONUCAHHEIX B [6],[7].

B [8] BBegeHH! HOBEIE YUCIOBBIE HapaMeTphl s-610k0B nmdpos Pencrens tunma T'OCT 28147-89, B Tep-
MUHAX KOTOPBIX IIONY9€HEl AHATATUICCKIAE BLIPAXKEHUA BEPXHAX OLEHOK CPEIHUX BEPOATHOCTEN mubdepen-
OUATBHBIX M JUHETHEIX XaPAKTEPUCTUK mudpa.

B pammom paboTe mosydeH P HOBLIX BEPXHUX TPAHUI] CPEIHUX BEPOATHOCTEN nuddepeHInaTbHEX
annpokcuMmanuy oroOpaxkenui Ha MHOXecTBe {0,1}™, mpencTaBiasiommx COOON KOMIO3BUIUIO KIIOYEBOIO
CyMMaTOpa, PEATU3YIOMIErO CJAOXKEHNE 110 MOAYI0 2™, u GI0Ka MOACTAHOBOK ([Js PA3IMIHBEIX BAPUAHTOB
3aaHUA TPYIIOBLIX ONEPALUN HA O0OJACTY ONPEICICHUA U MHOXKECTBE 3HAYEHUN TAKUX OTOOPAKEHUN).

1 OmueHku cpefHuUX BepoATHOCTen Aud@epeHIINATLHBIX aIllIPOK-
CMMAIlMM JJs8 KOMIO3MIAM CyMMAaToOpa II0 MOAYJIo 2™ m GJoKa
MOACTAaHOBKHU

Hamnee Oygem nCroab30BaTh OOO3HAYEHUS:
Vin =4{0,1}™, m € N;

fk($):(p($+k), .Z',kEVm, (1)
D€ TIO[ OTEPAIMEN CJIOXKEHUA TIOHUMAETCA CIOXKEHUE Mo MOy o 2™, a ¢pyukuus ¢ : V,, — V,, obragaet
CIeIYIOIUM CBOUCTBOM:
p(z1,22) = 2'pa(22) + p1(21), (2)
rae 9 € Vi, 1 € Vin—¢, 01 1 Vin—t = Vin—¢, 2 : Vi = Vi — Ouexuunm; Cr0xeHne BBITOIHAETCS 110 MOLY.IIO0
m,
BeemeMm B paccMOTpeHUE CICAYIONNE BEINIUHEL:

dp (0, 8) =27 > 5 (fe(woa)e fi(z),); ()
2EVm

Dy(a,8)=2"" Y dy(a,8), (4)
kEVm

110
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rIe CUMBOJI § ABIACTCA CuMBOJIOM KpOHEKepa, T0 1 OTIEPAIUAME «O» U «®) TIOHUMAIOTCA HEKOTOPHIE TPYIITIOBEIE
omepammy, oupeeneHHse Ha Vi; fr () o3HadaeT siaeMeHT, OOpATHHI K fi, () OTHOCUTEIBEHO OLEPALIANL (o).
Taxxe Oy 1eM UCIOIB30BATE OO03HAMECHUA «+» U «D», O3HAYAIOIIE, COOTBETCTBEHHO, ONEPALNY CJI0KEHNUA
o moayaio 2!, rae sHadenne | 6yner sICHO 13 KOHTEKCTA, X HOGHTOBOE CJIOXKEHUE [0 MOLYIO 2.
Maxee mbl Oygem cTpoutsb Bepxuue ouenku gt Dy(a, §) u 051,16% D¢ (a, f) npu pasmmdsHOM BBIGOpE Ome-

pALIII «O» U «®».
Teopema 1. B nawux 0603Ha%enUAL CNPAsedausbl caedyoujue Hepasencmea:;

1) Dy(a, B) < W¥2(as, B2) Dy, (a1, 41), 20e ©» u @) — onepayuu caodcenus no modyaiwo 2™,

W9 (ay,B) =27 W{Bgl { ;/ I (pa(x2 + g +v) — a(x2) — 77;52)} )
T2 t
a = (a27a1)7 /6 = (627ﬂ1)7 O‘17/81 € met; a27ﬁ2 S V;S;

2) Ds(a, B) < U¥%(a2,02) Dy, (a1, 81), 2de «o» — onepayua caoxcenus no modyaw 2™, ¢» — onepayu
CAOHCEHUSA NO MOOYAI0 2;

U9 (ag,f2) =27" ,I}éa‘gf{ ;/  (pa(z2 + a2 + V)Opluswz(w);ﬁz)} ,
o= (052,051), ﬂ = (ﬂ%ﬁl)a alaﬂl € Vm—t: a27ﬂ2 € V;ﬁ;

3) Ds(a, 8) < V¥92(an, B2) Dy, (a1, 81), 2de «0» — onepayus caoxcenus no modyao 2, «» — onepayu
CAOHCEHUA 1O MODYato 2™ ;

V¥ (g, B) = 272 ,max E (p2((z2 @ az) + k2 + p)
SV 1
z2,ka€V;

—(p2($2+k2+1/)—77,ﬂ2) ’

a = (0270‘1), B= (/82751)7 01,1 € Vin—t, a2, B2 € V33

4) Dg(a, B) < Y?2(az,B2) Dy, (a1, 1), 20e ©» u @) — onepayuu caoxcenus no mooyuo 2;

Y92 (az,B2) =272 max ¢ Y S(pa((w2 ® az) + ka2 + )
eV zo,ka €V

D pa(x2 + k2 +1),062) 7,

a = (052,051), /B = (ﬂZa;Bl)a ala/gl € Vm—ta a2;ﬂ2 € V;f

Caegcrsue 1. IIyemv m = pt, o = (ap,...,a1), 8= (Bp,---,01), &, B: € Vi,
p .
pa) = 22(1_1”%’(0@); (5)
i=1

2de ; : Vi = Vi — 6uexuyuu, i = 1,p, caoncenue 6 (5) svinoansemea no modyaro 2™. Tozda 6 ycaosuax
n.n. 1-4 meopemvt 1, 8binoaHeno, COOMBEMCMBEHHO:

1) Df(a,ﬂ) g ﬁ Wsai(aia/gi) Dtpl (ala/gl):

=2
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=2

2) Df(aaﬁ) < l—pI U‘pi(aiaﬂi) D‘Pl(alaﬂl):
3) Ds(0.) < I1 V¥ (0 5) Dy (o, ),

4) Dy0.0) < [1Y#(0s. ) Dy (1. ).

JI. B. KoBanb1ykx

B Tabauue 1 npuBeneHBl Pe3yabTAThHI CTATUCTUICCKUX OLICHOK PACIPENEICHAN BEPOATHOCTEN MapaMe-

tpoB WP, U¥, V¥, Y¥ naa ¢ : Vy - Vy (kax GyHKIUN PABHOBEPOATHOU TOACTAHOBKY @ HA Vy).

Tabmuma 1: Pe3yTeTaTsl CTATUCTUYECKON ONEHKH paclpejereHus mapamerpos W, U? VP Y (gra 10*
HOJCTAHOBOK ¢ Ha Vj)

WNurepsar ara | KomudectBo | KommdectBo | KoamuecTBo KoauaecTBo
3HAYEHUT NOACTAHOBOK | MOACTAHOBOK | IOACTAHOBOK | IIOACTAHOBOK
mapaMeTpa maa W¥ mas U¥ masa V¥ naa Y¥

0.00-0.05 0 0 0 0
0.05-0.10 0 0 0 0
0.10-0.15 24 0 784 0
0.15-0.20 3899 225 7075 325
0.20-0.25 4650 5627 1851 5998
0.25-0.30 0 0 12 0
0.30-0.35 1196 1360 245 1065
0.35-0.40 200 2423 29 2274
0.40-0.45 28 20 3 5
0.45-0.50 3 310 1 301
0.50-0.55 0 0 0 0
0.55-0.60 0 0 0 0
0.60-0.65 0 30 0 28
0.65-0.70 0 0 0 0
0.70-0.75 0 5 0 4
0.75-0.80 0 0 0 0
0.80-0.85 0 0 0 0
0.85-0.90 0 0 0 0
0.90-0.95 0 0 0 0
0.95-1.00 0 0 0 0

2 OIlmeHKHN CpeJHUX BEPOATHOCTeu Aud@epeHInaIbLHBIX allpOoK-

cumarum B cxeme Pencrens

Iycts fr(z,y) = (y,2® @y + k)), vae z,y, k € V,,, p obaagaer ceouctsoM (2). Ha muoxecTBe V3, BBEIEM
CJEIYIOIIAE OTIePALIH:

vou= (vF@ul,vf +u?),

veu= (" +ul v® @ufl),

rge v = (vF, vf), u = (u,uf), v v ul ul € V,,, «+» osmauaer cioxenme mo momynio 2™, «By —

CIOXKEHUE IO MOAYJIIO 2.

Kak u B mpegwigymenm pasgene, OygeM pacCMATPUBATH BEJUIUHEL

dp (0, 8) =27 D" §(fu(zoa)e fi(x),B);

zEVam

Dy(a,) =27 Y ds(a,B).

kEV
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Jlemma 1. Dg(a,B) = ds(a,f) = 6B,BL)d,(af, R — o), VE € Vi, 2de dy(a,b) =
27™ 3 6 (p(z +a) — p(z),b) u ne 3a8ucum om k, a,b € Vy,.
TEVm

Teopema 2. d,(a,b) < A% (az,b2)dy, (a1,b1), 2de

A¥#2(ay,by) = 27" max { D S(pa(@2+az +v) — a(z2) - n,bz)} ;

veV;
m, 1 i

a = (az,a1), b= (b2,b1), a1,b1 € Vi_y, az,b2 € V;.

JlutepaTypa

[1] Biham E, Shamir A. Differential cryptanalysis of DES-like cryptosystems // Journal of Cryptology. —
1991. — V. 4. — N 1. — P. 3 — T72.

[2] Matsui M. Linear cryptanalysis methods for DES cipher // Advances in Cryptology — EUROCRYPT’93,
Proceedings. — Springer Verlag, 1994. — P. 386 — 397.

[3] Knudsen L.R. Practically secure Feistel cipher // Fast Software Encryption. — FSE’94, Proceedings. —
Springer Verlag, 1994. — P. 211 — 221.

[4] Kanda M. Practical security evaluation against differential and linear cryptanalysis for Feistel ciphers
with SPN round function // Selected Areas in Cryptography. — SAC 2000, Proceedings. — Springer
Verlag, 2001. — P. 324 — 338.

[5] Vaudenay S. Decorrelation: a theory for block cipher security // J. of Cryptology. — 2003. — V. 16. —
Ne 4. — P. 249 — 286.

[6] Gosudarstvennyi Standart 28147-89. Cryptographic Protection for Data Processing Systems. Government
Committee of the USSR for Standarts, 1989.

[7] Lai X., Massey J.L., Murphy S. Markov ciphers and differential cryptanalysis // Advances in Cryptolo-
gy — EUROCRYPT’91, Proceedings. — Springer Verlag, 1991. — P. 17 — 38.

[8] A. Anexcenrayk, JI. Kosanbuyk. Jlunenasi u guddepeHIuaIbHbN KPANTOAHAIN3 IMI(POB, COAEPKALIX
cymmaTop mo mogymo 2™ // Mexnyrapoanas kordepernnus «CoBpeMeHHEIE IPOOIEMEL I HOBBIE TE€ICHWS
B TEOPUU BEPOSTHOCTMY, JepHOBUEL, 19 - 26 mious 2005 r., c. 9-10.



O KOHCTPYKIUAX DHAOMOP@PHBIX COBEPIIEHHBIX
mudpoB

C. C. Konosamosa, C. C. Turos

ITo Teopeme IMlennona coBepuieHHBIE MMMPH — HTO MUGPE 0O0OIMIEHHOr0 FrAMMUPOBAHUS CO CILyYau-
HOU PaBHOBEPOSATHOM raMMou, u Toabko oHu [1, 2]. IloaTomy axTyanbHa 3agada M3ydeHUs KOHCTPYKIIUM,
MOPOXK JAIOIINX CEMEUCTBA TAKUX a0COMIOTHO CTOMKIX IA(POB.

Pa6ora nocesmmena permennio npo6aeM IOCTPOEHNS SHIOMOP(HBIX COBEPIIEHHBIX MN(GPOB, KAK KJIACCHIe-
CKUX, TaK X IMATOCTONKMX, 0606maommx Teopemy llennoHa 1/ Apyrux BUAOB KpunToarTax [1, 2, 3, 4, 5, 6].
O KJ1aCCHYEeCKUX IMHENHEBIX DHIOMOP(MHLIX COBEPIIEHHBIX ImpPax, OIUCaHHbIX B 1987 rogy 3anagHeivMu kpu-
nrosorami [5], B kHure [4] GBLIN TOCTABIEHH Cleqyiomye 3a1a4u (OIpeteneHns CM. HIke U B [4]):

1. Asasercs au mudp KOHCTPYKIUYM 1 MyJbTUILTAKATABHEIM HIGPOM?
2. fBrsercs au 110601 COBEPIIEHHBLIN OUIMHENHBIN MU(BD MYJbTUALIAKATABHEIM IpPOM?

3. Asasiercs au 10060M COBEPINEHHBIN IMHENHBIN mudp OMIMHENHBIM mudpoM?

B [7] ok 3a5a<m pEIIeHE, & IMEHHO GaH MNOJIOKUTEIbHBIY OTBET Ha, EPBLIY U OTPULATENBHEIN Ha BTOPOK
u Tperui Bonpocel. Huxe, B mepBon yacTu pabOThL, IPUBOAUTCA KPATKOE U3JI0KEHUE DTUX PE3yAbTATOB HA
OCHOBE TEOPUM KOHEYHEIX ILIOCKOCTEH.

Bo BTOpon wacTu paGoTH UCCAEAYIOTCA UMATOCTOUKYE COBepIIeHHEIe mudphI, a umenHo — U (L) u O(L)-
cronkue mudps [4]. Kak nokasano B [4], ocHOBHYy10 npoGieMy IPEACTABIAET MOCTPOEHNE DHIOMOPGMHEIX
U(L) n O(L)-cronkux mmeppos. IIpeacrasiensr koucrpykmuu U (2), U(3)- n O(2), O(3)-cronkux mudpos
HA OCHOBE KOHEYHBIX INIOCKOCTEN M AHAJIOTOB APOOHO-JIMHENHEIX (DyHKIUNA U MOKA3AHA CBA3b MEX[y HUMU.

Byaem npunepuBaTeCs MOHATHUM, TEPMUHONOTMA 1 MeTOAOB KHUrHY [4]. OTMETHM TOJIBKO, ITO MATPHALA
3ammdpoBaHus B KOHCTPYKIuy 1 — rankesesa MaTpuma: cM. [6], ¢. 218 u [3, 8].

Beegem HekOTOpEIE MOHATWA: HPaBWIO 3aumdpoBanusa cosepruenHoro no lennony mudpa 3agaerca
yDaBHEHUEM y = T * k, T e Yy — 3amudPOBAHHEIN TEKCT, £ — OTKPHEITHII TEKCT, k — K09 3aIndPOBAHU,
* — YMHOXEHHE B COOTBETCTByIOWen kBasurpymnne. MuoxecrBa X OTKDPHITHIX TEKCTOB U Y 3aKPHITHIX
TeKCTOB (Im(pPBEIUINH) PACCMATPUBAIOTCA B 3TON PAGOTE KAK MOAMHOXKECTBA BEKTOPHEIX MPOCTPAHCTB
Ha g KOHeuHBIM nmoseM F', ™ — mpocTpaHCTBO BEKTOPOB-CTPOK AauHEL r € N Hang momem F'.

EcrecTBenno 66110 661 canTarh mmdp auHenHbM Hag moaeMm Fecu X = F™ Y = F™ (m,n € N) u qua
KaXJI0ro k omepanus 3amu@poBanusa JuHerHa o £. O [HAKO JUHEVHBIX B TAKOM TTOHUMAHUN COBEPIIEHHEIX
mudpoB He cymecTByeT (cM. ¢Tp. 66-68 B [4]), HO MOXHO IOCTPOUTEL AUHENHEIN HAL F' coBepieHHEM mudp,
mameHuB B onpenenennn yeaosuss: X = F™\ {0}, Y = F™\ {0} u ana xkaxgoro k # 0 onepanmsa 3ammposa-
HUs JUHEWHA 110 . Jlanee mof JUHeNHEM mudgpoM OyaeM MOHUMATh Mudp, yIOBICTBOPAOIIAN YKA3AHHEIM
ycaoBusam. [Jas Takoro mumdpa npaBuio 3amudpPOBAHUA MOXKHO 334aTh MaTpuien My pasmMepoB m X n.
Jlunenner Hag F mmdp ABAAETCS CHIBHO COBEPIIEHHEIM [3] TOrAa ¥ TOJBKO TOrAA, KOI4A BHEIIOJIHAIOTCS
yCIOBUSL:

1. Mnsa mobeix z, y € F™ \ {0} cymecrsyer (v eguscTBenHbm) ko4 k € K, yAOBIETBOPSIOLAN
ycaoBuio y = x My

2. Pacupegenenue kiao4da P(K) paBHOMEPHO.

Jlunennem mudp HazoBeM OmauHennsiM Hag F, ecmn X = F™\ {0}, Y = F"\ {0}, K = F*\ {0} gun
HEKOTOPBIX M, N, § € N; £ € X u Kax s >aeMeHT MaTpuiisl My auneed mo k.
YacTo PaCCMATPUBAKT TPY KOHCTDYKIH [4], O3BOIAIONmIE CTPONTE COBepIIeHHELe mudpsL lycts 7 =

(x1,.--y2m), k = (k1,...,kn) — Henyaeswe saemenTrr ot GF(¢™), mpeacTaBIeHHEE B KOODIMHATHOU
dopme.

114
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- o o o
Koncrpyknma 1. Ilar 1. IIycte & = (k1,...,kn 0 — HaYaJILHBLIM BEKTOD JMHENMHOU PEKYPPEHTHOU
Yy > ) Y
HOCIEJOBATEILHOCTH MAKCUMAILHOrO Iepuoaa Hag noaem F = GF(q).
[Mar 2. Iloap3ysach B3akKOHOM PEKYPCHM, BBIPA3MM KAaXABIM W3 CIeAylommx M — 1 3HAKOB
Y- Y ) it Ay
km+1, Em+2, .- -, k2m—1 JIPII B Buge TMHENHBIX KOMOUHAIN IEPEMEHHEIX K1, . . ., K-
IMar 3. B xaecTse -1 crpoku MaTpunsl My, BoabMeM BeKTOP (i, - .., kitm—1), Kaxkgas koopauHara k;,
J > M KOTOPOro 3anmucana B Buje (IIOTy9IeHHOM Ha, Tane 2) JMHeNHON KOMOUHALINN TEPEMEHHEIX K1, . - . , Ky -

KoucTpyknusa 2. Onpegennm mpaBuio 3amm@pOBaHUs B COOTBETCTBUAU C COOTHOLIEHUEM y = % - k B mose

GF(¢g™).

Koncrpyknua 3. Onpenenum mpasuio 3ammu@pOoBaHnua B COOTBETCTBUY ¢ COOTHOomenueM y' = x' - k' B mose
GF(¢™). 3nece ' = zA, k' = kB, y' = yC, a A, B, C — neBuipox aenure MaTpunsl m X m vHag GF(q).

Onpepenenue 1. Koncrpykuma 3 gaet OmimHENHBIN HAL F' MUHUMANBHEIN CUIBHO COBEPIICHHEIN MY Ab M-
NAUKAGMUSHLIY TIdD.

1 Pemenne Tpex 3agav o Tpex KOHCTPYKIIUAX COBEPINEHHBIX IITN-
¢dbpos

3agadga 1. [[oxaxeMm, 9TO CUIBHO COBEPIIEHHBIN OMIMHENHLIN MU(P, TOCTPOCHHBIN C MOMOIIBI0 KOHCTPYK-
uun 1, ABAAETCA MYJbTULTAKATABHELIM.

IIycts ypaBHenue 3amudpoBaHus OWIMHENHOrO mmdpa OPEeACTABIeHO B Buae y = rMy, rae 7 =
(Yo, Y1y -+ Yn—1), z = (zo,21,-..,Tn—1) — BexkTOpLL, M = M} — KBaApaTHAA MATPULA 7 X 1, HIOCTPOCHHAA
IIpM IIOMOIIM KOHCTPyKumu 1.

B cooreercreuu ¢ [8] m mecToi riasou B [3], BBEAEM CONPOBOXKAAONIYI0 MaTpULy S MHOrOweHa f (1) =
ap+a1zt + ...+ ap_12" ! + 2™ nag morem F B Buge

0 0 —ag
1 0 —ag
S =
0 ... 1 —Qnp—1
TMonyuaem, 9o ar060u Kar0ueBOr BEKTOP (Koti, - - -, kn—1+i) CBa3aH ¢ BeKTOPOM (K144, ..., knt;) paBeH-
ctBoM (k14iy-- - knyi) = (Kotiy-- -, kn—1+:)S. IlooTomy marpuna M} cocrasiena us cTpok Buga k, kS,
kS2,..., kS™ ! rae k — xmouesas Bexrop-ctpoka k = (ko,k1,...,kn—1).

Orciona BriTekaer, uTo MaTpuna My HeBeIpOXK AeHa 1 a060ro k # 0. Ilockonbky MHOrOwIeH f npumu-
TuBeH, TO MaTpuna S nopoxaaer nose GF(2™) MaTPUIHEIX MHOTOWIEHOB OT S, a €6 CTEeneHr NOPOXK AT
MyJbTUILIMKATABHYIO TPYIILy DTOrO MOJA, KOTOPas ABIAETCA mukamdeckon. CaenoBaTerbHo, M Jo60ro
k # 0 MOXHO OmpenenuTh TAaKyl CTeneHb m, 9To k = k,S™, rme ko = k, = (1,0,...,0) — «nepsona-
YaJIbHAs» KIIOYEBasS CTPOKA, KaK 2T0 oTMedeHo B [4] Bcaen 3a [9]. IHosromy marpuma M) cocrasieHa us
cTpok Buga koS™, koS™L, koS™12..., rme m = m(k) B cuTy 5TOM TabIUITEI COOTBETCTBUSA CTENEHeH M 1
KJIIO9YEBEIX CTPOK k. BekTopHOE MPOCTPAaHCTBO BCEX N-OMTOBLIX CTPOK & MOXKHO M30MOP(MHO BIOKATL B BEK-
TOPHOE TTPOCTPAHCTBO CTEMEHeN S M0 MEPBOU CTPOKE: z = ?S", rue € = ko. Takoe e BIOKEHHE MOKHO
IPOMBBECTY ¥ [ BEKTOPHOI'O IPOCTPAHCTBA BEKTOPOB k u y: k = €9™ & M(?) =M, S™, Y =¢5°,
©(S*) =¥, ¢(S™) = k, rae M, — 10 maTpuna M}, ¢ BexTopom € B mepsoit crpoke. Ecim y = 2 % k, To
Y =7M(k)mpu @ = €St u My = M,S™, i = €5, re. ipu 7 = (S un ? = p(S™), noxyaaem
7 = ?SfMeSm, ? = ?SH"‘, U, IOCKOJIBKY (¢ — #30MOpGU3M IPOCTPAHCTB, HANAETCs TAKas CTENeHb i,
aro € S¢M, = €St Tlonoxus U = €S, nonyuamm ¢(St) = ¥ < o = 2@ M., 1 ecm paccMaTPUBATE IIPE/-
craBiaeHue d1eMeHTOB noas GF(2") kak BEKTOPOB — MEPBLIX CTPOK CTEIEHEd MATPUILL S, TO MOLYyIaeTCH,
qr0 y = u -k B GF(2™), T.e. S° = S'S™, rme u = xM,, ITO NOKA3EIBAET MYJbTUILTMKATABHOCTE MAbDA,

II0CKOJIBKY yMHOMKeHne Ha M, — iunHerHOe npeobpasopanne A cremeneit S¢ B mpocTpancTBo cremenen S, u
zxk=p(S) xp(S™) = (St S™) = p((S)A - S™). Urax, nokazana

Teopema 1. Koncmpyxuyus 1 3adaem myabmunaurxamusrvitt wudp euday =u -k, u = zM,.
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YnobHo paccMoTpeTh pekyppeHTy kirs = kiya + ki [4] B xadecTse mpumepa. [Iycrs JIPII sanaercs
npuMuTUBHLIM MHOTOWIeHOM f(2) = 2° + 22 + 1. MaTpuna 3anmmdpoBaHAa UMeeT CJIeTyOoNmi BII:

k1 ko ks
My =| ko ks ki + ks
ks ki+ks ki+ks+ ks

. —
COmpoBOX JAIOIIAsA MATPULIA, U CBA3L €€ CTEIEHeN ¢ BeKTopaMu k u 7

0 01 kE koS™

S=1[1 0 0 M, = | kS ko = (1,0,0) My = [ koS™H!

01 1 kS? ko Sm+2
01 1 111 110
S2=10 0 1 S2=10 1 1 St=1[1 1 1
11 1 110 1 0 1

1 0 1 010 100
S5=111 0 S6=1[1 0 1 ST=E={0 1 0
010 1 00 0 01

ZSOM, = @EM, = @M, =€ = €5°, Tax uro (S°)A = S°; €S6M, = €S!, u mosromy (S¢)A = S%;
ZSIM, = €52, rax uro (S)A = 52, a nockorbKy pasnoxenue o Gasucy — 510 S2 = S¢ + S1 (sa Gasuc
sast SO, S6, S1), 1o (SY)A = S® + S'; nosromy marpura A mummeitHoro mpeo6paszosanms S¢ — St (1.e.
Z — U) umeer Bug

1 00
A=10 0 1| =M,

01 1
k| m T /{ T Uu
001 | 1 001 |1 001 | 011
010 | 6 010 | 6 010 | 001
011 | 2 011 | 2 011 | 010
100 | O 100 | O 100 | 100
101 | 5 101 | 5 101 | 111
110 | 4 110 | 4 110 | 101
111 | 3 111 | 3 111 | 110

Jlerxo mpoBeputTh, uTo Tabmua Koau u Tabauia yMHOXEHUS B MOJE CTENeHen S COBMAqaoT.

3ameuanue. IlocTpoeHHAS M30TONNSA IPUBOAUT KOHCTPYKUIUIO 1 K MyIbTUIIAKATABHOMY MA(PY HE TOJLKO
[ IPUMUTUBHOIO, HO U JJ J0O0r0 HENPUBOAUMOI'O MHOT'OUIEHA.

[lenCTBATENLHO, M3 AHAIM3A BEITENIPABEIEHHOTO JOKA3ATENLCTBA ACHO, YTO MTPUMATABHOCTE MHOMOWICHA,
HE CTOJIb CYIIECTBEHHA, BAXKHO JUIIb HAIWYIUE TAOINIBI IEPEKO AUPYOMEro n30MOPGU3Ma, a 3TO OYEBUIHO
IMeeT MECTO I JH0OOr0 HeIPUBOJUMOr0 MHOT OYJIEHA.

B xauecTse npumepa yao6HO paccMorpers MEOrowreH f(z) = zt + 22 + 22 + x4+ 1.

B cmny ero HempmMUTHBHOCTH COMPOBOXK IAIOMAA MATPHUIIE, MHOTOWICHA OyIeT UMETh BCErO MATb, & He
2% — 1 = 15 pa3IMIHLIX HEHYJIEBLIX CTETeHel, TIO3TOMY C WX MOMOIILI0 HETB3A MOTYyYUTh BCe 15 KII0YeBhIX
BekTOpa k m % . HO BEKTOpHOE HPOCTPAHCTBO BCEX 4-GHTOBBIX CTPOK & MOXKHO H30MOP(MHO BIOXKHATH B
JIMHEWHOe TIPOCTPAHCTBO MaTpuil 4 * 4, 3anaBas Broxerwe dbopmyaon p(x) = a + bS + ¢S? + dS?, rae a,
b, ¢, d — snemenTrr noas Zs. Torga mepBou CTPOKOUW >TUX MaTpul] OyaeT BekTop « . Huxe mpencrasieHa
Tabaua, B KOTOPOU IPUBEAEHO COOTBETCTBAE KOMOUHAIIMY SJIEMEHTOB a, b, ¢, d ¢ IepBOu CTPOKOU (BEKTOPOM
) coorsercrByomen Marpuns ():

abcd T 0100 | 0001 1000 | 1000 1100 | 1001
0001 | 0110 0101 | 0111 1001 | 1110 1101 | 1111
0010 | 0011 0110 | 0010 1010 | 1011 1110 | 1010
0011 | 0101 0111 | 0100 1011 | 1101 1111 | 1100
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Wrak, 1eMCTBUTEILHO, KAXKABIM U3 15-TH BEKTOPOB 7 KOAUPYyeTCs OZHUM HAOOpOM wuucen a, b, ¢, d,
mpudeM TaOIUIEL YMHOXEHNS B IIOJE U B KBA3UI'PYIIIE COOTBETCTBYIOT APYT APYTY B CILLY HAINEW W30TOINM,
3a,1aBAEMOI MATPULEH

M, =

S OO
= o o o
= -0 o
O == O

3agada 2. [l1s pemeHus BOCIOJAL3YEMCSA NPOCTEIM HAOMOneHNeM 1 Teopemon Anbepra.

Habaodenue 1. Habop marpur, My npuBoguT K COBEPUIIEHHOMY HIM(pPy TOAa ¥ TOABKO TOrAA, KOI'AA
det[M (k') — M (k")] # 0 pns mo6bx pasnuaseix HeHysesbix k' u k.

Marpuma My, sBasercs ndoMopdHEIM 06paszoM BekTopa k. Eciu sToT onpegenurens 6ygeT paBeH HyJIo,
10, xoma1 k' # k", GyJeT CymecTBOBATH TAKOM HEHyJIeBoM BekTOp &, uto @ M(K') = ZM(k"), a s10 HE
COOTBETCTBYET OIPEIEIeHNIO COBEPIIEHHOrO Mndpa.

Teopema (An6epr). Ecau xeazuepynna c edunuyeti u3omonna epynne, mo ona et uzomopdua (u, caedo-
sameavro, accoyuamuera). Cm., nanpumep, [12, 15].

ITo pesyabraTam HabMOAeHUA | TUHEUMHEIA COBEPINEHHLIN MIU(MD ABIAETCA IACTHHIM CIYIaeM CUCTEMBI
Be6nena-Begaep6épua [11], u mosToMy pemieHreM BTOPOH 3aa4y SBJSAETCA JaI00as Takas CUCTEMa, 00Ja-
[AIOIIasg CBOMCTBOM JBYCTOPOHHEN TUCTPUOYTUBHOCTHU U HE CBOMANIAACA K TIOMI0. Hampumep, 5T0 moxymnose
An6epra u monynosne Jonansga Kuyra (cm. [11]).

Bosbmem maTumeproe noaynoae [Jonansna Kayra (114 HEro xapakTepHa ABYCTOPOHHAA AUCTPUOCYTUB-
HOCTB), KOTOPOE 3aJaeTCA HEMPUBOAUMEIM MHOrOWwIeHOM f(z) = z° + 22 + 1, Tax ut0 20 = 1, T, 22, 2°,

z* — Gasuc GF(2°), u crenyiomen TabauIel yMHOXKEHUA GA3MCHLIX 3JIeMEHTOB:

1 T z? z3 z?

x 22 x> z* z+1

z2 z3 xt zZ+1 2+t 4z
x3 xt x2 +1 3+ 2422+
e+l | +8+22+x [+ + o 3 + x?

Marpuna 3amudpoBaHus:

kl kz k3 k‘4 k5
kz k3 k4 k‘5 k3 + kl
My = | ks kg ks ks + k1 kg + ko

k4 ks ks +ki ki+ko ks + ks
ks ks+ky ki+ky ks+ks ka+ks+k

ITo Teopeme AnGepTa 5T NOLYIONA AIOT IPUMEPEL OMIMHENHEIX HEMYIbTAILINKATUBHLIX IU(QPOB BBULY
nx meaccornmatupHoct: A = z(z%2?) =z + 1, B = (z2?)z? = 2> + 1 = A # B [11, 7). MyapTuninkaTus-
HBEIZ ke mudp 33,1a€TCA KBA3UTPYIINON, K30TONHON MYyJIbTUILIUKATABHON CPYIINe HOisA (M30TONuUs 33,1a6TCA
auHenHbIME npeoGpasoBanusavu A, B, C [4]). Cucremebr Bebaena-Benzep6épra, He CBOAAMMECST K MOLAM,
Jal0T HeIe3aproBLl KOHeYHBIe WIOCKOCTH [11]. Takue CuCTEMEI CYLMIECTBYIOT, IPUMEDH CM. BHINIE; 3HAYWT,
NOKA3aHa,

Teopema 2. Cywecmsyiom OusuHetHble HEMYALTNUNAUKAMUBHDIE COBEPULEHHBIE WUPPbL.

3agaga 3. [JokaxeM, 9TO HE JIOOO0U COBEPLICHHLIN JUHEAHLIN MUPP ABIACTCA OMInHeNHEIM mudpom. s
HTOr0 JOCTATOYHO NONBEPrHYTH K9 Kk HEIMHENHOMY 06PATUMOMY IPEOOpPa30BAHNIO, KOTOPBIX HAI KOHEY-
HEIM TIOJEM IOpasio 0ouablie, 9eM JuHenHbIX [10].

Hampumep y = z - k", h # 1, h € Z. Ilpu h = —1 npoucxoauT He mubpPOBAHIE, 3 PACIIAGDPOBLIBAHME
TekcTa (aBaeHue napacrpodun). Han moreM xapakTepucTUKU ABA MOXHO GPaTh TOJBLKO HedeTHEE h. Ode-
BUHO, 9TO NMPU YCJIOBUAU BIAUMHOU TPOCTOTHL A ¢ 2™ — 1 BO3MOXKHO TOCTPOEHUE mdpPa, KOTOPLIU OyaeT
JIVMHENHBIM, HO He 6unuHenHbM [7]. UTak, cupaseqmusa
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Teopema 3. Jiobas neaunetinas no xmouy k u30Monus MysbMunivkamuenot 2pynnet noas 0aem npumep
aunetno20, Ko He Guaunelino2o cosepuento2o wudpa.

Pemennem Tperben 3ajadu sBiasgeTcs U cucreMa Xomra [11], mpemMymecTBO KOTOPOU Iepen paccMo-
TPEHHOU BHIIE (TAe OTCYTCTBYET JEBAasA €IUHUNA) B TOM, ITO B HEU €CThb ABYCTOPOHHAA eamHmna. IlycTh
f(z) = (x> —rz—s) — MEOrOWIEH BTOPOTO IOPAIKA, HENPUBOAMMETA Ha 1 Tosem F. MaTpua 3anmdbposanmus,
COOTBETCTByIOmAs cucreme XoJua, umeer Bujg [7):

ko k1
M = | —k24rkots & nast kg #0, M(ko,0) = koE mus ky =0,
— & o+7r

rge ko4 k = ¥ = (ko, k1).

XapakTepuCTUIECKM MHOTOWIEHOM TAaKOM MaTpuisl ABaseTcsa ucxogHud det(AE — M) = xm(A) =
fQA) = X2 —rX—s # 0 1.k f(z) menpusomum. [IposBepuM Temepb B COOTBeTCTBUM C HabmogeHumeM 1
OIpenerInTeNb PA3HOCTY HEAUArOHAIBHEIX MATPUL MU PA3HEIX K:

z Yy u v
M(z,y) = | _o24rat o Mwv)= <__ 2t rut )’
Z yr:c S _m+r U U’I‘U S _u+,r.

r—Uu —v
det[M(x, y) - M(U, U)] = det —z24rz+s _ —u?4ruts Y
Y v

—rt+u

_ —(@v —yu)® +r[(zv —yu)(v —y)] + s(v — y)? 20,
yv

TV — yu 9
T.K. HHa4YEe 2 = —— OBbLI OBl KOPHEM ypaBHEHUA z° — rz — § = 0, npunagrexamum nomo GF(q), ogaako

2

[0 YCJIOBHIO MHOTOWIEH f(z) = z° — rz — $ HENPUBOJAUM HAJ DTUM TIOJEM. SHAYAT JOKA3AHA

Teopema 4. Cucmema Xoara daem npumep 08ymeprozo #ad JanHblm Nosem Aunetdno20, Ko He busUKelno20
coseputerno2o wudpa na ocrose Keazupynnvi ¢ deycmoponnet; edunuyeti.

BocnoabayeMcs Tenepsb BEIBIEHHOU [7] CBA3BIO COBEPIIEHHEIX MUGPOB [4] ¢ KOHeYHEIMU TocKocTAMY [10),
11] ansa w3y4eHUs UMATOCTOMKYX COBEPIIEHHBIX mudpoB [4].

2 KOHCTpPYKIIMM COBEpIIEHHBLIX IMU@POB, CTOMKUX K JPYTCUM BH-
JaM KpuUIToaTak

Ilepengem teneppr x paccmorperutro U(L) m O(L)-cromkux mmdpoB, a TAKKE IEPIEHIUKYIAPHEIX
PA{(L, A\, p) n nukaudeckux nepnesaukyaapaerx MaccusoB CPA; (L, A, 1), HOCKOIBKY MOCTPOEHUE TAKUX
mudPOB SKBUBAJEHTHO TOCTPOEHUIO NEPIEHANKYIAPHLIX MacCUBOB [4].

Onpepenenne 2. U(L)-croukuil mudp — 9T0 mudp, CTONKAN K aTakKaM Ha OCHOBE HEyNOPALOIeHHOU L-
KPaTHOU COBOKYTTHOCTH MM(pPTEKCTOB, MOIYYEHHLIX HA OJHOM KIH0Ye.

3agaga nocrpoenus U (L)-cTonkux mmudpoB SJKBUBAJEHTHA 33a4€ TOCTPOEHU EPIICH [UKYIAPHEIX MaC-
CHBOB CIENUAJBLHOT'O BUA.

Onpepgenenne 3. Iepnenaukynspusiii maccus PA, (t, A, p) — >10 MaTpuna A pasmepo w - Cf, X X ¢
DJIEMEHTAMU U3 MHOXECTBA Y MOIIHOCTHY fi, KAXAAsg CTPOKA KOTOPOU COCTOUT U3 A PABMUIHBIX DIEMEHTOB,
7 i00BIe ¢ PA3IMYHBIX DJEMEHTOB MHOXECTBA Y COAEePKATCA TOYHO B W CTPOKAX IO AMATPULEL, COCTABICHHOU
MO0LIME ¢ CTOAOIAMY MATPUILL A.

Hanee 6ynemMm pacCMaTPUBATL TOABKO MUHMMAJIBHBIE DHAOMODQHEE mmdpPE, T.€. MUGPH, CTPOAIMEC
Ha OCHOBE MAaCCHUBOB C A = p, T.K. mo Teopeme 4.2.4 B [4] usyuenne U(L)-cTonkux mmdpos ¢ A < p u ¢
MUHUMAILHEIM YUCIOM KITOYEH T CBOAUTCA K cIydaio, korga A = g (cM. 06 O(L) c. 152 B [4]).
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Teopema (A.}0.3y60B [4], Teopema 4.2.8)). Ecau cywecmseyem nepnenduxyaspruurl maccus PA,(t, \, 1),
mo ecmo u U (t)-cmotiwut wugdp ¢ napamempamu |X| =X, [Y|=p, |K|=w-CL.

Omnpepenenne 4. uxnmuaeckui neprnenauxyaapusu Maccus CPA, (t, A, 1) — 9TO epHeH INKYIAPHEIL MaC-
cuB PA,(t, A, 1), KOTOPHII C KaXKJOM CTPOKOU COLEPKUT B KAYE€CTBE CTPOK BCE €e IUKINIeCKue ¢ABury [4].

Iocrpoenue nukamaeckoro U(2)-cToukoro mudpa CBOAUTCA K 3a4a9€ PACCTAHOBKU (pep3er, He yrpo-
KAIOMUX APYT APYTY HA OWIMHAPMYECKOU MAaxMaTHOU gocke n X n [14]. U3 pesyasraTos [14] BoTekaer, B
vacTHOCTH, HeCcymecTBoBanue CPA;(2,9,9). PaccMOTpeHreM MacCUBOB, rie 3amudpOoBaHue naeTcsa ¢hop-
Myaon y = i-z+j ¢ kmodoMm k = (i, j), mokazaHo [4], uTo cymectByer maccus CPA;(2,5,5) = CPA;(3,5,5).

Omnpegenenne 5. O(L)-croukuu mudp — 3T0 mudp, CTOMKANA K aTaKaM HA OCHOBE YHODAAOYeHHOU L-
KPaTHOU COBOKYIHOCTY MU(PPTEKCTOB, NOLYIEHHBIX HA OJHOM Kitode. B oToMm caydae B Tabauue 3ammdpo-
Barus A, (L, )\, u) npu w = 1 mobas CTPOKa JOMKHA COAEPKATL TOIBKO [0 OQHOMY BEKTODY U3 JHOObIX L
€e DIEMEHTOB, coAepxKammxca B Mobex L cronbuax. Kax u B caywae U(L)-cronkux mmdpoB, 41a CO30a-
mus O(L)-cronkux mmdpos CTPORTCT MATPULA ¢ A = o (cm. crp. 152 B [4]). J1n MPHUMAIBHEIX 3HAYEHUN
napamerpos dHzoMOpdHOro O(L)-cronkoro mudpa mveem: A = p, m# = (Al)/((A — L)!) [4]. Ormernm,
uaro mocrpoerne O(L)-cronkoro mudpa nNpuBoauT K cxeMe pasgenenus cekpera (L,2L — 1) [6]. Boabme
BoaMoxkHOCTen Aua codganusa U(L) u O(L)-cronkux umdpoB NpesoCTABIAIT HENUKINIECKAE MACCUBEL

B crenyomux paccy ) IeHUAX yCTAHABIMBACTCA CBA3b C MEPBOU YACTHIO JAHHOU PAOOTHL:

Habmoodenue 2. TocTpoerune sagomopdroro O(2)-cTonkoro mmudpa CBOAATCA K TOCTPOCHUIO KOHeIHOU (ad-
(PUHHOU) IWIOCKOCTH: JIOOBIM ABYM & OyAyT OLHO3HAYHO COOTBETCTBOBATH MAPa Y, ITO ONPEAENAET Ha, IUIOC-
KOCTH OBE TOYKW, 9€PE3 KOTOPLIE MOXKHO IPOBECTH EAMHCTBEHHYIO IPAMYIO, W HA00OPOT — JIOOBE aBE
HEMapaJUIeIbLHEIE IPAMEIE [IEPECEKAIOTCA B €IMHCTBEHHOU TOYKE.

Bosee mogpobrOe 060CHOBAHTE IPEACTABIACTCA UMAMHUM U (DAKTUIECKY IOBTOPSIET BBOTHEIE BHIKIAI-
KN B COOTBETCTBYIOIINX Pa3ferax Kraccudeckux texcros [10, 11, 13].

Nrak, ¢ kax JBIM JMHEVHEIM COBEPIIEHHBIM MI(PPOM MOXKHO CBA3ATH dHA0MOPdHEM (O(2)-cToukui mudp
o dhopmyre ? = ?M? + 7, rae M- — marpuna 3ammppoBaHus muaenHOrO mudpa HA kaode k. Taxon
mmdp eCTECTBEHHO TOXKE HA3BATH JIUHENHEIM.

Maccussr, nocrpoenssie no cucremaMm Bebaena-Bennep6épua, He CBOIAIMMCS K TOMAM (CM. BBIIIE), TAH0T
npumepsl auHenHBIX O(2)-CTONKIX MUdPOB C MHTEPECHBIMU CBOUCTBAMHU.

Habmwoodenue 3. Habop marpun M) npusoamt x U(2)-cTomkomy mmdpy TOrga M TOIBKO TOTAd, KOTAA
det[M (k') £ M(k")] # 0 pas mr00bIX pa3iuyHBEIX HeHyJeBHX k' u k.

Ecau B mabope marpun 6yayT cymecreosatb marpuust M (k') u M (k'), npuwaem M (k") = —M(k'), To
det[M (k') + (=M (k"))] = 0, 910 nporusopednT HAOMOZEHMIIO 1.
Ceasb mexay U(2)-cronxumu u O(2)-cTorkumu mudpaMu JOCTATOYHO IPOCTA:

Teopema 5. Indomopdnvii U(2)-cmotiuii wudp ¢ ypasnenuvem 30wu@posanus 7 = ?M? + 7, 2de M
— nabop mampuy, moxcem 0bims donoanen do aunetinozo O(2)-cmotixozo wugdpa; obpammuo, ecau ¢ Kaxcdot
mampuyet My, 6 O(2)-cmotikom wugpe codepacumes u mampuya — My, mo 00wy mampuyy u3 410607 marot
napol (woby1!) mosxcno ybpamv u noayuums aunetinvit U(2)-cmotixut wuddp.

HencTurensno, ais nocrpoernus U(2)-mudpa vHeobxoaum HaGop Marpun M. Ecam x memy no6aButh
Habop MaTpun — M}, To noxyduBIIMACS MaccuB Oyaet aBaaThea O(2)-croukum mmppom, T.K. det[£M (k') —
(M (K"))] = det[=(M (k") £ M (k"))] = £ det[M (k') £ M(k")] # 0 (ucxons w3 mabmogenus 3). O6paTHE
BBHIBOJ (DAKTUYECKY IIOBTOPSET paccyXAeHus kuuru [4] Ha c. 92-96.

OTMeruM, 9TO OrpaHuYeHue B OOPATHOM yTBEPXK JEHUU SBIAETC CyleCTBeHHBIM. KouTprnpumep — ad-
(bUHHAS TIOCKOCTE CUCTEMbI XOJL1a, 411 npuMuTUBHOrO Haj noxem GF(3) mmorourena f(z) = 2 + x + 2.
Herpyano y6emuTbCs, 9TO u3 COOTBETCTBYIOUIErO JUHEUHOTO, HO HE OumuuerHOro O(2)-cToukoro mmdpa
HEBO3MOXKHO BT U (2)-cToukuin mmdp, 1 34eCh He I KaxKJOM MATPUIH 3ammdposanus My Hatm-
YecTBYeT MaTpuua 3amudpposanusa (—My).

B [4] ma c. 91-92 ynomunaetrcs o cymecrsosanuum PA;(3,8,8). Ero Moxuo peamm3osars B adbhuHHON
mockocTu o qopmyre ¥ = @ - 4 + £, rae ymHOXeHue — B ose GF(8) mo Tabiuue cTemneHer MHOTOYIEHA
fiz) =2 +z+1mm f(z) = 2® + 2% + 1. Uckomenz maccus sBaserca xak U(3)-, Tax u O(2)-cToikum
mu@ppPOM.
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Bompoc o BoamoxkuocTu BeIgesenus U (3)-crounkoro mmopa uz O(3)-cToukoro mmopa TpedyeT OTaedb-
HOT'O JeTaJbHOIO U3y ICHUA.

Cemencrea O(3)-cToukmx mmppoB MOXKHO CTPOUTH KAK MACCHUBHI 3amudpPOBAHUA HA OCHOBE IPOGHO-
maerHbx Gynkuni Buga f(z) = (az + b)/(cz + d), gobaBras K €€ dIEMEHTAM 0O W ONPEIeJss 3HATCHNS
dysxumm g caegyomux 3Hadenun z: f(00) = a/e, f(—d/c) = oco. B kamrax [4] (c. 149), [9] ykaszano, uTo
npoekTuBHaA JuHerHasa rpynna PGL(2,\) TouHo 3-TpaH3uTUBHA, M MOITOMY MOXKET OLITH WCIOJIL30BAHA
nust noctpoenus O(3)-crounkoro umdpa. IIpegcrasieHre >To rpynnsl B Bue APOOHO-TUHENHLIX Ipeobpa-
30BAaHWN KaXKeTCA HAM JOCTATOYHO €CTECTBEHHBIM U reoMeTpudecku sAcHeM [10].

[Mast monyvenus HOBEIX O(3)-CTOUKUX MIUPPOB CAEAYET OTKA3ATHCA OT TPYIIOBOM CTPYKTYPHL MHOXKE-
cTBa kmoden (cM. pekoMeHganumio Ha c.151 B [4]). KpoMe APOGHO-TMHENHBIX NPeOOPA30BAHUN KOHEYHOT'O
HOJIA, 9TO PABHOCWIBHO KMCIOAb30BAHUIO TOYHO 3-TpamsutueHOu rpynnsl PGL(2,\), MoxHO npemioxurs
0000MEHHEE POOHO-TUHENHEE QYHKINKA, He 00pa3yonme IPyIny, ONpeJeIéHHEEe Yepe3 TePHAPHYIO OIe-
Panuio NPOU3BOIBLHON KOHEeIHON abduuuon miockoctu (eM. [11, 13]): y = z-mob, ecau Touxa (z,y) 1exKuT Ha,
npsamon u3 F, (cemMencTBo mapaenbHEIX IPSAMBIX), Tpoxonsamen 1eped Touky (0,b). dTa omepanms ompe-
IeJqeHa N JoObIX , m u b, BLIOPAHHBIX M3 MHOXKECTBA A = [ DJIEMEHTOB. Y MHOXEHWE L1 U CJAOXKEHUEe
Z + b onpeneasoTCa KAK 9aCTHBEIE CIyday TEPHAPHOU Omepanuu ClemyrommM oopaszom: zm = - m o 0,
z+b=2z-10b. [na TepHAPHON OmEPALMX HOCTYIUPYIOTCA HATH cBoucTs [11, 13], paBHOCHIBHEIX, KaK
U3BECTHO, 33JaHU0 KOHEIHOU TIOCKOCTU. [IpOOHO-IUHENHYIO (DYHKIUO MO JAHHOU TEPHAPHOU OMEPAI[An
€CTEeCTBEHHO 3a4aTh caenyiommym o6pazom: f(z) = (z-aob)/(x-cod). Jenenne npoucxoauT B KBA3UIPYIIIE
HEHYJIEBEIX JIEMEHTOB ¢ omepanuen ymuoxenus: gusi ¢ = 0 f(z) = (z-aob)/d =z -d' o b, f(o0) = o0;
s ¢ # 0 pocrarodno B3aTh ¢ = 1w f(z) = (z-a' ob)/(x-10d) = (x-a' ob)/(z+d), f(oo) = d,
flxg) =ocompu xg-lod = xg+d =0. 10T DIEMEHT T( — AUHCTBEHHEIN. B caMoM fese, IErko yI0CTOBe-
PUTBCS, UCIOAB3Y s MOCTYIATH TEPHAPHOU OMEPAIMH, 9TO ONEPALUA CIOKEHNUA ONPEAENIET KBA3UIPYIILY Ha
MHOXKECTBE BCEX DJIEMEHTOB, & ONEPALA YMHOXEHUA OLIpPenelseT KBA3UIPYIIy HA MHOXKECTBE HEHYJIEBBIX
JJIEMEHTOB, [I03TOMY ¥ IIPABOE U JIEBOE [eJEeHNEe OJHO3HAYHO BHITIOJHUMEL.

OHAKO OMMCAHHAA BHIIE KOHCTPyKIua He Beerga npuBoaut k¥ O(3)-cToukomy mudpy; HanpuMep, HE
BCErJa NPUBOAUT K Hel cuctema Xomwia. CeoucTeo 6urTh O(3)-mudpomM reoMeTpUIecKr 03HAIAET HAIAINAE B
IUIOCKOCTH IIpoeKnuy crenuanbHoro suja [10]. Heo6xogumo, 9T06H rpaduk IMHENHON WK SPOOHO-THHENHON
byHKIME IPOXOAWT Yepe3 M0k TP JaHHEE TOYKU. [IpoekTusHas munenHas rpynmna PGL(2, \) obragaer
TAKUMM NPOEKIUAMYA B Cuiay KoHburypaumu Ilanma, Haamqme KOTOPOU PABHOCHIBHO KOMMYTATUBHOCTH
ymuoxerus B mone GF () [10]. Tem He MeHEe 5Ta KOHCTPYKIUA Ia8T PE3YIbTAT HE TOIBKO [ KOHETHEIX
OJIEH:

TeopeMa 6. B KomMymamueHom Nosynose nepeuerdb AuHelnuir u opobno-aunetinuir Gynkuyuti obpasyem
mabauyy 3ewudposarus andomopdrozo O(3)-cmotixozo wudpa.

OdTa TeopeMa, JOKA3LIBACTCA MyTeM MPAMEIX BHIKJIAJOK, TPUIEM OHU OKA3LIBAIOTCA CIPABEIJIUBLIMUA HE
TOJIBLKO IS [IOJIS, HO U JJIs1 KOMMY TATUBHOIO moxynonas. Cxema u ujies [0Ka3aTeabCTBA: €CJAU HE CYIeCTBYeT
JMHENHON (DYyHKINMK, NPOXONALIEN Y€Pe3 TPU AAHHEIE TOYKU, TO MIA KOI(MPOUIMEHT