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BBenenue

PaccmarpuBaemMblie B JTaHHOM MPOEKTE BPeIOHOCHBIE mporpaMmel (BIT) — ato
MPOTPaMMbl, KOTOPbIE MMEIOT BHYTPEHHHUN MEXaHHU3M paCIpPOCTPAHEHHUS IO JIO-
KAJIBHBIM M TJIOOQJIbHBIM KOMITBIOTEPHBIM CETSIM C HEKOTOPBIMH 3aJJaHHBIMU 3apa-
Hee HemsIMu. TakuMu eI iMU MOTYT OBITh!

® MPOHMKHOBEHHE HA YAAJICHHBIE KOMIIBIOTEPhl C YACTUYHBIM WJIU
ITOJIHBIM MEPEXBATOM YIPABJICHUS UMU;

® 3aITyCK CBOEH KOIIMH HA KOMITBIOTEPE;

e (BO3MOXKHO) JajipHEHIIee paclpoCTPaHEHHWE IO BCEM JOCTYIHBIM
CETSIM, KaK JIOKaJIbHBIM, TaK U IJ100aJIbHBIM.

K cetrsim, mo koTopsiM niepenarorcs nanueie BII, B mepByro ouepenb, MOKHO
OTHECTH (PailIoOOMEHHbIE U TOPPEHT-CETH, JIOKAJIbHBIE CETHU, CETU OOMEHa MEXIY
MOOUJIBHBIMU YCTPOWCTBAMHU, @ TAKXKE JIEKTPOHHYIO MOUTY U pa3iauuHbie MHTEp-
HET-CEPBHUCHI.

B ocnoBHOM paccmatpuBaembie BII pacnipoctpansitorest B Buze ¢aiiinos. HUx
NPUKPEIUISIIOT B KAUYECTBE BIIOKEHUIH K AJIEKTPOHHBIM MUChbMaM M COOOIICHUSM,
100 K€ pazIMYHBIMU CIIOCOOAMHU MOJIB30BATEINIO MPEIAraeTcs NpoOrUTH N0 OMpe-
JICJICHHOM CChUIKE, 3aKavaTh W 3allyCTUTh y ce0sl Ha JIOKaJbHOM KOMIIBIOTEpE He-
KYIO TIOJIE3HYIO U O€CIUIaTHYI0 mporpammy, (ortorpaduro u T.4. (BapuaHTOB Mac-
KHpOBKH ceTeBbIX BII cymecTByer MHOTO). DNEKTPOHHAS MOYTa CTala IPAKTUYE-
CKM MJICATBHOW cpenioy 1uis pacnpocTtpanenus BII

Cy1iecTBYIOT TakKe€ M Tak Ha3bIlBaeMble «OecdaitnoBbiey, «makeTHbie» BII,
KOTOPBIE PACIPOCTPAHAIOTCS B BUJIE CETEBBIX ITAKETOB M IIPOHUKAIOT HA KOMIIbIO-
TEphl IPU OMOIMY Pa3IMYHBIX Opelieil u ysSI3BUMOCTEHN B ONEPALlMOHHON cucTeMe
WM YCTaHOBJIEHHOM nporpaMMHoM obecrieuennu (I10).

JI71s1 IPOHMKHOBEHNUS HA YAAJIEHHBINA KOMIBIOTEP UCIIOIB3YIOTCS CaMBble pa3-
JUYHBIE METOJIbl, HAUUHASI OT METOJIOB COLMAIBLHON MHKEHEPHUH (KOT/Ia MOJIb30Ba-
TEJIO MPUXOAUT HEKOE 3aMaHYMBOE MHCbMO CO CCBHUIKOM WJIM BJIOKEHHBIM (aii-

JIOM, MPU3BIBAIOLIEE JTUOO OTKPBITH JAHHBIN BIOKEHHBIM (ailsl, TuO0 MpONTH 1O



YKa3aHHOHM CCBUIKE), WIM K€ 3TO NPOHUKHOBEHHE OCYILECTBISETCS C IOMOIBIO
ysizBumocteil u «back-doory B ucnonedyemom [10. Takke NMpOHWKHOBEHHE BO3-
MO’KHO TNpHU CYLIECTBYIOIMX HENOYETaX B IUIAHUPOBAHUU U OOCIYyKMUBAaHUH JIO-
KaJbHOU ceTH (IPUMEPOM MOXKET CIY>KUTh KaKOW-THMOO HE3alUIIEHHBIH JTOKaIb-
HBIN JIUCK).

B nononnenue k cBouM ocHOBHBIM (yHKIMsAM BII moBospHO yacto conep-
®aT U QYHKIUH apyroro BpenoHocHoro 1O — BHPYCOB, «TPOSHCKHX» MPOTPAMM,
«JIOTUYECKUX OOMO» U T.1I.

OpHoll U3 nenei JaHHOro MPOEKTa, B TOM YHUCIIE, SBISAETCS MOATBEPKIACHHUE
WIN ONPOBEPKEHUE HEKOTOPHIX (DAKTOB, KOTOpPHIE COOOILIAIOTCS Pa3IUYHBIMU
CMMU, IT-kommanusiMu (B TOM YHUCIIC, aHTUBUPYCHBIMU KOMIIAHHMSIMH) O TaKUX
BPEIOHOCHBIX ITporpaMMmax, kak Stuxnet, Flame, Gauss, Duqu, Wiper u Icefog.

VYke ceryac 1o 3TOMY HAIIPaBJICHUIO MCCIENOBAHWM MOYKHO CHENATh Clie-
JQYIOIINE YMO3PUTEIbHBIE BBIBOJIBI:

e wuHpopmanus, kotopas coobuiaercs o BII (ta mndopmanus, koTopas
HEIMOCPEJICTBEHHO  KacaeTcs MX (YHKUUOHAIBHOCTH)  SIBISIETCA
c OONBIION O BEPOATHOCTH MCTUHHOW. Ecimm Xe Kakue-To
HETOYHOCTH U UMEIOTCS, TO ATO HE OT JKEJaHUsI OOMaHyTh HEONBITHOTO
aHaAJINTUKA, a OT OLIMOOK, JOMYILEHHBIX MPU aHAJIN3E;

® apryMeHTalus HCTUHHOCTH TakoBa: B Hall BEK HMH()OPMAIMOHHBIX
TEXHOJIOTH, YEJIOBEK, OO0Jaaoluid ONpeleeHHbIM  YIIOPCTBOM
U JKEeJIaHUEM, MOYTH BCEr/1a MOXKET HAaWTH HY)XHYIO eMy MH(OpMAaIIIo
10 JTAaHHOM MPOOJIEMAaTHKE;

e 00pasupl ganHbix BII HaxopsTcs B OTKpeITOM noctyne B MHTepHeTe.
EnvHCTBEHHBIM  OrpaHMYMBaIOIIUM  (AKTOpOM B TIPOBEpKE
NOJJIMHHOCTH apryMEHTOB aHTUBHUPYCHBIX KOMIITAHUWA MOXKET CIIYXKUTh

OTCYTCTBUE ONbITa 1 HECOOXOAUMBIX 3HAHUM JIJIs1 aHanu3a 3Tux BII;



¢ B KOHIC KOHIIOB, APYIHC aHTHBHPYCHBIC KOMIIAHWH, KOHKYPHUPYIOIIHC

C H&HHOﬁ; MOT'YyT O0JIMYUTEL €€ BO JI2KH, TEM CaMbIM B HCKOTOpOﬁ
CTCIICHU «IIOAIIOPTHUB) €C PCITYTALHIO.

TaKHMZO6paBONL MO>KHO C HGKOTOpOﬁ HOHeﬁ YBEPCHHOCTHU I10JIb30BATLCA

Tako# oOmienocTynHoi nHpopmanuen Ay aHanu3a ynoMmsiHyTeix BIT HOBOTO M10O-

KOJICHUA.



1 AHAJIM3, KIACCUO®PUKALMA U METO/Ibl BHEIPEHU S
BPEJOHOCHBIX TPOTPAMM

1.1 boeBble Bpe10HOCHBIE POTPAMMBbI

B nacrosiee Bpems 3a pyOe:koM B paMKax co3AaHUsl HOBEHIIIMX 00OPOHHBIX
TEXHOJIOTUA W BUJOB OPYXKUS AKTHUBHO IMPOBOMAATCS PabOTHI MO CO3JAAHUIO TaK
HAa3bIBAEMBIX CPEJICTB HEJECTAIBHOTO BO3JAEHUCTBHUS, OJJHOM U3 PA3HOBUIHOCTEU KO-
TOPOTO SBJISIETCS MH(OPMAIMOHHOE OPYXKHUE, MPEACTaBIsIonee coO00l COBOKYII-
HOCTb CPEJICTB IMOPaXKaloIIero BO3JACHCTBHUS HAa MH(DOPMAIIMOHHBIA pecypc Mpo-
TUBHUKA. Bo3neicTBUIO MH(DOPMAIIMOHHBIM OPY>KMEM MOTYT OBITh MOJIBEP>KECHBI
IIPEXKJIE BCErO KOMIIBIOTEPHBIE U TEIEKOMMYHUKAIIMOHHBIE CUCTEMBI IPOTUBHUKA.
[Ipr »TOM UEHTpPaIbHBIMU OOBEKTaMH BO3JCUCTBUS SIBJISIOTCS IPOTPAMMHOE
oOecrieueHue, CTPYKTYphl JIaHHBIX, CPEJICTBA BBHIYMCIUTEIHLHON TEXHUKU U 00Opa-
00TKH nH(MOPMAINH, a TAKKE KaHAIIbI CBSI3U, a OCHOBHOU (hopMO¥ MHPOpMaIIMOH-
HOTO OpPYKHS SIBJISIOTCA 00€Bble BpetoHOCHBIE Tporpammsl (BBIT).

Ceroans yarie Bcero BpemoHocHbIe nporpammbl (BIT) BHeapsioTcs B KOM-
NBIOTEPHBIE CETH M anmapaTHble cpejcTsa yepes Murepuer!. [Iporpammuoe obec-
MEYEHUE ISl HACTYIATENIbHBIX ONEpalii HAlleJICHO U Ha OTACIIbHbIE KOMIIBIOTE-
pbl, 1 Ha ceTu. OHO pelIaeT 3a7ayy NPOHUKHOBEHHUSI B KOMIIBIOTEPBI U CETH IPO-
TUBHUKA, WCIOJB3Yysl U3BECTHBIC U OOHAPYKHBAEMbIC YSI3BUMOCTHU, KOTOPBIE CO-
JIep’KaTcs HE TOJBKO B MpOrpaMMax M TEXHHUYECKUX CPEACTBaX, pa3paboTaHHBIX
MOTEHIIUAJIBHBIM MPOTUBHUKOM, HO W B anmapaTHOM U IMporpaMMHOM obecreye-
HUU, UCTIOJIB3YEMOM 10 BCEMY MHUPY M3BECTHBIX KOMMAHWN, OOJIBIIMHCTBO U3 KO-
Topbix Haxoautcs B CIIA.

HNuTepHeT sBIsSIETCS HE €IMHCTBEHHOM cpenou i «aoeneHus» bBII nmo
oOwvekTa ataku. CymiecTByeT OOJIBIIOE KOJUYECTBO JAPYTHX CIIOCOOOB M CPEICTB

JIOCTaBKU BpelloHOCHBIX nporpamM (CIIBIT). B Tom uucne, areHTypHbIe, yaaneH-

1 Hanpumep, B CIIIA 3TuM 3aHUMaeTCs CrielMaibHOE NOpa3aelicHine ATeHTCTBA HAI[MOHAIBHON Oe3ormac-
HocTH — TAO. DTta rpynma 3a4acTyro opranusyer pa3padbotky 6oeBbix BII mpuMeHnTENbHO K KaX10H KOHKPETHON
LeIu.
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HbIE anmnapaTHO-TEXHUYECKHE, B TOM YHUCIIE, Yepe3 CIOCOObI IOCTaBKHU Yepe3 pas-
Ju4HbIe nepudepuiiHbie YCTpocTBa arakyeMoil kommbioTepHoi cucteMbl (KC),
KOMOMHHPOBAHHBIE CIIOCOOBIZ,

boesrie BII mpenmnasHadeHpl 9acTo Jyisi TOrO, YTOOBI HE MPOCTO CKPHITHO
IPUCYTCTBOBATh B MPOIPAaMMHOM OOECIIEYEHUN «IIPOTUBHUKA», HO U COXPAHATHCA
B HEM JlaXKe B CiIy4yae MOJEepHU3aluu o0opyaoBaHus, 1160 ooHosneHus [10. boe-
Bble BII mpu3BaHbl pemats He TOJBKO pa3BeAbIBATENbHbIC 3a/1a4H M0 cOOpYy HYX-
HOW MH(pOpMallMU, HO U BBIBOJUTH aTaKyeMble 0OBEKTHI U3 CTPOsl, OO0 MepexBa-

ThIBATb KOHTPOJIb U YIIPABJICHUC HA/l HUMMH.

1.2 Knaccudukanuu BpeA0OHOCHBIX IPOrpamMm
[lox BpenoHOCHOM MporpaMMoi OyJieM NOHMMAaTh BHEIIHIOK MM BHYTPEH-
HIOIO 10 OTHOUIEHMIO K aTaKyeMOU KOMIIBIOTEPHOW CHUCTEME MporpaMmy, obaja-
IOLIYIO OIPENEICHHBIMU JECTPYKTUBHBIMU (DYHKIIMSIMU 110 OTHOILIEHHUIO K 3TOH CH-
creme. K Takum QyHKIIUSAM MOXKHO OTHECTH:
® VHHYTOXCHUE WM BHeceHue u3MeHeHui B Qpynkimonuposanue [10 KC,
YHUUTOKEHUE WIN U3MEHEeHUe oOpaldaThiBaeéMbIX B HEW JaHHBIX IOCIIE
BBINIOJIHEHHUSI HEKOTOPOrO YCJIOBUSl WM TMOJYYEHUS HEKOTOPOro
coob6mienus n3BHe KC («rornueckue 60MObD»);
® [IpEBBILICHUE MOJITHOMOYH M0JIb30BaTEIIS c LETIBIO
HECAaHKIIMOHUPOBAHHOTO KOIUPOBaHUS KOH(HIeHIIMAJIbHON
uHdopmaruu apyrux mnosb3oBatenedt KC umu co3manust yclioBuid s
TaKOro0 KOMMPOBAHUSA ((TPOSHCKHE)» MPOTPaMMBI);
® [oAMEHa OTIEeIbHBIX (PpyHKIMI noacucteMsl 3amuThl KC unm co3nanue

JTIOKOB» B HEW A peanm3anuu yrpo3 0e30MmacHOCTH HH(pOpManuu

B KC;

2 CM. crenmyromuii pasaen.
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e nepexBaT mapoJsied moib3oBarenel KC ¢ moMomplo  UMHTAIUH
NPUTJAIEHUs] K €ro BBOJY WJIA IMEpPEXBaT BCEro BBOJA IOJIb30BaTENIEH
C KJIaBUATYpHI;

® [iepexBaT TNOTOKa WHGOpPMAIMK, TepeJaBaeMoOd MEXIy OOBEKTaMU
pacnpezaenennoit KC (MonuTOps1, cHU(EPDI);

® COKpBITHS IPU3HAKOB CBOETrO MPUCYTCTBUS B porpammHoi cpeae KC;

® peanuzalMu CaMOAYOJUPOBAHMS, ACCOLIMUPOBAHUSA ce0d C JAPYTUMHU
nporpaMMaMu  W/WJIM TIepeHoca CBOMX ()parMEHTOB B HHbIE (HE
3aHUMaeMble  M3HA4YaJbHO  yKa3aHHOW  MporpaMmoi)  00yacTu
ONEPATUBHOM MJIW BHEIIHEW NaMsTH;

e paspylieHus (MCKaXEHHUsS MPOU3BOJIBHBIM O0pa3oM) KoOAa MIporpaMmm
B onepatuBHOM namsitu KC;

e nepeMenlieHus (coxpaHeHus) (pparMeHTOB HHGOPMALIUU U3 ONEPATUBHON
naMATd B HEKOTOpbIE OOJACTH OINEpPATUBHOM WM BHEUIHEH NaMATH
IPsIMOTO I0CTYMA;

® UCKWKEHHS TMPOU3BOJIBHBIM 00pa3oM, OJOKUPOBKH W/WUIU TOIMEHBI
BBIBOJIUMBIX BO BHEHIHIOK MaMsATh WJIA B KaHall CBSI3M MAacCHBOB
uH(popmanuu, oOpa3oBaBIIMXCA B pe3yibTare padOThl MNPUKIAIHBIX
OporpaMM WM YK€ HaXOASIIMXCA BO BHEIIHEW MamsATH, Ju00
WU3MEHEHUS UX [TapaMeTPOB U JIp.

Takum 00pa3oM, MOXHO paccCMaTpuBaTh TPU OCHOBHBIE T'PYMIbI JECTPYK-

TUBHBIX (YHKIUI, KOTOPbIE MOTYT BBIMOJHATHCS BII:

e coxpaHeHue ¢pparMeHTOB MHGOPMAIIUU, BOZHUKAOIICH MPU pabOTe MOJIb-
30BaTeNsl, MPUKIAIHBIX MPOrpamMM, BBOJE/BBIBOJIC JAHHBIX, BO BHEUIHEH
naMsTH (JIOKaJIbHOM WM yJIAJICHHOW) B CETH WJIM BBIJEIECHHOM KOMIIBIO-
TE€pE, B TOM YHCJIE COXPAHCHHE PA3JIMYHBIX MApOJIEH, KIFOYEH U KOJOB
JOCTYTa, COOCTBEHHO KOH(MUIECHIMATBHBIX JOKYMEHTOB B AJIEKTPOHHOM
BHJIe, MO0 Oe3aapecHas KoMmmpoMmeTrarus (pparMeHTOB IIEHHOW HHGOP-

MalliH;
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® U3MEHEHHE AQITOPUTMOB (PYHKIIMOHUPOBAHUS MPUKIAIHBIX POTpaMM
(T.e. LIeJIEHANPaBIEHHOE BO3/ICHCTBHE BO BHEIIHEHW MM ONEPATHUBHOM Ma-
MSITH) — MIPOUCXOUT U3MEHEHHE COOCTBEHHO MCXOAHBIX aITOPUTMOB pa-
OOTHI IIpOTpaMM;

® HaBs3BIBAHHWE HEKOTOPOIO PEXMMa paboThl (HampuMep, MpU YHUUTOXKE-
HUM nHGOpMaIMu — OJIOKMPOBAHUE 3alUCH Ha AUCK, IPU 3TOM MHPOpMa-
1S, €CTECTBEHHO, HE YHHUYTOXAaeTcs) JIMOO 3aMeHa 3aluCchiBaeMOMl HH-

dbopmanuu 1aHHBIMH, HaBsi3aHHBIMU BII.

1.3 MeToabl BHepEeHUsI BPEIOHOCHBIX MPOrpamMMm

MO>XHO BBIZICTUTH CICAYIONINE OCHOBHBIC METOIBI BHEIPEHUS (TOCTAaBKHA HA
aTakyembIii 00bekT) BII.

Mackuposxa BII noo «b6e306uonoe» npocpammuoe obecnedenue. J|aHHBIN
METOJ1 3aKiitouaercsa B ToM, uTo BII BHeApseTcs B cucteMy o1 BUJAOM HOBOM ITPO-
rpaMMbl, Ha MEPBBIA B3I abComOoTHO Oe300umHoi. Takas mporpamma MOXKET
OBITH BHEAPEHA B TEKCTOBBIN WM TpadUUECKUN PEeIaKTOPhI, CHCTEMHYIO YTHIIUTY,
KOMIIBIOTEPHYIO UT'PY, XpaHUTENb 3KpaHa U T.4. [locie BHenpenus BII ee npucyr-
CTBHE B CHCTEME HE HY)KHO MAaCKHpPOBATh — JaXK€ €CIU aIMHUHHCTPATOP 3aMETUT
(baKT MmosBIICHUS B CUCTEME HOBOW MPOTpamMMbl, OH HE MPHUIACT dTOMY 3HAUYCHHSI,
MOCKOJIbKY 3Ta MporpaMMa BHEIITHE COBEPIIIEHHO 6e300u THa.

Mackuposxa BIl noo «b6e306uonblily MoOYIb paCUUpeHus: npocpammHoU
cpedvl. MHOTHE TIPOrpaMMHBIE CPElbl OMYCKAIOT CBOE PACIIUPEHUE JIOTOJIHU-
TEJIBHBIMH TPOTPAMMHBIMH MOJYJIIMH. Harmpumep, uisi onepariioOHHBIX CHCTEM
cemeiictBa Microsoft Windows MoaynsiMmu pacuimpeHusi MOTYT BBICTYyNaTh JAUHA-
Mudecku moarpyxkaemeie ombmuorexku (DLL) m mpaitBepsr yctpoiicTB. B Takmx
MOAYJISX pacHIUpeHHs] MOXKET conaepxkaTthcsi BII, koTopas MoOXeT MOTEHIIMATBHO
BHeNIpeHa B cucTteMy. [laHHBIN MeTon (paKTUUECKH SIBISETCS YACTHBIM CIIy4aeMm
MPEABIAYINEro METoJa U OTIUYAeTCsl OT HEero Tojbko TeM, uro BII mpencrasiser

co00l1 HE MPUKIIAJIHYIO TPOrpamMmy, a MOAYJIb PACIIUPEHHUS TPOTPAMMHOM CPEIbI.
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lloomena BII 00HO20 unu HeCKONbKUX NPOSPAMMHBIX MOOYIEU amakKyemou
cpeovl. JlanHblil MeTO] BHeApeHus B cuctemy BII 3akimrouaerca B ToM, 4TO B ara-
KyeMON MNporpaMMHON cpejlie BbIOMpAETCs OJIMH WJIM HECKOJbKO MPOrpaMMHBIX
MoyJed, moaMeHa KoTopbix (parmentamu BII mo3BossieT oka3piBaTh Ha Cpedy
TpeOyemble HeraTUBHBIE BO3JEHCTBUA. Takasi mporpamMMa J0KHA TOTHOCTBIO pe-
aJIM30BBIBATh BCE (DYHKIIMU MOJMEHSEMBIX POTPAMMHBIX MOTYJICH.

OcHoBHast ipo0JieMa, BO3HUKAIOIIAS MPHU MPAKTAUYECKOW peav3aluu J1aH-
HOT'O METOJa, 3aKJI0YaeTcs B TOM, YTO IPOrpaMMHUCT, pa3padaTsiBatomuid BI1, Hu-
KOTI'JIa HE MOXKET OBITh YBEpEH, uTo co3naHHas uM BII Touno peanusyer Bce pyHK-
[N TOJMEHSAEMOr0 NPOrpaMMHOro Moayisa. Eciny moaMeHseMbi MOyJIb 10CTa-
TOYHO BEJHK 10 00bEMYy WJIM HEJAOCTATOYHO MOAPOOHO JOKYMEHTHPOBAH, TOYHO
3aMporpaMMHUpPOBATh BCE €ro (PYHKIIMHU MPAKTUYECKH HEBO3MOXKHO. [loaTOoMy omnu-
CBIBAEMBI METOJ] 11€JIECO00Pa3HO MPUMEHSATH TOJIBKO JIJISl TEX MPOTrPAMMHBIX MO-
JyJIEN aTaKyeMOW Cpelbl, Il KOTOPBIX JOCTYIIHA MOJIHAS WJIM IOYTH I10JIHAS JO-
KyMeHTanusa. ONTUMaIbHOM SIBJISIETCS CUTYalHsl, KOT/AA TOCTYIIEH HCXOAHBIN TEKCT
IIOAMEHSAEMOT0 MOAYIJIA.

llpsimoe accoyuuposanue. Jlanuplii meton BHenpeHusi B cucremy BII 3a-
KJIro4aeTcss B accorpupoBanuu BII ¢ ucnosHseMbiMu QaiiiaMyd OJHON WK He-
CKOJIBKUX JIETAIBHBIX ITpOrpamMM cucTembl. CI0KHOCTh 3a7a4y IPSIMOr0 acCOLUU-
poBanus BII ¢ nporpammMoli atakyeMol Cpelibl CyIIECTBEHHO 3aBUCHT OT TOTO, SIB-
JAETCs aTaKkyemas cpefa OJH03aJavyHOM WIM MHOTI'03a1a4yHOM, OTHOIIOJIb30BATEIIb-
CKOM WJIM MHOTOITOJIB30BAaTENIbCKON. J[JIs1 OJTHO3aauHbIX OAHOIOJIB30BATEIbCKUX
CUCTEM 3Ta 3a/]a4a PEIIaeTCs T0CTaTOYHO MPOCTO. B TO k€ BpeMs Npy BHEIPEHUU
BII B MHOro3amaunyo Wiy MHOI'OIIOJB30BATEIbCKYIO IPOrPAMMHYIO Cpeny Ipsi-
Moe accouuupoBanue BII ¢ seraabHbIM MpOrpaMMHBIM OOECIIEYEHUEM SIBISIETCS
BECbMa HETPUBHUAIBLHOW 3a/1aUYEH.

Kocsennoe accoyuuposanue. Kocsennoe acconuuponanue Bl ¢ mporpamm-
HBIM MOJYJIEM aTaKyeMOW Cpenbl 3aKirodaercs B accouuupoBaHuu BII ¢ kogom

IIPOrPAaMMHOI0 MOJYJISA, 3arPYyKEHHBIM B ONEPATUBHYIO NMaMsATh. [Ipr KOCBEHHOM
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aCCOLIMMPOBAHUU UCTIOJHAEMbIN (aiil MporpaMMHOTO MOJYJISI OCTA€TCsl HEU3MEH-
HBIM, 4TO 3aTpyIHsET BblsiBiIeHHE BII.

JIjist TOro 4TOOBI KOCBEHHOE ACCOIMUPOBAHME CTAJO BO3MOKHBIM, HEOOXO-
auMo, 4To0bI nHCTaupytomas yacts BII yxe npucyrcrBoBana B cucteme. Jpy-
rumu cioBamu, BII, BHenpsemas B cUCTEMY € MTOMOIIBIO KOCBEHHOTO aCCOLMUPO-
BaHMUsI, TOJKHA OBITh COCTAaBHOM.

Uccnenyembie B nanHom npoekte bBII MMEIOT CIIOXKHBIA M KOMIUIEKCHBIN
[0 XapakTepy BO3JAEHCTBUS U METOJIOM BHEJPEHUS Ha OOBEKT aTaku MyJl JECTPYyK-

TUBHBIX (PYHKIIUH, KOTOpPBIE MOAPOOHO paccMaTpUBaIOTCS B pazjienax 2 u 3.
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2 HCCJIEAYEMBIE BPEJJOHOCHBIE ITPOI'PAMMBbI

2.1 Bpenonocnasi nporpamma Stuxnet

2.1.1 Obwue ceeoenus o BII Stuxnet

Cneunanuctel 0elopycCKod aHTUBUpPYCHOM kommnanuu «Bupycbnokama»
9 uronst 2010 romga oOHAPYXUIM BPEIOHOCHYIO MPOTpaMMy, KoTopasi Obljia Ha3Ba-
Ha Stuxnet. Y aHTUBUPYCHBIX KOMIAHUWA HET €IUHOIO MHEHHUSI O TOYHOW J1aTe BO3-
HUKHOBeHHs Stuxnet. [Io HEKOTOPBIM TaHHBIM, PACHPOCTPAHEHUE BUPYCA MPOUC-
xoawio emie ¢ sHBapst 2009 roga. Peub uaer He mpocTo 00 OOBIYHOM BHUpYCE,
a 0 YpEe3BBIYANHO BBICOKOTEXHOJOTMYHOM BpenoHOCHOM [IO BO Bcex ero mposiB-
aeHusix. Stuxnet ¢akTHUecKu ABisieTcs nepBod B ucropun BII, mepectynuBimm
yepe3 rpaHuily KMOepnpoCTpaHCTBa B peajbHbIM (PU3MUecKuil Mup. DTO mepBas
BII, koTtopas HaueneHa HE Ha IIUPOKUIN CIIEKTP KOMIBIOTEPOB, @ HA y3KUU KPYr
KOPIIOPaTUBHBIX CHUCTEM, CIIOCOOHASI «IIOPTUTHY» HE TOJBKO JaHHBIE U MPOTPaMM-
HBII KOJI, HO ¥ BIOJIHE PEAJIbHbIE YCTPONCTBA U MPOMBIIUIEHHBIE YCTaHOBKU. Ee
OCHOBHOM 3aj1aueil SIBJISICTCA BHEIPEHUE BPEJOHOCHOTO (PYHKITMOHAJIA B MPOMBIIII-
nenubie uHopmanmonnsie cuctembl kiaacca SCADA. Tlosienenue stoii BIT BbI-
SBWJIO OYEpEHbIE YSI3BUMOCTH B OINEpAlMOHHBIX cucTemMax Microsoft. Panbie
MaJjo KTO 33 yMbIBAJICA O 0€30MaCHOCTH MPOMBIIIIEHHBIX CUCTEM, HO C TIOSIBJICHU-
eM Stuxnet B30pbl MHOTHX CHCIIUATUCTOB 10 HWH(POPMAIMOHHOW 0€30MacHOCTH
OBLIIM HAMPABJICHBI B 3TY a0COJIFOTHO HOBYIO JJISI HUX O0JIACTh.

K cnoBy, HekoTOpble KOMIAHUU B chepe MHPOPMALUOHHON OE30MaCHOCTH
npenynpexaant 00 3TOM ellle HECKOJbKO JeT Ha3ai. JlaHHOe sBIIEHHE MOXHO
OOBACHUTH (PaKTOM HM30JIMPOBAHUS MPOMBIIIJIEHHBIX CETe KaK OT ceTed 0oO0IIero
MOJIb30BaHMS, TaK M OT BHYTPEHHUX CETeM mpenanpusatus. B HUX NpuUMEHsETCs
oueHsb creuupuyueckoe odbopyaosanue u [10, Bce mpoiecchl Y€TKO YIOPSI0UEHBI.
SBnssice npodecCHOHAIBHBIMU TTPOTPpaMMUCTAMU, UHXKEHEpaAMU U CIIeIMaIuCTa-
MU, 3Has crienupuKy pabOThl ¢ TPOMBINIJICHHBIMA KOHTPOJIEPAMHU U IPYTUM TIe-
pudepuitieiM 000pyZ0BaHUEM, co3daTenssM Stuxnet ymanock 0e3 Tpyna OOOWUTH

3Ty, Ka3aJIOCh ObI, CaMyI0 HaJISKHYIO (DU3UYECKYIO 3aIUTY.
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Coznarenu BII Stuxnet — rpyrmma BbICOKOKBaTU(DUIIMPOBAHHBIX CIEIUATH-

CTOB, KOTOPBIC XOpPOIIO OPHUCHTUPYIOTCA B cJIa0BIX MecTax COBPECMCHHBIX CHCTCEM

uHdopmamonHon 6ezonacHocT. Ita BII caenana takum oOpa3oMm, 4ToObI OCTa-

BaTbCiA HE3aMCUYCHHBIM KaK MOKHO AOJIBIIC.

2.1.2 Ocobennocmu pabomwr BIT Stuxnet

[TonpoOHbIi aHamU3 CTPYKTYphI Koja Stuxnet (cM. puc.l) cBUaETENbCTBYET

O TOM, YTO 3Ta BPEJOHOCHAs MPOrpaMma SIBISIETCS CaMbIM U30LIPEHHBIM U (DyHK-

MHUOHAJIBHO HACBIIICHHBIM CPpCACTBOM CPCAU BCCX PAHCC M3BCCTHLIX KOMIIBIOTCP-

HBIX BHUPYCOB, TPOSIHOB M uepBed. UToObl mpenctaButh cede Bce «OOraTcTBO»

GbyHKUIUNA U CPEeACTB, KOTOPOE UMEET Stuxnet, MpUBEIEM KPAaTKHUM CIHCOK €ro Oc-

HOBHBIX 0COOEHHOCTEI:

CaMOKOITMPOBAHHC IMoCpecaACTBOM CMCHHBIX MCXaHU3MOB,

HCIIOJIB3YIOIHUX VYA3BUMOCTDB, ITO3BOJIAIOIIYIO ABTOBBIIIOJIHCHHC! Mi-

crosoft Windows Shortcut ,,LNK/PIF* Files Automatic File Execution

Vulnerability (BID 41732);

pacmnpocTpaHeHHe 10 CEeTH Yepe3 ysI3BUMOCTh B Oydepe meyaru Win-
dows: Microsoft Windows Print Spooler Service Remote Code Execu-
tion Vulnerability (BID 43073);

pacrmpoctpanenue yepe3 SMB, ucnonb3yst Microsoft Windows Server
Service RPC Handling Remote Code Execution Vulnerability (BID
31874).

ABTOKOIIMPOBAHUC M ABTOBBIIIOJIHCHHUC Ha YAAJICHHBIX KOMIIBIOTCPAX
yepes3 pas3elICHUE CETEH;

ABTOKOIIMPOBAHUC MW ABTOBBIIIOJIHCHHUC Ha YAAJICHHBIX KOMIIBIOTCPAX
yepe3 ceprep 0a3bl JaHHbIX WinCC;

aBTOKONUPOBAHWE B TIPOEKTHI Step 7 Takum 00pa3oM, dYTO OHA

aBTOMATHUYECKH BBINOJHSIACH, KOT/Ia TPOEKT Step 7 3arpysKeH.
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e CcaMOOOHOBJIEHME 4Yepe3 MEXaHM3M COCJAMHEHHS TOYKa-K-TOUYKE
B nipeaenax JIBC;

® 1ICMOJIb30BaHHUE B OOIIEH CIIOXKHOCTH BCEX YETHIPEX HEUCIPABICHHBIX
ysi3BUMocTe Microsoft, ABe M3 KOTOPBIX BBIIIE YHNOMSIHYTBI — IS
BO3MOXXHOCTH CaMOKOIUPOBAHUS, U JBYX APYTHX — JJIs MOBBIIICHUS
CKPBITHOCTH  YSI3BUMOCTEH, KOTOPBIE€ JIOJDKHBI BCE K€  OBITh
OoOHapyXeHHI,

® CBSI3b C CEPBEPOM KOHTPOJS U YINPABJICHUS, KOTOPHIA IO3BOJISIET
3JIOYMBIIJICHHUKAM ~ 3arpy’kaTb W BBINOJHATh  KOJ, BKJIOYast
OOHOBJICHHBIE BEPCUU;

o coaepxuT Windows rootkit, KOTOpsIif CKphIBaeT ABOMYHBIN kKo BII;

® COJEPKUT BapUAHTHI CPECTB 3aIUTHI,

® JIENIa€T  «CJEMOK»  OMNPENEIICHHOW  MPOMBIIUIEHHOM  CUCTEMBI
ynpasienuss U1 u3Mmensier koj B IIJIK Siemens, 4To0bI mOTEHIIMAIBHO
OCYIIECTBUTH Ca00Tak CUCTEMBI;

e ckpbiBaeT u3MeHeHHbI ko Ha [1JIK, uto, o cymectBy, npeacrasiseT

coooii rootkit msg [TJIK.

2.1.3 Ilpunyuner pabomwr BI1 Stuxnet

OcuoBy BII Stuxnet cocrasnser Oonbmioi .dIl daiin, koTopblit BKIHOYaET
B cc0s1 MHOXKECTBO Pa3HBIX IKCIOPTOB U pecypcoB. Kpome Oombmioro .dll ¢aiina
Stuxnet comepxuT ABa MHPPOBAHHBIX KOH(MUTYPAIIMOHHBIX OJ0KA. 3aChUTAIOTHIA
kommoHeHT (dropper) Stuxnet siBasieTcst mporpaMmoii-000I0UYKOM, KOTOpask BKITIO-
qaeT B ceOs BCE paHbIIe yKa3aHHbIC KOMIIOHEHTBI, XpaHUMBIC BHYTPHU ce0sl B pa3-
nene Stub. Drot pasaen Stub siBiseTcst nHTErpUpyoNMM B padote Stuxnet. Koraa
JIaHHAs ITporpamMmMa BBITIONHSETCs, 00ostouka u3siekaet .dll daiin u3 pasnena stub,
pa3MelaeT ero B MaMsTH Kak MOIYJIb M BBI3BIBACT OJIMH U3 SKCIIOPTOB. YKa3aTelb
Ha UCXOIHBIN paszzen Stub mepemaercs 3TOMy IKCHOPTY Kak mapamerp. ITOT IKC-

IIOpT, B CBOIO ouepeb, usiekaet Al daitn u3 paszaena stub, kotoperit ObLI mEpe-
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JIaH KaK IapaMeTp, pa3MeIlaeT ero B MaMsITH U BBI3BIBACT IPYTOH SKCIIOPT U3 pas-
mermenHoro B mamsity .0l daiima. Ykazarens Ha ucxoausiit pa3uen stub caosa me-
pemaercsi Kak mapamerp. JTO MPOMCXOIMT MOCTOSHHO, TIOKa WCIIONHIETCS TPO-
rpamma, TaK 4TO MCXOJTHBIN pa3aen Stub mocTosHHO mepenaeTcs pa3InIHbIM MPo-
meccaM W (QYHKIHSIM B Ka4eCTBE MapameTpa, JOXOMAs 10 TIaBHOW Mopaxkaromiei
YACTH.

Takum 00pa3oM, KakIblii ypOBEHb JaHHOW MPOTpaMMBblI BCErzia UMEET J0-
cryn k riaaBHo# .0l u koHurypannonnsim 610kaM. B nononnenue k 3arpyske .dll
¢aiina B maMsATh ¥ BBI30Ba SKCIOPTa HANPAMYIO, STUXNEt HCmonb3yeT Takke apy-
roi crmoco0 it BbI3oBa dkcnopToB u3 riaBHoro .dll daiima. 3tor cmocob cesizan

C BHEJIPEHHUEM HCIIOJIHAEMOTO 11a0JI0Ha B APYTroi mpolecc.

2.1.4 Cnocobvl pacnpocmpanenus BIT Stuxnet

[Iporpamma Stuxnet ycranaBivMBaeT B CUCTEMY JiBa JipaiiBepa, OJUH U3 KO-
TOPBIX SIBISIETCS ApaiiBepoM-(UIbTpOM (HaiiJIoBOM CHCTEMBI, CKPHIBAIOIIUM HaJIH-
yre KOMIOHEHTOB 3Toi BII Ha cheMHOM HOcuTene. BTropol napaiiBep UCHoOIb3yeT-
Csl IS BHEApPEHUs 3amu(pOBaHHON AMHAMUYECKON OUOIMOTEKHM B CUCTEMHBIC
MPOIIECCHI U COMIEPKUT B cebe crenuanuzupoBanHoe [1O a1t BHIMOTHEHUS] OCHOB-
HOM 3anmaun. [paiiBepsl, koTopbie BII ycTanaBnuBaet B cucreMy, CHaOKEHBI JJICK-
TPOHHBIMU TOJIMHUCAMH, «YKPaJECHHBIMU» Yy TPOU3BOAMUTENIEH JIETAIbHOTO MpPO-
rpaMMHOro obecnedenusi. M3pecTHO 00 MCHOJb30BaHUM MOJNUCEN, TPUHAAJIEKA-
IIUX TaKuM KommanusaM, kak Realtek Semiconductor Corp. u JMicron Technology
Corp. 3710yMBINIUIEHHUKN HMCHOJB3YIOT 3JEKTPOHHYIO MOJNUCH Jisi HE3aMETHOU
YCTaHOBKH JpaiiBepOB PYTKHUTa B ILIeNEBYIO cucTeMy. B cucremax Oe3omacHocTu
MHOTHX TTPOU3BOAMTENEH (DAITBI, MOANMMCAHHBIC N3BECTHBIMU (hUPMaMU, 3aBEIOMO
CUMTAIOTCSl O€30MaCHBIMH, U HAJIMYME MOAMKUCH JAaeT BO3MOXKHOCTh CBOOOIHO, HE
BbI1aBast ce0si, MPOU3BOIUTH JIeHcTBUS B cucteMe. Kpome toro, Stuxnet pacnona-
raeT MeXaHM3MaMHu KOHTPOJISI KOJMYECTBA 3apakKeHWHl, CAaMOJIMKBHIALUU U JIH-

CTAaHIIMOHHOI'O YIIPABJICHMUA.
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Kpome pacmnpocTpaneHHus TOCPEACTBOM BHEIIHWX HoOcHTened Stuxnet
YCIICIIHO 3apa)kacT KOMITBIOTEPHI MOCPEICTBOM COCAMHEHUS 4Yepe3 JOKAIbHYIO
ceThb. TO €cTh, OKa3aBIIMCh HA KOMITBIOTEPE BHE MPOMBIIUICHHON CETH, OH aHaJIU-
3UpYET BCE aKTHBHBIC CETEBBIC COCIMHEHHS M «IIPOOUBACTCS» K MPOMBINIICHHOM
CeTH BCEMHU BO3MOXKHBIMU criocobamu. [lociie BHeJpeHUs B CUCTEMY BPEIIOHOCHOE
[1O umer B He#t npucyrcrBue SCADA-cucrembl Gupmbl Siemens. [Ipuduem um
arakytorcs: Toiapko cuctemMbl SCADA WINCC/PCS7. JlaHHBIX O 3apakeHUU ApY-
roii SCADA-cuctemsl ot Siemens — Desigo Insight, kotopast IHPOKO KCIIOJIB3Y-
eTCsI IS aBTOMATH3allMU 3[aHUH M JKUJIBIX KOMILIEKCOB, a3pOIOPTOB U T.1I., HET.
DTO TOBOPHUT O «3aTOYCHHOCTM» StUXNet Ha KpyIHbIE MPOMBIIIICHHBIC CTPATETH-

YeCKHUE OOBEKTHI.

2.1.5 Omauuumenvhnoie ocobennocmu BII Stuxnet
MO>KHO BBIICTUTH CIICTYIOINAE OCOOCHHOCTH HAIMMCAHUS U (PYHKIIHOHUPO-
Banus BII Stuxnet:

e mporpamMma Stuxnet coaep>KUT HECKOJBKO MOMYJeH, HalMCaHHBIX
C HCTIOJIb30BAaHMEM  HECKOJIBKMX Cpell  pa3padOTKH H  SI3BIKOB
IPOrpaMMHUPOBAHHS;

e sl 00X0Ja MEXaHW3MOB AHTUBHPYCHOW 3alUTHI HEKOTOPHIE MOYJIN
(mpatiBepei) BIl wumenu »SIeKTpOHHYIO TMOAMHCH, CHACITAHHYIO C
UCIoJib30BaHueM ceprudukaToB kommanmii Realtek wu  JMicron,
MIPEANOIOKUTEIBHO, KYKPAACHHBIX);

® HECKOJIBKO CIOCO000B pacmpoctpanenus — mocpeacrsom USB-Flash
Hakonurene u no cetu. B Bepcum 2009 rojga ucmnosib30BAJICS MIMPOKO
NpUMEHSEMBIN croco0 3amycka dyepe3 autorun.inf (koropwiid, kak
MPaBUJIO, OTKITIOYAIOT U3 cOOOpakeHui Oe3omacHoCcTH), B Bepcuu 2010
roja oH ObUI 3aMeHEeH Ha Oosee 3(h(EKTUBHBIM — HCIOJIB30BAHUE
ySI3BUMOCTH  00paboTku  spiasikoB MS10-046 (zero-day na ToT
MomeHT). Jlms  pacmpocTpaHeHuss 4Yepe3 CeTh HCIOJIb30BaJUCh

ysizsumoct MS08-067 (panee ucnosn3oBanack B 2009 roay BIT Kido,
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4TO MPHUBEJIO K MacCOBBIM 3apaxxeHusM) u MS10-061 (zero-day Ha tot
MOMEHT);

e Uit oOecrieyeHus: paboThl MPOU3BOIUIOCH TTOBBIIICHUE MPUBUIIETHI 10
YPOBHSI aIMUHUCTPATOpPA CUCTEMBI MPU MOMOIIM UCIOJIb30BAHUS ABYX
JOKAJIbHBIX yS3BHMOCTEH (Zero-day Ha Ttor wmomeHT) MS10-073
(Windows 2000 u XP) u MS10-092 (Windows Vista, Bkitouast BEpCHIO
X64), Takum 00pa3om, ObLIT MPEIyCMOTPEH HOpMabHbIH 3amyck BIT u3-
TI0JT OTPAaHUYEHHBIX YUCTHBIX 3aIUCEH;

e mporpamMma Stuxnet OpraHu3yeT CBOK COOCTBEHHYIO peer-to-peer (P2P)
CETh JIJII CHHXPOHU3AIMN 1 OOHOBJICHHSI CBOMX KOIU;

® TIPUCYTCTBYET (DYHKIIMOHAJI, TIO3BOJISIIOIITNI TIEpeChlIaTh Ha YaICHHBIC
cepBepa ynpasieHus HHGOPMAIINIO, HAalICHHYIO Ha KOMIIBIOTEPE;

e HEOObIYHAsi HEHYXHasi Harpy3ka BeJeT 3a Cco0Oil HapylleHue
HOpMaJIbHOM  paboTel  cucteMbl  aBToMmatm3ammu  SIMATIC,
IPOM3BOAUMON KOMIAHHEH SIEMENS, MCIIoNb3yeMOi, KaK MpaBHiIO, B
Pa3IUYHBIX MTPOMBIIIIEHHBIX cUCTEMax YIPaBJICHUS
MPOU3BOICTBEHHBIMH MPOIECCaAMHU.

2.1.6 Bosmooicuvie yeau amax BIT Stuxnet

DKcnepThl MmojiararT, 4to Stuxnet Mor ObITH pa3paboTaH AJisi MPUMEHEHHUS
«mpotuB» ADC B bymepe (Mpan). B kauecTBe BEepOsSTHBIX pa3pabOTUUKOB MOXKET
BoicTynath M3pauns u CIIIA. B ocHOBY Bepcuu Jieriu cleayromue QakTol:

o Upan sBrsercs ogHOW u3 HanboJiee MOCTPAJaBIIUX OT Stuxnet cTpaH.
Cyns mo otueraMm O 3apa)keHUsIX — npuMepHo B mae-utoHe 2010 roma
Hpan ObLT TUAEPOM T10 YHCITY 3apPayKCHHH;

o bymepckas ADC sBusieTcs oaHOM M3 HanboJiee BaKHBIX BOEHHBIX
neneit B Upane g CIIA u Uspaunns;

e ADC Hauvamu ctpouth emie B 1970-e. B cTpoutenscTBe, npuHUMAana
yuactre koMmmnanus Siemens. B 1979 roay, us-3a peBomonuu B Mpane,

Siemens mpekpaTtuia paboTel B 3TOM cTpane. BmocnencTsuu Siemens
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«BepHynachk» B MpaH, craBuierd 0JJHOM W3 KPYINHEUIIMX B 3TOW CTPAHE
MOCTaBIIMKOB 0oOopynoBanus. B saBape 2010 roma kommnanus Siemens
CHOBa 3asiBUJIa O MpEKpalleHuu coTpyaHuuectBa ¢ Mpanom. OnHaxo,
JeToM OHa ObUTa yJlIMuYeHa B IOCTaBKE KOMILIEKTYIOIIUX B bymep.
Hcnoneiyetcss 1 Ha ADC mporpamMmHOe oOecrniedueHue Siemens s
yIOpaBJICHUs MpoleccaMu — ouiianbHas uHGOpMAIMs OTCYTCTBYET.
Ha omnom wu3 pa3MemeHHbIX B ceTh VIHTEpHET CHHMKOB JKpaHa
KOMITBIOTEPA, CHEeNaHHOTO AKOObI BHYTpH ADC, MOXHO BUIETh
cucremy ynpasienus WiNnCC xommanuu Siemens;

M3paunb  siBisieTcss OAHOM W3 Haumbosiee 3aMHTEPECOBAHHBIX B
HapymieHun QyHkiumonupoBanus bymepckoit ADC crpan. U3zpawib
noao3peBaetr MpaH B TOM, YTO Ha 3TOW CTaHIIMH, IO BUAOM SJIEPHOTO
TOIUIMBA, OyAyT M3rOTOBIATHCS  3amachl JUIsl  MPOU3BOJICTBA
COOCTBEHHOI'O SIIGPHOTO OpYXKHUs, KOTOpoe, Haubojiee BEPOSTHO,
MOKET ObITh UCHOJIb30BaHO MPOTUB M3pans;

W3paunp  sBhsiercda  OAHOM W3 CTpaH, Kotopas  oOnamaer
BBICOKOKBAJIN(DUITMPOBAHHBIMU CHEUHUATIUCTAMU B obOnacTu
MH(OPMAIMOHHBIX TeXHONOTU. OHU CIOCOOHBI UCIOJIB30BATh X KaK

JJIA aTaK, TaK U JJIA HIITMOHAaXKa.
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M Iran

B Indonesia

W India

W Pakistan

m Uzbekistan

W Russia

m Kazakhstan

M Belarus
Kyreyzstan

m| Azerbaijan

M United States

Cuba

Tajikistan
Afghanistan

Rest of the world

Puc. 2. Cniucok cTpaH, KOTOpbIE MOABEPTIIUCH aTake Stuxnet

Eme ogna u3 Bepcuit 0 11enn aTaku — MPOM3BOACTBO MO 00OTAIEHUIO ypaHa
B I. Hatanze (Mpan). DTy BepcHio KOCBEHHO OATBEPKIAIOT Cleaytomue hakThl:

® TMPOM3BOJCTBO MO oborameHuio ypaHa B HartaHze — 3To MoOIIHO
YKPEIUICHHBI W CHOPATAHHBIA TIyOoko mon 3emuield 00bekT. Ilo
CBUJICTENILCTBAM DJKCIEPTOB OHA MpPEACTaBIsieT COoOO0M HAMHOIO
OOJbIINE PUCKU C TOYKU 3PEHUsI MPOU3BOJCTBA SJIEPHOIO OPYXKUS,
Hexxenu bymepckas ADC;

e B wmome 2009 r. ogMH W3 HMCTOYHHMKOB, CBS3aHHBIX C SACPHOMN
nporpammoii Mpana, koHGUACHIMAIBLHO COOOUIMII O CEpbE3HOM
aBapuu, MpousolleAmen He3zanonro a0 storo B Haranze. Ilo3znnee,
upanckumu CMU u  Opurtanckoit BBC, Obu10 coobmieHo, 4YTO
l'omampesa Araszane, riaBa MpaHCkOW OpraHuzanuyd 1O aTOMHOM
snepruu (IAEO), ymen B orcraBky. B 3T0 ke Bpems, cCOrjiacHO
opUIMATBHBIM ~ JAaHHBIM,  [PEIOCTABIAEMbIM IAEO B

KOHTPOJIMPYIOIIUE CTPYKTYPbl, 3HAYUTEIBHO YNaJ0 KOJUYECTBO
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byHkunoHupyomux neHrpudyr B Haranse, 4To MOTJIO IPOU30UTH U3-

3a BO3AeicTBUS Stuxnet.

2.1.7 Unmepecnoie ¢haxmol

DKCHEpThI 10 KOMIBIOTEPHOU 0€30MaCHOCTH, 3aHUMAIOIIHECs] pacudpoB-
KoM KoJia Stuxnet, OOHAPYKUJIM, YTO B KOJI€ COAEPKUTCS HaAMEK Ha OuOieicKyto
napuily — repourto Echups (OcTep) — cnacuTenbHUILy €BPEHCKOTO Hapoja OT
KO3HEU MEPCUJICKOTO 3710/1€51 AMaHa.

PacundpoBka koja mo3Bosiniia MPEINONIOKUTh, YTO MPOEKT MO CO3JAHUIO
Stuxnet mocun HazBanue «Mupt». OauH U3 MOoAynel koja HaswiBaucs «['yaBa» —
IJIOJT pacTeHUs M3 ceMmeilcTBa MHUPTOBBbIX. ['epmanckuii skcriepT Panbd Jlanrep
MEPBBIM 3aMETHII, YTO «MHUPT» Ha UBPUTE — «aJ1acca», U TOUYHO TaK KE 3By4aJiO €B-
perickoe uMs Dctep (MMEHHO B YECTh HEE Ha3BaHA 3HAMEHUTAs )KEHCKasi CHOHUCT-
ckas opranuzanusa CIIA).

B CIIIA B utone 2012 roaa BbINUIa KHUTa 1oj Ha3zBanueM «Confront and
Conceal: Obama's Secret Wars and Surprising Use of American
Power» («Koudponrarust u cokpbitre: Taiiubie BoitHbl O0aMbl ¥ yAMBHTEIBHOES
UCIIOJIb30BaHNUE aMEPUKAHCKON MOIIMY»), aBTOPOM KOTOPOH SBJSCTCS YKYPHAIHCT
The New York Times [Isux Courep. B Heii comeprkanack uHGOpMAIHUS, YTO
Stuxnet 6b11 pa3zpabotan umenHo B CILIA ¢ ygacTuem u3pamsibCKuX CHEIHATNCTOB
U LIeJIbI0 OblIa HeWTpanu3anus sijaepHoi nporpammbel Upana. ABTOp yTBEpKaaeT,
yto Stuxnet pazpabartbiBanicsa emé B mepuoj mpesuaeHTcTBa [[x)opmxa byma-
mtamiero. Ilpoekt HaswiBaics «Olympic Gamesy. CHadaja 3To Obliia mporpamMMa
1o pacrmpocrpaneHuto mmnuorckoro 110, 6i1arogapst KOTOpOMy yIanoCh MOTYYUTh
uHpopmaruio 00 00OpYJOBaHUM HMPAHCKOTO IIEHTpa IO OOOTAIEHUIO ypaHa
B Haranze. Yke mocne 3toro Obu1 pa3pabotaH (yHKUHMOHAN, KOTOPBIM BO3IEH-
CTBOBaJ Ha MPOTrpaMMHOE OOecredeHue, KOTOpPOE YIpaBisieT MeHTpudyramu
OUYHCTKH ypaHa.

Emé B mpouom roxay [IsBua CoHrep u ABOE €ro KoJuler MyOJIMKOBAIU

B New York Times craTbio, B KOTOpOii TOBOPHIIOCH, 4TO StuXnet — AeicTBUTEILHO
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JIe0 PYK aMEpPUKAHCKUX W U3PAWIBCKUX CHEICIYXO M YTO HCHBITHIBAIN €ro
B CEKPETHOM M3pamiibckoM LeHTpe «Jlumona» B mycteiHe Heres. OdunnanbHo
W3paunb OTKa3bIBaeTCSl MPU3HABATH CYIIECTBOBAHHWE COOCTBEHHOM SIIEPHOM MpPO-
IrPAMMBbI, OJJHAKO aBTOPBI CTaThbH CChUIAIOTCS HAa HEKUX OCBEIOMIIEHHBIX 3KCIIEPTOB
B pa3BeAbIBATEIILHON U BOCHHON 00JIACTSAX, KOTOpBIE MOATBEPKAAOT, YTO B [u-
MOHE CTOAT UEHTPU(YTH, TPAKTUUECKH UACHTUYHbBIE TEM, YTO CTOsUIM B HaTanze.
Crniocob6HocTh StUXnet BBIBOOUTH MX M3 CTposi Oblia ompoOoBaHAa M Ha HUX.
[To manueiM The Wall Street Journal, ®BP npoBoauT paccienoBaHUEe YTCUKH HH-
dopMmanuu, B pe3yibTaTe KOTOPOU CTaJI0 M3BECTHO O MPUYACTHOCTH IPaBUTEIb-
CTBa  CTpaHbl K  KuOeparakam  Ha  sifgepHble  oObekThl  HMpana.
MHorue 3KkcnepThl OTHOCATCA K 3TOM MHPOpMau ckenTuiaecku. OHU CUUTAIOT €€
OUYEpETHON «YTKOI», MOSIBUBILIEHCS HAKaHYHE MPE3UIEHTCKUX Bb10OOpOB B CIIIA.

B nauane 2013 roaa xopnopaiusi Symantec o0bsiBUsia 00 0OHapy>KeHUH 00-
nee panHeil Bepcum Stuxnet. Bepcus ¢ mHomepom 0.5 6pina aktuBHa ¢ 2007 mo
2009 rr., a mpumensuicsa »ta BII morna emie ¢ HosOps 2005 r., koraa ObuT 3aperu-
ctpupoBan ee nepsbii C&C-cepBep. B otinuune ot 6osee mo3aneit Bepcun 1.001,
B Bepcuu 0.5 MCIONB30BAJICS COBEPUIEHHO APYrOM MEXaHHU3M aTaKU. DKCIEPTHI
Symantec Takxe oOHapy>Kuiu, 4yTo miaaTdopma, Ha KOTOpoil Obula co3naHa Oonee
paHHsis Bepcus Ta xe, uro u 'y BIT Flame.

[Tony4yenHsie skcriepTaMu Symantec B X0/1€ UCCIIEA0BAHMS JaHHBIE MTOKa3a-
au, yTo Stuxnet Bepcun 0.5 ObUT crieUanbHO CO3/1aH Ul aTakd Ha MPOMBIIICH-
Hble ycTaHoBKU Simatic 400 Station u Simatic H-Station (nentpudyru ans odora-
IIEHUS ypaHa) UPAHCKOIO 3aBOJIa, PACIOJ0KEHHOTO 0KoJIo ropoja Haraus. Jlei-
ctBus BII Oblu moCcTpoeHb! uepe3 BBIBEACHHUE U3 CTPOs LHEHTpUDyT myTeM co3ja-
HUS MATUKPATHBIX MEPEnajoB JABICHUS B LIEHTpUPyrax, KoTopbie OblUM 00bEIu-
HeHbl B Kackanapl. BII ynpapisiia kinanaHaMmu yrpaBJIeHUs TIoJaduud U cOpoca raso-
oOpaszHoro rekcadropuna ypana. [Ipu 3ToM oHa MackupoBalia CBOU JEHCTBUS, TO-
Ka3bIBasi ONEpaTopy 3apaHee COXPAHEHHBI CHUMOK MOHUTOpPAa HOPMAJILHOIO CO-

CTOSIHUS TICHTPU(YTH.



25

2.1.8 Bvigoow u 3axnmouerue
Ha ocHoBe BhbIllIeCKa3aHHOTO, MOKHO BBIICIIUTD CIEAYIOIINE BHIBOJIBI:

e Stuxnet mnpencraBnser coOOMW  THIATENIBHO  CIIPOCKTUPOBAHHOE
BpenonocHoe  I1O, KOTOpOE€  pa3palaThiBAIOCh  KOMaHJOMH
CHEIUATNCTOB-MPOGECCHOHAIOB B PA3HBIX 00IACTSIX;

e Stuxnet ObuT BHEIpPEH B 3aKPHITYI0 CUCTEMY, HE MMEIOIIYIO MPSIMOIO
MOJIKJIFOUEHUS] K OOIEOCTYIMHBIM CETSM, TaK KaK He ObUIO BBISBICHO
($akTOB €ro pacmpocTpaHEHHUs MOCPEACTBOM ceTu MHTEepHEeT, TOJBKO
yepe3 USB-Flash 1 mocpeacTBoM JoKalbHOU CETH;

e (GYHKIIMOHAN HAPYIIEHUS HOPMAJIBbHON pabOThI CHCTEMBI YIPaBICHUS
pOoM3BOJICTBEHHBIME Tpornieccamu Siemens WIinCC mnoapasymeaer,
4yTO paszpaboTuuku StUXNet s TecTUpOBaHUS HWMENTU MPOrpaMMHO-
anmapaTHYI0 CUCTEMY, UIACHTHYHYIO TOH, Ha KOTOPYIO IUIAHUPOBAJach
atraka. KpoMe TOro, OoHM OpPHUEHTUPOBAJINCh Ha KOHKPETHYIO LEJb
(ucronb30BaHME JAHHBIX OT 3aBEpOOBAHHOTO TMEPCOHANIA BHYTPH
OpraHH3alHHN);

e pa3paboTka Takoro Mmacumraba NpeanojiaraeT  3HauMTENbHOE
dbuHaHCHpOBaHWME — OIUlaTa TpyAa TPYHIbl [POTPAMMHUCTOB,
OpraHu3anusi Kpaxu MOUPPOBBIX CEpTU(HUKATOB, TOKYIKa WIH
pa3pabotka 4-zero-day-ys3BUMOCTEl, TOCTYIl K Pa3BEPHYTOH CHCTEME
Siemens WinCC.

Bce i xocBeHHBIC MTPU3HAKKA MOTYT YKa3bIBaTh HAa ydacTue B pa3paboTke
Stuxnet cuIOBBIX BEJOMCTB WJIM CHEICIYKO Kakux-i1ubo rocynapcts. ['naBHas
¢bynkuus ganHoi BIT — pacnipocTpanenne u aBTOHOMHasi paboTa B 3aMKHYTOM CH-

CTECMC C MOCIICAYIOIIUM caboTaxxem pa6OTBI CUCTCMbI YIIPpABJICHUA IIPOU3BOI-
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CTBEHHBIMHU IIpolieccaMM, Kak rinaBHoW (yHkuuu BII, xoTtopas He cBOWCTBEHHA
«TPaJUIHOHHBIMY KHOEPIPECTYIHUKAM®,

HIMeHHO 10 3TUM npu4MHaM Stuxnet MOKHO CUMTATh ONpPENEICHHON pa3Ho-
BUJHOCTBIO KHOepopyxkus. Stuxnet siBisieTcst mepBoit BII, koTopas ucnois3zoBana
4yeTbIpe ysa3BUMOCTU (-r0 JHS, KOMIIPOMETHUpPOBaja ABa IU(PPOBBIX cepTH(HUKATA,
HEPBBIM BHEJPWJIA KOJ B CUCTEMBI YIPABICHUS MPOU3BOJICTBEHHBIM IPOLIECCOM
Y CKpbLIa 3TOT KOJX OT OIEpaTopa, — MOITOMY €€ MOYKHO CUMTATh CaMOW 3Ha4M-
TEJIbHON BEXOW B UCTOPUU BPETOHOCHOTO KO/A. «3aTMUBY» OTPOMHOE OOJIBITMHCTBO
CYILECTBYIOIMX JECTPYKTUBHBIX aTak, Stuxnet MOXeT 1o mpasy cuutarhes BII,
C KOTOPOM HAayaJoCh HOBOE IOKOJIEHUE aTaK BPEAOHOCHOIO KOJa Ha MH(pacTpykK-

TypY P€aJIbHOrO0 MUpPA.

2.2 Bpenonocnas nporpamma Wiper*

Ucropust Wiper takoBa — B 2012 rogy Ha cepBepax JiecaTka OpraHU3aIluii
Hpana Obuto ynameHo OOJbIIOE KOJMMYECTBO 0a3 AaHHBIX. «OgHAKO HE OBLIO
HaWJICHO HU OJHOTO 00pa3iia BPEIOHOCHON IMPOrpaMMBbl, UCIIOJIb30BAaHHON B ATHUX
aTakax, YTO MHOTHX 3aCTaBWJIO YCOMHUTHCA B TOYHOCTH CBEIEHUMN, COJIEpIKAIIUX-
cs1 B coobmeHussx CMU. B cBs3u ¢ 3TMu MHIIMAGHTaMH MeXIyHapOIHBIN COI03
AJIEKTPOCBsI3U oOpatuics k komnanuu «Jlaboparopusi Kacnepckoro» ¢ npocs6oi
MPOBECTU CBOE PACCICIOBAHUE W OMNPENIEIUTh MOTCHIIMAIbHBIE JECTPYKTUBHbBIC
MOCJIEJICTBUSI aKTUBHOCTHU 3TOTO HOBOTO BpefoHocHoro [10. Ananutuku «Jlabopa-
topuu Kacnepckoro» mpoaHaan3upoBalid HECKOJIBKO KECTKUX JUCKOB, aTaKOBaH-
HbIX Wiper, ¥ TOATOTOBUJIM OTYET O MPOJCIIaHHOM paboTe.

[lenm ananm3a B HACTOAIIEM MPOEKTE — BHISIBIIEHNE NCTOYHUKOB Pa3paboOTKH

BIT Wiper, neneit kudepaTaku ¢ €€ HCIOJb30BAHUEM, TOCIEACTBUS MPUMEHEHUS,

3 31ech MO «TPAIMIIMOHHBIMIY) KUOEPTIPECTYITHUKAMU OyJIeM TOHMMATh JIFOJIEH, KOTOPbE OOBIMHO Mpe-
CJIEyIOT IIeJIM MaTepualibHOM BBITOJBI M, KakK IIpaBWwiIo, ucroab3yloT BII, co3maHHbBle nporpaMMucTamMu-
OJIMHOYKaMHU.

4 B pabore ucnonb3yrores Matepuaisl otueta «JlaGoparopun Kacnepckoro» 1o pe3ysbTaTaM UccienoBa-
Hus BIT Wiper.
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HaxO0XXJICHUE KpUNTorpadhuueckux MeTOJ0B B (PYHKIIMOHAJIE TTPOTPAMMBI JIJIsl BbI-
MOJIHEHUS CBOMX 3a/1a4 (Hampumep, JJIsi COKPBITHS TeIa IpOorpaMMBbl).

B xone uccnenoBanus ObLIO yCTaHOBIICHO, 4TO 3Ta BII nmelicTBUTENBHO CY-
niecTBoBasia. «Mbl MOXEM C YBEPEHHOCTBIO YTBEP)KAaTh, YTO WHIUJICHTHI JICH-
CTBUTEJIbHO nuMenu Mecto U yto BII, ncnosib3oBaHHas B 3TUX aTakax, CyIlECTBO-
Baia B amnpeiie 2012 roga...».

[Tomumo BIT Wiper, nmpumepHO B 3TO kK€ BpeMsi ObLIM OOHApY>KEHbI TaKue
nporpaMMbl  (MJIM KOMIUIEKC Mporpamm), mHoiayuduBminx HasBanme BIT Flame
u Gauss.

Iens BIT Wiper — 6e3B0o3BpaTHOE yaalieHUE JAHHBIX C JKECTKOTO JUCKA,
U, B IIEPBYIO ouepe/ib, (paitioB, KOTOpbIE MOXXHO OBLIO OBl IMMOTOM HCIIOJIB30BaTh
JUIsl aHaIu3a paboThl porpaMmbl. «Ilo3ToMy B KaXkJOM U3 CIIy4aeB, KOTOPBIC MbI
MpOoaHAIN3UPOBAIIA, TMOCHe akTuBalMu Wiper oT BPEJOHOCHOW MpOorpamMMbl HE
OCTaBaJIOCh MOYTH HUKAKHUX CJIE0B. 3/1€Ch BaXKHO MOTYEPKHYTh, YTO UMEHHO «II0-
YTH HUKAKUX», IOTOMY YTO KO€-KaKHe CJIeJIbl BCE K€ OCTAINCh, U OHU MO3BOJIMIIN
HaM JIy4llIe MOHATh, KaK OCYIECTBIISUIMCH 3TU aTaKu».

N3 ocTaBmIMXCS TaHHBIX HA OJTHOM M3 JKECTKUX JMCKOB COTpYIHHKaMH «Jla-
ooparopun Kacmepckoro» ymaaoch BOCCTAaHOBHTH Kycok peectpa. «[OH] He co-
JieprKall BPEJIOHOCHBIX JPaiiBepOB WK KiIH0Uel aBTo3amycka. OJTHaAKO MBI PEIIWIN
MPOBEPUTH CBOOOJHYIO YacTh JMCKA HA HAJIMUME YAAJICHHBIX KIIIOYEH peecTpay.

Bot uTo umu 6b110 00HAPYKEHO:

Registry Keys Key/Value data

=0 SYSTEM SYSTEM“ControlSet0015\Services RAHDAUD64"
=#1] ControlSet0o1
#[] ControlSet0o2

I LastknownGoodRecovery  ImagePath REG_SZ N?7NC  NWINDOWSSTEMP~DEF78. tmp
& ] MountedDevices Group REG_SZ NDIS
+ (] Select Displaytame REG_SZ RAHDAUDG4
5E) setup Type REG_DWORD 0x00000001
ErrorControl REG_DWORD 0x00000000
I WPA Start REG_DWORD 0x00000001
#(J hive unallocated space
=00 deleted keys  —ToToomo-o raw header ---------
BE SYSTEM 0048 97h8: a0 00 00 00 e 6b 20 00 a2 eb fc ab 6b 20 ed 01 ....nk ..... k ..
T 0048 97c8: 00 00 OO OO 50 b6 11 OO OO OO OO OO OO0 OO OO0 OO ....P...oceonnnns
=1 ControlSet001 0048 97d8: ff £f £f €Ff £F £f £ £f 06 00 00 00 ad 34 44 00 ............. 4D,
=] Services 0048 97=8: ff ff £f £f £f £f £€ £f 00 OO0 00 0D 00 00 00 OO0 ... iinnenannanas
o0 [EGINEE] 0048 97£8: 18 00 00 00 3¢ 00 00 D0 30 a5 29 00 09 00 00 00 ....<...0.).....
0048 9808: 52 41 48 44 41 55 44 36 34 RAHDAUDG4

Timestamp: O0x0led206babicebaz (04-22-12 09:38:28.268 GMT)


http://www.securelist.com/ru/images/pictures/klblog/207764149.png
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«HTepecHo, uTo 22 anpens, HENOCPEACTBEHHO NEPE TEM, KaK CUCTEMA OT-
Ka3zasa, OblI CO3/1aH, a 3aTeM yIaJieH OJIMH KOHKPETHBIN KIII0U peecTpa. DTOT KIt0U
cchuIaIcs Ha CiIykOy mox HasBanmeM RAHDAUD64°. On ykasbiBan Ha Qaiin
~DF78.tmp B manike C:\WINDOWS\TEMP Ha nucke».

Takoit xe ¢opmaT BpeMeHHBIX (paitioB ucmoib3oBaid u B BIT Duqu. «Mpl
MOTIBITAJIUCh BOCCTAHOBHUTH (haitm ~DF78.tmp, HO oOHApYXwiH, 9TO Puznyeckoe
IIPOCTPAHCTBO Ha JIUCKE, IJIE€ OH PaHEEe HAXOAWICS, 3alI0OJIHEHO MyCOPOM).

«Mpbl OOHAPYKUJIU, YTO aHAJIIOTMYHAs cXeMma Obljla MCIOJIb30BaHa IS «3a-
TUpaHUS» JAHHBIX €II€ B HECKOJBbKUX W3 MPOAHAIU3UPOBAHHBIX HAMHU CUCTEM:
ciyx6a mox HazBanueM RAHDAUDG64, yaanenHass HenocpeICTBEHHO Mepe]] YHU-
YTOKEHUEM COJIEPKUMOTIO JIUCKA, MpUYeM 00JIacTh, 3aHUMaeMas ee ¢aiisiom, OblIa
3anojgHeHa MmycopoM. B atux cucremax kimod RAHDAUDG64 ykaseiBan Ha (ailiibl
C pa3nuM4HbIMU MMeHaMH, TakuMu Kak ~DF11.tmp u ~DF3C.tmp. He uckmtoueno,
YTO UMEHA (PaillIoB FreHEPUPOBATUCH CIIyYailHBIM 00pa3oM».

Eme ogna obHapyskeHHasi 0COOEHHOCTh MPOIecca 3aTUPAHUS COJEPKUMOTO
JMCKa — 3TO 1a0JIOH, UCTIOJIB30BAHHBIN JJI Mepe3anucH (pailyioB Ha AUCKE MYCO-

pom:

%LPNGJSEE

#PNGSEE

%PNGST[

JlanHbI{ 11a0JIOH TIOBTOPSIETCS CHOBA M CHOBAa Ha BCEX IMepe3anrcaHHbIX
daiinax. B Tom ciydae, ecnu qivHa ¢aiiia mpeBhilaga Kakoe-TO0 KPUTHYECKOe

3Ha4YCHHE, TO NMEPE3anucy MOABEPrajlich TOJIbKO 3arojoBOK (aila u HeOoJbLIas

5 C uBpuTa nIepeBOAUTCS IPUMEPHO Kak «3110H JlaBuy.
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yacTh Koja. CBsI3aHO ATO C pacyeTOM Ha JOCTATOYHO OBICTPOE yAaJIeHHE MaKCH-
MaJIbHO OOJBIIOTO KOJUYECTBA JAaHHBIX.

«OCHOBBIBasICh Ha M3BECTHOM I1a0JIOHE, KOTOPBHIM OBLIM TEepe3anucaHbl
daitnbl, mbl coopanu B Kaspersky Security Network (KSN) cratuctuky o Tom, xa-
Kue (haisIpl TOIBEPTIUCH YHUUTOKCHHION.

Ha ocHOBe mony4YeHHBIX PE3yNbTaTOB YIAIOCh MOJIYYUTh CXEMY pPabOThI
Wiper:

1) Touck u nepe3anuch (GailIoB 110 KX PACITHPEHUIOP,

«Ocoboe BHUMaHUE yaaisuioch yHuuToxkeHuto PNF-gaitnoB. Ctoutr otme-
TUTh, YTO UMEHHO ATOT THUIl (aiiyioB ucnonb3zoBasicss BIT Duqu u Stuxnet gyis xpa-
HEHUS B 3alIM(PPOBAHHOM BUJIE CBOETO OCHOBHOT'O KOJA».

2) Tlouck wu mepe3anmuch Bcex (HalIOB B OINPENEICHHBIX KaTaJlorax

(mammpumep, B Documents and Settings, Windows, Program Files) u na
BCEX JIOCTYHHBIX NoJikioueHHbIXx USB-nuckax.

3) Ilepe3amuch CEKTOPOB TUCKA.

[IpuBeneHHBIN BhIIIE AITOPUTM TO3BOJISIET Hambosee d3(PEeKTUBHO mepesa-
nucath TpeOyeMble TaHHbIE 0€3 BOZMOXHOCTH UX BOCCTAHOBJICHHUS.

«PaccmoTpuM 1151 puMepa CAEAYIOMUNA TUCK, COAEPKUMOE KOTOPOTO ObLIO
nepe3anucano Wiper. Mbl UCHOJB30BajIM CTaTUCTHUECKOE NpEJCTaBleHUE (IH-
tponus IllenHoHa ¢ 6iokamu pasmepoMm 256 KO6) ni1st oroOpaxkeHus SHTPOIUU Ha
nucke. bosee cBeTsble yuacTKU UMEIOT 0oJiee BHICOKYIO SHTPOINIO, 00Jiee TEMHBIE
— Oonee HU3KY10. KpacHbie 0071aCTH UMEIOT OYEHBb BBHICOKYIO SHTPOIIHUIO (T.€. B HUX

3aMuCcaHbl JaHHBIE C BEICOKON CTEMEHbIO CIyUYalHOCTH )».

8 Crcox pacmmpenuii: accdb, acl, acm, amr, apln, asp, avi, ax, bak, bin, bmp, cdx, cfg, chk, com, cpl, cpx,
dat, db, dbf, dbx, dll, dmp, doc, docx, dot, drv, dwg, eml, exe, ext, fdb, gif, H, hlp, hpi, htm, html, hxx, ico, inc, ini,
jar, jpg, js, json, Ink, log, Ist, m4a, mid, nls, one, pdf, pip, pnf, png, pps, ppt, pptx, pro, psd, rar, rdf, resources, rom,
rpt, rsp, sam, scp, scr, sdb, sig, sql, sglite, theme, tif, tiff, tlb, tmp, tsp, txt, vbs, wab, wav, wma, wmdb, wmv, xdr,
xls, xIsx, xml, xsd, zip.



Wiped areas

Empty areas

«Kak Bugute, Wiper ycrenHo yHUUTOXWII JaHHbIE HA OOJIbIIIeH YacTH JIUC-
ka. Ha BepxHel yacTh KapThl BUIHA 3alOJHEHHAS KPACHBIM IIBETOM I10JI0Ca, 000-
3HAYaroNIas THIATEIbHO OYMINEHHYIO 00JacTh. YeTKUil maTTepH HE BBHIPHCOBBIBA-
€TCs, HO 3HAUMUTEIbHAs YacCTh JINCKA OKa3allach 3all0THEHa OECTIONIE3HBIMU JIaHHBI-
mu. O4YeBHIHO, YTO MPOIIECC Mepe3anicy CHadanza ObUI COCPEOTOUYCH Ha Hayaie
JTMCKA, 3aT€M OH TepelIes Ha CEPEeIMHY JIMCKa, MOCJe Yero, HaKOHEIl, MPOU30IIeT
OTKa3 CUCTEMBD».

«/Ipyroe npeacraBieHne MOKHO MOTYyYUTh, OTOOPA3UB CEKTOPHI, 3aMOJIHEH-
Hble U3BeCTHBHIM mabioHoM %PNG / iHDR». 31ech KpacHBIM IIBETOM OTMEYEHBI

Nnepe3annnCaHHbIC 010KH CEKTOpPOB.
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Wcxons v3 Bhillle TPUBEACHHBIX JAHHBIX MOKHO 3aMETUTh, YTO Ootiee 75%
BCETO JUCKa «3aTpoHyTo» Wiper, IpruieM MOUTH BCE JIaHHbIe 0€3BO3BPATHO yTpa-
YECHBI.

«B HekoTopbix ciydasx Wiper «gaBajl 0CeUKy» — HAlpUMep, Mbl CTOJIKHY-
JUCh ¢ oHOM 64-O0uTHOI cucTteMol, B kotopoit Wiper He cpabotai. B atom ciy-
yae Mbl OOHapyuiu fBa (aiina B manke % TEMP%, koTopbie Obutn mepe3arnuca-

HbI 3HaKOMBbIM nTaTTepHOM PNG/iHDR, HO auck nipu aTom octancs nem». [Ipumep:

04/22/2012 09:57 AM 28,672 "DFTECZ. tmp

O4/22/2012 09:57 AH 28,672 "DFTED3. tmp

«MBpI TipenonaraeM, 4To MIMEHHO ATH JIBa (aiiia U3 ThICSY, HAXOAUBIIUXCS
B nanke % TEMP%, Obuti yHUYTOXKEHBI IOTOMY, YTO OHM COJIEpIKaJU JJaHHbIC, KO-
TOpble ObUTH BaKHBI 1Jis aTaku Wiper. B apyroi mpoaHanu3upoBaHHON HAMH CH-
cTeMe Kpome 3Tux ¢aiiaoB pazmepom npumepHo 1o 20 KO mbl oOHapyxuiu aBa
daiina pazmepom 512 GaiitoB ¢ umenamu ~DF820A.tmp u ~DF9FAF.tmp. DOt
daiinbl Takke ObUIN TIepe3anrucanbl 6€3 BOZMOKHOCTH BOCCTAHOBIICHUS.

«HTEepecHo, 4TO B HEKOTOPHIX CUCTEMAax Mbl OOHAPYKUJIU, 4TO BCE (hailiibl

¢ pacmupernrem PNF B moamanke INF manku Windows Obutn nmepesanucansi ¢ 60-
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Jiee BHICOKMM MPUOPUTETOM, YeM Jpyrue (ailsibl. ITo emie oJAuH NpU3HaK PoJICTBA
Wiper ¢ Duqu u Stuxnet, KOTOpbsle XpaHWIA CBOE OCHOBHOE TEJIO B 3alIN(ppOBaH-
HbIX ¢ainax .PNF».

Ha ocHOBe mony4eHHBIX pe3yJIbTATOB MOYKHO CIIENATh BBIBOJ, YTO OJHOU U3
NPUOPUTETHHIX enel co3nareineid Wiper Obiia HEBO3MOXKHOCTH CaMOTO OOHapy-
keHus dtou BII, a motoMm yxe ynaneHue NaHHBIX C JKECTKMX JUCKOB. B cBsi3u
C 4YEM B MEPBYIO OUYEPEb MEPE3ANUCHIBATUCH KOMIIOHEHTHI BII, a moTtoMm yxe npy-
rue Qailibl.

B xone ananmza Wiper ObUTM MOJYyYCHBI JOMOJHUTEIBHBIC CBEICHHS U O
JPYTUX BPEIOHOCHBIX Mporpammax B T.4. o BIT Flame.

«[BeposiTHo], uro Wiper ucnonb3yeT Takue uMeHa ¢ainos, kak ~DF*.tmp
ui ~DE*.tmp B nannke TEMP, nmosToMy cTanu uckaTh N0oJ0OHBIE UMEHA C TIOMO-
mpto KSN. B mpouecce mowcka Mbl 3aMEeTHIIM, 4YTO (paill MoJA Ha3BaHUEM
~DEB93D.tmp BcTpeuaercs Ha HEOOBIYHO OOJBIIOM YHCJIE MAIIMH B PErHOHE

bawxuero Boctoka»:

n Name

“DEB93D tmp | 333959|05/02/12)23:33

Nwms ¢aiina sBIAI0CH MHAMKATOPOM MPUHAJJIEKHOCTH K TOM ke miatdop-
Me, Ha KoTopoii cozmaBammchk BIT Duqu u Stuxnet.

«COBepIICHHO CIy4yalHO Mbl OOpaTWIM BHHMAaHHME Ha TO, YTO 3TOT (paiin
HaunHaics ¢ OaitoB 6F C8. Onu Taxke nmpucyrctBoBainu B Hadane PNF-daiina,
coJepkamiero 3amuppoBaHHOE OCHOBHOE Teno Duqu, koTopoe 3arpyxanoch
JpaiiBepoM, CKOMIIUIUpOoBaHHBIM 3 HOsiOpst 2010 1. Eciu Ob1 HE 5TO, BO3MOXKHO,
MbI ObI U He 0OpaTuiu BHUMaHus Ha ¢aiin ~DEB93D.tmp, mockonbKy ero comep-

KHMOC 6I>IJ'IO, Ha HCpBBIﬁ B3I 4, MyCOPHBIM.
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HecmoTtps Ha To, 4TO (aiiy 661 3amudpoBaHHEIM’ cOTpyaHHKaM «Jlabopa-
topun Kacnepckoro» ynanock ero pacmmdpoBatb, ¥ B pe3yibTaTre MOJydUuTh He-
YTO, HalIOMHUHAroIIIee JIoru cHuddepa.

«3TO 3aCTaBUJIO HAC UCKATh JaJbllle, U Mbl OOHApPYKUIU Apyrue Qaiinibl,
U3MEHEHHBIE B TOT K€ JICHb, C TAKUMHU UMEHaMH, Kak mssecmgr.ocx, EF trace.log
u t0961.tmp. OcTanbHOE, KaK TOBOPUTCS, YK€ UCTOPUS: UMEHHO TaK Mbl OOHapy-
xuau Flamey.

HecMoTpst Ha OTCYTCTBHE MPAMBIX JIOKA3aTEIbCTB CYIIECTBOBAHUS HCIIOJ-
HSIEMOTO KOJIa MOJOOHOTO THIMA «...HET HUKAKOTO COMHEHHS B TOM, YTO CYIIe-
CTBOBajJa BPEIOHOCHas Nporpamma, M3BecTHas kak Wiper, KoTopas aTtakoBaja
KOMITbIOTEpHBIE cucTeMbl B Vpane (1, BO3MOXKHO, B IPYTHX YacTAX CBETa) /10 KOH-
ua anpenst 2012 rogay.

Taxke ocTaeTcss HEM3BECTHBIM KOHKpETHBIN paspaborumk Wiper. «Bpemno-
HOCHas TporpaMma OblUTa HamucaHa Tak MpodecCUOHAIbHO, YTO, OyIyYH aKTHUBU-
pOBaHa, OHAa HE OCTAaBIIsUIA MOCHE ceOsl HUKaKuX MaHHBIX. [[oaTOMy, HECMOTps Ha
TO, YTO MbI BUJEIH CJIEAbl 3apaxeHus, cama BII ocTaeTcs HEM3BECTHOW: MBI HE
3HAaeM HU O KaKUX JIPYTHX MHIUJCHTAX C MepPe3anuchio COACPKUMOro T1UcKa, Ipo-
U30MIEIINX 10 TOH K€ CXeMe, YTO Tpu 3apakeHnn Wiper; He 3aperucTpupoOBaHO
Takke OOHapyKEeHHsI 3TOTO BpenoHOocHOro [1O KoMIoHEeHTaMU MPOAKTUBHOW 3a-

OIWTHI, BXOOJAIIIMMHU B COCTAaB HAIlIMX 3alllUTHBIX peLHGHPII)'I>>.

2.3 Bpenonocnasi nporpamma Flame

[Iporpamma Flame — BpegoHOCHast mporpaMmma, nopaxaroiiasi KOMIbIOTEPI
MoJ ympaBjeHHeM omepanuoHHoi cucteMbl Microsoft Windows Bepcmit XP,
Vista, 7.

Ero o6napyxun Poans [lyBenOepr, crapiimii HaydHbIH COTPYAHUK IO KOM-
nboTepHOM Oe3omacHocTH JlabopaTtopuu Kacmepckoro Bo BpeMs HCCISAOBaHUS

Bupyca Wiper, aTakoBaBIllIero KommbloTepsl B MpaHe, 0 yem ObUIO OOBSIBICHO

" Illndp okazancs HEJOCTATOYHO HAIEKHBIM; CKOPEE BCETO, 5TO OOBIKHOBEHHBIH MHU(P raMMHpPOBAHHU
¢ nnuHou raMMel 4096 GaiiT.
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28 mas 2012 roma. Haubonee nmoctpagaBmiuMu cTpaHaMmu sBisitotes Mpan, Mzpa-
wib, Cynan, Cupus, JIuBan, CaynoBckas Apasus u Eruner.

Tak kak poap «mmepBooTKpbiBaTess» AanHod BII mpunamiexut JlaGoparto-
pun Kacnepckoro, To mpu aHanm3e «OmupaThes» Oyaem Ha uH(opmanmio, Qury-
PUPYIOILYIO B O10rax JaHHOM KOMITaHUH.

BII Flame npexacraBnsier co0oi BeCbMa XUTPBI HA0Op MHCTPYMEHTOB ISt
IIPOBEICHUS aTaK, 3HAUMTENIBHO MpeBOCXOAsuid o cioxHoctu BIT Duqu. Oto
TpostHCKas mporpamma — «backdoor, umerorias Takxe 4epThbl, CBOWCTBEHHBIC Yep-
BSIM U ITO3BOJISAIOIIME €1 PACIPOCTPAHATHCS 10 JIOKAJIBbHOM CETH U Yepe3 ChEMHBIE
HOCHUTEIH IIPU MOJIYYEHUN COOTBETCTBYIOIIETO «IIPUKA3a» OT €€ XO35AMHA.

Hcxongnas touka Bxoaa Flame Hen3BecTHa — BO3MOXKHO, UTO NEPBOHAYAb-
HOE 3apa)KEHHUE MPOUCXOJMT ITyTEM LIEJIEBBIX aTaK, OJHAKO HAWTH MCXOIHBIN BEK-
TOpP aTakh NOKa He ynanoch. Ilomo3peBaercsi, 4TO HMCHOJIB3YETCS YSI3BUMOCTH
MS10-033, ogHako B JaHHBIA MOMEHT MOATBEPJUTH ATO HE MPEICTABISAETCS BO3-
MOHBIM.

[Tocne 3apaxenust cucrembl BII Flame mpuctymaer kK BBIMOJTHEHUIO CIOXK-
HOTO Habopa omepaluii, B TOM YHUCJE K aHaJu3y CETEeBOro Tpaduka, CO3/aHUIO
CHUMKOB JKpaHa, ayIMO3aIlluCH Pa3roBOPOB, EPEXBATY KJIABUATYPHBIX HAKATUU U
T.1. Bece aTH 1anHBIe JOCTYNHBI OllepaTopaM yepe3 KoMaHHble cepepbl Flame.

B nmanpHelimem orepaTtopsl MOTYT IIPUHATH PELICHHE O 3arpy3Ke Ha 3apa-
YKEHHBIE KOMIIBIOTEPHI JOMOJHUTEIBHBIX MOJYJICH, PaCHIMPSIONUX (PYHKIIMOHAI
BII Flame. Bcero umeercst okosio 20 mosyineid, Ha3HadyeHUE OOJIBITUHCTBA KOTO-

PBIX B ,Z[&HHBIﬁ MOMCHT HU3Yy4acTCs.
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Flame

“ll_-._

Ncxoaublil BEKTOP aTaky OCTAJICSI HEU3BECTHBIM, TAKUM OOpa3oM, 3apake-
HUE CHCTEMBI BOCIIPOU3BECTH HE yaanock. CKOpee BCETro, OCTAETCS TOJIBKO CTaTH-
YECKUI aHallu3 HalJIeHHBIX B ceTH MHTepHeT-00pa3oB. bbul HailneH callt — VX-
archiv.at. Ha manHom caiite xpansatcst 06pasibl HekoTtopsix BII. CkauanHbli (aiin
IpeJCTaBiIsieT cOOON apXuB, 3alLUIICHHBIN ApOJIeM, BHYTPH KOTOPOTO CONEPIKUT-
cs oopazer BIL.

«Inst Toro 4roObl yOeauTbcs, 4YTO HaMHM OBLT CKayaH HWMEHHO —
Worm.Win32.Flame.a — 3arpyxaem ckadaHHbId (aitmn  Ha calit —

www.virustotal.com. VirusTotal — 6ecrmaTHas ciy»0a, OCyIIECTBIAIONIAs aHAIN3

noJ1o3puTenbHbIX (haiinoB u cepiiok (URL) Ha npeameT BhISIBICHUS BUPYCOB, Yep-
BEU, TPOSHOB U BCEBO3MOKHBIX BPEIOHOCHBIX IIPOIPAMM).

WupiMu croBamu, IoOcCie 3arpy3Kd yKa3zaHHOTO (aiiia Ha JaHHBIM calT —
(aiin npoBepsieTcs BCEMU M3BECTHBIMU aHTUBUPYCAaMH Ha MPEIMET €0 BPEIOHOC-

HOCTH.


http://vx-archiv.at/
http://vx-archiv.at/
http://www.virustotal.com/
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SHAZ56 295b089792d00870db938f2107772e0b58b23e5e8cbe4465c23affelTe2ebTac Q
Mma paiina MSSECMGR 36 -— 4
o &
[aTa aHanuaa 2013-09-09 06:18:59 UTC (2 mecAuee Ha3ag)

Obparaercs BHUMaHUE Ha TO, YTO 3TOT (haiiil y)Ke CKaHHUPOBAJICS HAa JAHHOM
pecypce 2013-09-09. Taxxke oOpamaeTcs BHUMaHWEe Ha wumsa (Qaina —
MSSECMGR wu ero xam-cymmy.

Hixe INPUBCACHLI IIOKA3aHWA AHTHUBUPYCOB IIPpW CKAHUPOBAHHWH JaHHOTIO

daiina:
ESET-NOD32 Win32/Flamer.A 20130905
F-Prot W32/Flamer.A 20130909
F-Secure Trojan.Generic. 8473796 20130909
Faortinet W32/Flame.Alwarm 20130909
GData Trojan.Generic. 8473796 20130909
Ikarus Worm.Win32.Flame 20130909
Jiangmin Worm/Flame.g 20130903
KT AntiVirus EmailVWorm 20130906
KTGW EmailWWorm 20130906
Kaspersky Worm Win32 Flame.a 20130909

Ocuosnoit moxynb Flame — ato DLL-daitn mog HazBaHreM mssecmgr.ocX.
beimn oOHapyxuiu 18e MoAupUKAIIUA ATOr0 Moayis. Ha GoNbIIMHCTBE 3apakeH-
HBIX MAIlIMH cojiepKanach «Ooibinas» Bepcus — 6 MOalT, KoTopas COJCpPKUT
B ce0¢ U pa3BepThIBACT JOMOJHUTEIIbHBICE MOJYJH. «Majas» Bepcusl COCTaBIsET
Bcero 900 Kb6aiT u He COepUT AOMOTHUTEIbHBIX MoayJiel. [locie ycTaHOBKU
MaJlblii MOAYJb ToAcoeauHsieTcs K ogHoMy U3 C&C-cepBepoB U MbITAETCS 3arpy-

SUTHb OTTYJda U YCTAHOBHUTDH OCTABIIMCCA KOMIIOHCHTHI.
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Mssecmgr MOXKET MO-pa3HOMY HAa3bIBaThCS HAa KaXKIOW KOHKPETHOW 3apa-
JKEHHOM MaIllMHE B 3aBUCHMOCTH OT METOJA 3apaK€HUS W TEKYIIETO COCTOSHUS
BII (ycraHoBka, pacmpocTpaHeHue, oOHoBieHue). Hampumep, wavesup3.drv,
~zff042.0cx, msdclr64.ocx, etc.

[Tepen namu ocHoBHOM Momyns BIT Flame. Ern pa3mep:

Nnentuduxanus daiina — «6onpinas» Bepcus nannon BII.

Hara cozmanus BIT Flame? Aetopsl Flame criermanbHO W3MEHMIIN TaThI CO-
3maHus (aisioB TaKuM 00pa3oM, 4TOOBI MCCIIEIOBATEIM HE CMOTJIM y3HATh, KOT/Ia
BII Ob1na co3nana Ha camom jene. Dainbl gatupoBanbl rogamu 1992, 1994, 1995
U T.JI. — OYEBUJIHO, YTO ITU JATHI HE HUMCIOT OTHOIIICHHS K JICHCTBUTCILHOCTH.

[IpoBepka 2JIEKTPOHHOM MOMAMKMCH AAHHOTO (haila W XAII-CyMMBI C TIOMO-

mpro yTrouThl SIGCheck u3 makera SYSINTERNALS:

c:\soft\ref\virus.win32.flame.sample.mssecmgr.oc »ECMGR
Verified: Unsigned
Link date: .
Publisher:
Description:

File version:
MachineTy
MDS :

SHA1: A592DA9F
PESHAL: 52F8B55A 39
PE256: 1D4 ok 3 37 50DAL 31FSBDBCALGES

SHA256:

Kak BuIHO, JaHHOE MPHUIIOKEHUE HE TIOIMCAHO, UACHTU(DUIIPYET ceOst KaK
Windows Authentication Client Manager ot Microsoft Corporation.
OoOpatum BHMMaHue Ha mone Link date, kak BUAHO, MPHUIOKCHHUE JTATUPYET

ce0st 1992 rogom, 9YTO COOTBETCTBYET CIIOBAM 3KCIEPTOB.
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XBIH-CYMMI)I COOTBCTCTBYIOT YKAa3aHHBIM B KOMMCHTAPHHU K IIOCTY IIO CJIC-

JYIOIIEH CCBUIKE:

http://www.securelist.com/ru/blog/207764003/Flame Bunny Frog Munch i BeetleJuic

D

b | rkhunter 0

1as

MDS: bdcPel4388bdabs27b308as8c 34667 18
SHA1: a592d401f32fe130591ecfdel06ffa 4fb34140d5

File size: 6166328 bytes
File name: mssecmgr.ocx

OTBETHUTE

OTKpoeM JTaHHYIO TIPOTPaMMYy B IICCTHAIIATHPUYHOM pefaakTope — Hiew.

GC:xBoft\REF\Uirus .Wind2 . Flame .Sample . mssecngr . oc x~\MSSECMGR
100D0oon: 3 SA 90 00-03 00 OO DO 00 0o FF FF 00 00 P

.10000010:

10000020

10000030 : E
10000040 = R¥liR {o=*3EL=Th
10000050 = is program canno
. 1000006 0= t be run in DOS
10000070 =

10000080 : =1
10000090 = K

.100000A0 =

.100000ED =

.100000CO =

10000000 =

.100000ED = Rich#%=1
.100000F0 = PE LE% #%%)
.10000100 = p @tacQ £t
.10000110:= = »
.10000120:= H 3 a
.10000130:= *
.10000140 = + 1+ @
.10000150:= > L
.10000160:= > o, 2
.10000170 = ¢ +8 Th&
.10000180:=

.10000190:= Pll@ wé o
.100001A0=

100001 B0 =

.100001C0: OO At Uy
.100001iD0: 1iC By
.10D001ED: OO .text
-100001FD: 64 t e £r +
-10000200: 0O *
-10000210:= 2E .rdata #ER A?
-10000220:= 0O en 4t
.10000230:= OO @ L. data Count of sections 5
-10000240:= 2C IT8 A. "= N, Suymbol table 0ODODOOOOLOODODOOOO]
-10000250:= 0O N et
-10000260:= 2E -BSPC Thé »8
10000270 00 d& 13 2102 =Characteristics
-10000280: 0O [c] E.PelocZ 2000 : DLL

.10000290: A8 uge A~ o TIO0T3Z b

.100002A0: 0D @ B 0002 : Executable
.100002B0: 0O
.100002C0: 0D
.100002D0= 00 s I

it machine

Yb6eaumcs, 4To 3TO NEUCTBUTENILHO IMEPEHOCUMBIM HMCHOJHSAEMbIN Qailn,

npuyeM umMenHo DLL.


http://www.securelist.com/ru/blog/207764003/Flame_Bunny_Frog_Munch_i_BeetleJuice
http://www.securelist.com/ru/blog/207764003/Flame_Bunny_Frog_Munch_i_BeetleJuice
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[lepBuunas aktuBaius (haiisia 3amycKkaeTcsi OJHUM U3 CIIOCOOO0B U3BHE: TMOO
yepe3 uHCTpyMeHTHI WMI, ¢ ucnonszoBannem MOF-daiina, ecnu 3americTBoBaH
AKCILTONT K ys3BuMoct MS10-061, 1160 ¢ ucnons3oBanuem BAT-daiina:

sl = new ActiveXObject("Wscript.Shell");
s1.Run("%SYSTEMROOT%\\system32\\rundl132.exe
msdclr64.ocx,DDEnumCallback™);

[Tocne akTuBanmu mssecmgr perucTpupyet ceds B peectpe Windows:

HKLM\SYSTEM\CurrentControlSet\Control\Lsa

Authentication Packages = mssecmgr.ocx [100aBisieTcsi K CYIIECTBYHOIIUM
3aIUCSIM |

[Ipu cnepyromieit 3arpy3ke CUCTEMBI MOAYJb aBTOMATHYECKU 3arpyKaeTcs
ONEPAMOHHON CUCTEMOM.

[Ipuctynum K TUHAMUYECKOMY aHAJIM3y AaHHOTO (aiina. 3amyckath (aiin
OyzeM Ha BUPTYaJbHOM MalllMiHE, HO JUIsl Hadyajla MepeuMEeHyeM HCXOAHBINA (aiin
B MSSECMGR.OCX, u co3naaum bat-daiin co cieayronmmM coaepKUMbIM:

rundl132.exe MSSECMGR.OCX,DDEnumCallback

Ilepen 3anmyckoMm BII nmpoBepuM coaep:kumoe peectpa 1o yKa3zaHHOMY ITyTH:

HKLM\SYSTEM\CurrentControlSet\Control\Lsa



40

PepakTop peectpa

©akin Mpaeka Bua  M36paHHoE  Cnpaeka

=] g Mo KaMnerTep | | Mna | Tun ‘ 3HauEHHE |
{1 HKEY_CLASSES_ROOT E"j(l‘ln YMOMUEHHH) REG_SZ [3HAYBHHE HE MPHCBOEHD)
{0 HKEY_CURRENT_USER. [2¥]auditbaseobjects REG_DWORD 000000000 {0
E-{] HKEY_LOCAL_MACHINE |ab}athentication Packages | REG_MULTI_SZ msvl_0 |
Bnunds REG_EIMARY 00 30 00 00 00 20 00 00
crashonauditfail REG_DWORD 000000000 {0}
-0 secuRrr disabledomaincrads REG_DWORD 000000000 {0
(0 soFTware evarynneincludesannnymnus REG_DWORD 000000000 (0)
Fipsalgnrithmpolicy REG_DWORD 000000000 {0}

(] Controlsekanz REG_DWORD 000000001 (1)
E1{Z2 CurrentControlset Ful\privilegeauditing REG_BINARY oo
Control ImpersonatePrivilegeUpgrade ToolHasRun REG_DWORD 000000001 (1)
e mitblankpassworduse REG_DWORD 000000001 (1)
-] Arbiters comnpatibilitylewel REG_DWORD 000000000 {0)
-1 BackupRestc LsaPid REG_DWORD 0000001 fe {508}
{7 Biosinfo nndafaultadminowner REG_DWORD 000000001 1)
{10 Bootverifical | | E¥nolmhash REG_DWORD 000000000 (0
{23 Class [3B]MatiFication Packages REG_MULTI_SZ scech
(3 copevicetns | | [a8]restrictanonymeus REG_DWORD 00000000 {1}
{1 COM Name ¢ estrictanonymoussam REG_DWORD 0x00000001 {13
-0 Computertiz | | [@securepoot REG_DWORD 100000001 (1)
& Contentinde @Sacurity Packages REG_MULTI_SZ kerberas msvl_0 schannel wdigest

~{Z1 Contentinde
{21 CrashContre
B+ CriticalDevic
B[] DeviceClass:
D FileSystem
-2 GraphicsDriv
{17 GroupOrderl
- HAL
D hirelist
#-(_] IDConfighB
-] Keyboard Lz
H-{{] Keyhoard Lz
- Ls3

-5

[Tocne 3amycka MpoOBEPUM ITY K€ BETKY peecTpa:

e aKTOp peecTpa

®aiin Mpaeka Bua  MsBpanHoe Crpaeka

= g Mof KoMnbraTep | | Hina | Thn | SHaHeHkE
{1 HKEY_CLASSES_ROOT REG_SZ (3HaAHEHHE HE MPHCEOSHO)
* {0 HKEY_CURRENT_USER REG DWORD 000000000 (0}
E'D HKEY_LOCAL_MACHINE REG_MULTI_SZ msyl (0 mssecrmgr, oo |
g HARDWARE REG_BINARY 0030 00 00 00 20 00 00
S
REG_DWWORD 000000000 {0}
g ggi:aﬂ;E sabledomaincreds REG_DWORD 000000000 {0)
-
500 SYSTEM everyoneincludesanonymous REG_DWORD 0x00000000 (0}
£ Contraisetoot ipsalgorithmpolicy REG_DWORD 000000000 {0
-0 Controlsetonz reeguest REG_DWORD 000000001 (1}
EE3 CurrentControlset Fullprivilegeauditing REG_EBINARY an
=123 Contral ImpersonatePrivi\egeUpgradeTooIHasRun REG_DWORD 000000001 (1)
mitblankpassworduse REG_DWORD 0x00000001 (1)
Imcompatibilitylevel REG_DWORD Ox00000000 {0)
BackupRests LsaPid REG_DWORD 0x000001Fc {508
P
{7 Biosinfo odef aultadminowner REG_DWORD 000000001 {13
{0 Bootverfical nalmhash REG_DWORD 000000000 {0
{1 dlass [aB]rctiFication Packages REG_MULTI_S5Z scecl
{1 CobDevicelns restrictanonymous REG_DWORD 000000000 (0)
-2 corname /| | [frestrictanonymoussam REG_DWORD 0x00000001 {13
{10 Computertiz | | [afceryremnot REG_CWIORD 000000001 (1)
{1 ContentInde Security Packages REG_MULTI_3Z kerberos msv1_0 schannel wdigest
{21 ContentInde
{23 CrashContre
{2 CriticalDevic
{27 GraphicsDriv
{11 GroupOrderd
{1 keyboard Lz

JlaHHasi 3amuch B 3TOM KIIOYE peecTpa IMPUBOJUT K 3arpyske

MSSecCmmgr.0CX Kak 4acTh IIpouecca |SaSS.exe, ITPpHU 3aITyCKC CUCTCMBI.
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Y1006l OBLIO JIErYe OTCICKHUBATL M3MEHEHUS B CUCTEMC, KOTOPLIC NOCIACT
sta BII, Oynem ucnons3oBath yrrmmuty TotalUninstall.

]_IaHHa}I YTHIIATA OCJIACT CJICIIOK CUCTCMBI JO 3aITyCKa ITPHUIIOKCHHA, U I10CJIC
3amycka. [1oToM cBepseT CIIENKU U BBIIAET PAa3HULLY MEXAY HUMHU.

JIOnOJIHUTENBHBIE MOJyIu YCTaHaBJIMBAIOTCs B JUPEKTOPHIO
%windir%)\system32\:

mssecmgr.ocx

advnetcfg.ocx

msglu32.ocx

nteps32.0cX

soapr32.0cx

ccalc32.sys

boot32drv.sys

Kpome Toro, B mamnke %windir%\ MOXXeT MPHCYTCTBOBaTh CJICIYIOLIUIA
Gaii:

Ef trace.log

Nmena AUPCKTOPHUH, HCIIOJIB3YEMBIC OOIIOJIHUTCIbHBIMH KOMIIOHCHTAMU
Flame, MOT'YT HCMHOI'O Pa3jindaTbCsda B 3aBUCUMOCTH OT THIIA YCTAHOBKH U KOH(l)I/I—
T'ypaIlMOHHBIX OMIINM, CoepKaIuxcs B pecypce 146:

C:\Program Files\Common Files\Microsoft Shared\MSSecurityMgr

OTOT KaTajor MOXKET COACPKATh CeAyIore (Hab:

dstrlog.dat Imcache.dat mscrypt.dat (or wpgfilter.dat) ntcache.dat
rccache.dat (or audfilter.dat) ssitable (or audache) secindex.dat wavesup3.drv (a

copy of the main module, mssecmgr.ocx, in the MSAudio directory)
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= 8 Computer
=8 L Z| File system

74 advnetcfg.ocx
74 boot32drv.sys
7y ccalc3z.sys
Ty MSsSeCcmgr.ocx
Ty Nteps32.ocx

=T,

m

f_trace.log

EI- = O
EI : Documents and Settings
=- xp
=P Cookies
|Z5 indesx.dat 09.11.2013 18:42, 32765 bytes, A
E:| - Local Settings
=8 Application Data
EI : Far Manager
- Profile
: =¥ history,.db 15.09,2013 21:43, 44032 bytes, &
history . db-shm 09,11.2013 18:42, 32768 bytes, A
history . db-weal 09,11.2013 18:42, 61364 bytes, A
|5 Alugincachesz.db 18.09.2013 21:43, 805396 bytes, A
plugincache3z, db-shm 09.11.2013 15:42, 32768 bytes, &
plugincache3z . db-wal 09,11.2013 18:42, 73392 bytes, A
=- Hiskary
B || History.IES
b S indes.dat 09,11.2013 18:42, 16354 bytes, &
E| : Temp
e |5 620376.bkp 18.09.2013 21:42, 244 bytes, A
E:| : Temporary Inkernet Files
E- | Conkent.IES
b Zp index.dat 09.11.2013 18:42, 32765 bytes, A
= Program Files
=F Common Files
B- Microsoft Shared
EI © gy M3SecurityMgr
|5 Imcache.dat
=y mscrypk.dat
=y ntcache.dat
= rocache.dat
|5 ssitable
= WINDOWS
E_ - swskem32

Kak BumHO U3 n300pakeHus, ”HpopMalus, MpeaoCTaBlIeHHAs dKCIEPTaMH,
HalUIa MOATBEPKICHHUE.
®aiinel n3 nmanku MSSecurityMgr npencrasisitor co0oii 3anmm@poBaHHbIC

JaHHBIC, IPUMCEP MPCACTABJIICH HUXKC HAa CKPUHIIOTC!
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[locne ananmu3a QaitnoB 3 nanku System32 ObUIO yCTaHOBIIEHO:
® MSSeCMgr.0CX — MpeICTaBiIseT COOOW MOJHYIO KOIHUIO HCXOJHOTO
daiina
e advnetcfg.ocX — meperocuMBIi nctiomHsIeMbIi ¢aiin, DLL
e nteps32.0CX — mepeHOCHUMBI ncnoHaeMbli ¢aitn, DLL

e boot32drv.sys u ccalc32.sys — 3ammppoBaHHbIC TaHHBIC:

D:sHork~KLAN“Suystem32~ccalcd2 . sys
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[Tepeuncnenne ocHOBHBIX MoyJei Flame:

Bluetooth: cocraBnsier cnucok ycTpoiicTB, Haxo-

o JSUXCSl BOJIM3M 3apaXCHHOW MalluHbl. MOXET BbI-
Beetlejuice

HOJIHATh (PYHKIMIO «paguoMaska)» — BKIIOYAET BO3-

MOKHOCTh OOHApyXEeHHUsI KOMIbIOTEpa B HACTPOMKax



Microbe

Infectmedia

Autorun_infector

Euphoria

Limbo

Frog
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Bluetooth u mmudpyer ¢ momompro base64 craryc Bpe-
JIOHOCHOM TMPOTPaMMBbI ISl €r0 OTOOpaKCHHUS B WH-

dbopmanuu 00 yCTPOMCTRBE.

3anuchIBaeT ayM0 CUTHAJI C UMEIOIINUXCS arla-
paTHbIX HCTOYHUKOB. CoOCTaBisieT TMepedYeHb BCeX
YCTPOUCTB MYJIbTUMENA, 3alMCHIBACT IIOJIHYIO WH-
dbopmarnuio 0 KOHPUTYpaIMK yCTPONCTB, MBITACTCS BbI-

6paTB IMOAXOIAIICC YCTpOﬁCTBO JJIS 3aIIMCHU 3BYKa.

BriOupaeT oauH W3 METONIOB 3apa)K€HHs BHEII-
HUX ycTpoucts, T.e. USB-HOocuteneut. [JocTynHbie Me-

toabl: Autorun_infector, Euphoria.

Cozpaet daiin autorun.inf, coaepxamuii Bpemo-
HocHoe [10, u 3amyckaer ero ¢ mOMOIIBIO CIEIUAITIBHO
c(hopMHUPOBAHHOM KOMaHJIBI Open. DTOT K€ METOJ HC-
MOJB30BAJICS Stuxnet, mpexae yem ObLI 3aJIEMCTBOBAH

LNK-3kcIuioir.

Cosmaer karamor c¢ (aiimamu  desktop.ini
u target.Ink, B3saThiMu 13 3anuceit LINK1 u LINK2 pe-
cypcal46 (orcyrcTBOBanM B pecypcHoM daiine). u-
PEKTOpHUSl HCIIONB3YeTCs Kak SAPIBIK JUIsl  3alycKa

Flame.

Co3zaer Ha IPyrux MaIlllHAX B CETCBOM JIOMEHE
backdoor-akkayHTel ¢  HMMEHEM  I0JIb30BaTEIIs

HelpAssistant, eciu uMeroTcs HEOOX0IUMBIE MpaBa.

3apaxkaeT JApyrue KOMIIBIOTEPBI, HCHOJb3Ys
MPEABAPUTENLHO CO3/IaHHBIE YUYETHBIC 3aIUCH TOJIb30-

Barened. EAMHCTBEHHAs ydeTHas 3amuch, yKa3aHHas B



Boot_dll_loader

Telemetry

Dbquery

45

KoH(purypanmmonHom pecypce, — HelpAssistant. DtoT

aKKayHT co3fiaeTcs arakor Limbo.

HTTP-cepBep, oTBeuaromuii Ha  3ampocChl

/view.php u /wpad.dat.

[IpocnymmBaeT ceTeBbie HHTEp(DEICH], TOTydaeT
naketsl NBNS u coxpansier ux B jor-gaine. Umeer
OTIIIHIO, TIPYU BKJIFOYECHUH KOTOPOU CTapTyeT TOIBKO MPH
craptre O1oka Munch. CobpaHHble HaHHBIE 3aTEM HC-
MOJIB3YIOTCSL JUISI paclipOCTPaHEHUsI BPEAOHOCHON MPO-

IpaMMBbl IO CETH.

Kondurypanvonsaslii pa3aesn, coaepKamuii Cru-
COK BCEX JOMOJHUTEIbHBIX MOJYJIEH, KOTOpPbhIE JOJIK-

HBI OBITH 3arpy’KCHbI 1 3aITyIICHBI.

C03z[aeT CIIMCOK IIAIIOK Ha 3apaKCHHOM KOMIIb-

10Tepe.

Co3aeT CIUCOK «MHTEPECHBIX» (ailIoB IO He-

CKOJIbKMM MackaM UMeH (haisios.
DyHKIUN BEICHUS KypHaJa.

[Ipn nosiBnenun nocryna B MHTEpHETE yCcTaHaB-
JIMBAECT COCIMHEHHE C KOMAHIHBIMM CEpBEpamu, 3a-
IPY’aeT HOBBbIE MOJYJIM U BBITPYKAET HA CEPBEP CO-

OpaHHbIE TaHHBIE.

BrisiBnsier mporpaMmbl, KOTOpbIE€ MOTYT IOME-
math pabore Flame, T.e. aHTUBUPYCHI U CETEBBIC IKpa-

HBI.

Hasnauenne stux mMoamyned Ha JAaHHBIA MOMEHT
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Driller Headache wueusBecTHO.
Gadget

Cxema B3auMOCHCTBHS MOIYJIEH MEX]Ty COOOM:

Vector<Consumer> Vector<Command Executor>

ClanCmd [ FileCollect Driller | GetConfig

Mobile
Consumer

Cmd Vector<Task>

Consumer
CmdExec Sniffer Munch | FileFinder

Lua
Consumer

Vector<DelayedTasks>

Share LSS
Supplier Sender

Media

Consumer Euphoria Frog Beetlejuice

Hackomnbko cnoxxen Flame?

[Ipexne Bcero, Flame — 3To orpoMHBI MaKeT, COCTOSIIUIN U3 MPOTPAMMHBIX
MOyJIel, 00U pasMep KOTOPBIX MPHU MOJTHOM Pa3BEPTHIBAHUU COCTABIISIET IO-
ytu 20 Mb. BcnenctBue storo anamu3 ganHout BII mpeacraBnsier orpoMHYyrO
cinoxHocTh. [IpuunHa ctois Oonbiioro pasmepa Flame B Tom, 94To B HEro BXOJIUT
MHOKECTBO pa3HbIX OHMOJMOTEK, B TOM 4YHCJe sl cxaTus koaa (zlib, libbz2,
ppmd) u manunynsuuu 6azamu AaHHBIX (sqlite3), a Takxke BUpTyajbHAs MallllHA
Lua.

Lua — 370 CKpUNTOBBIN SA3BIK, T.€. SI3bIK MPOrPAMMUPOBAHMS, JIETKO MOJa-
IOIUNACA PACIIUPEHUIO M WHTETpallid C KOJOM, HamucaHHbIM Ha s3bike C. [[ns

MHOTUX KOMIMOHEeHTOB Flame noruka BepxHero ypoBHs HamucaHa Ha Lua — mpu
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3TOM MOJNPOTPaMMbI U OMOJIHOTEKH, HEMOCPEACTBEHHO pPEaNU3yIOIINe 3apaxe-
HUe, KoMnuiupyrores ¢ C++.

OTtMmeTuM HEMHOro 00 anropuTMax MH(POBaHUs, KOTOPHIE HCHOIB3YIOTCS
Bo flame:

Jiis Toro 4toObl MOMYYUTHh NOCTYN K (haiijam KOH(HUrypaluu, KOTOpbIE
HAaXOJATCS B pecypcax, X HyKHO pacum@poBath U pacnakoBath. JlOBOJIEHO Mpo-

CTOM AJITOPUTM IIPCAOCTABJICH HA PUCYHKC HUIKC!

if { ResourceSize )

{
Encrypted Resource;
Decrypted {_Decrypted - Resource);
do

{
v7? = xEncrypted;
if ( *Encrypted && v7 *= BxA9% )

u8 = BxA%u;
else
ug = 6;
v "= yg v7;
Decrypted[Encrypted++] = ul;
--ResourceSize;
b

while { ResourceSize );

-~

b

Korna nanneie pacimgpoBaHbl, MX pacnakoBbiBaroT. Flame pacmakoBsiBaeT
JlaHHBIE HEOOJIBITUMU HOpUMsIMHU (MEeHee KuitoOaiTa kaxnaas). s o6xoma aHTH-
BHUPYCHBIX TEXHOJIOTHH MEXKIY paclakOBaHHBIMH YacTsMHU Bbi3biBacTcs Sleep API
MPOJOIKUTETLHOCTHIO 10 MUJUTMCEKYHI. DTO JeiaeT MpoIecC paclmakoBKu OoJiee

YCTOUYUBBIM:
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u? = StreamBuFFer_DeriueNew(Compressed, &u14, offset, _CompressSize - offset);
LOBYTE{v21) = 3;
StreamBuffer_CmpAndFree(v?, &tmp_buffer);
LOBYTE{v21) = 2;
BufferStream_Destructor(&uii);
_zib = zlib;
v9 = zlib->vTable;
decompressed_size = 8;
(v9->inflate){zlib, &decompressed, &tmp_buffer, 1024, &decompressed_size);// call inflate from zlib
LOBYTE{v21) = 4;
if ( decompressed.BuffSize <= Bu && decompressed_size <= 8 )
{

vi12 = GetExceptionInfo(&offset, 1, 8);

LOBYTE{v21) = 5;

ThrowExc{(vi12);
b4
offset = (offset + decompressed_size);
Decompress_CopyBuffer(&ui3, &decompressed);
if ( LOBYTE{_zib->bSleep) )

p(8xAu); // sleep 18 ms
LOBYTE{v21) = 2;
BufferStream_Destructor(&decompressed);
b
while { offset < _CompressSize );

2.4 Bpenonocnasi nporpamma Gauss
BII Gauss — 3T0 ClOXHBIH KOMIUIEKC WHCTPYMEHTOB JUIsl OCYIIECTBIICHUS
KHOEpIINUOHAXKa, PEaJTU30BAHHBIA TOW K€ TPYIION CHEUAIMCTOB, YTO CO3AaJla
BpeoHocHYt0 Miargopmy Flame. Kommiiekc umeeT MOIYyIbHYIO CTPYKTYpPY
U TIOJIEPKUBACT y/aJeHHOE pa3BepThIBaHUE OlepaTopaMu HOBOrO (pyHKLHMOHANA,
KOTOPBIM pEAIN3yETCS B BHUJIE JOINOJIHUTENBHBIX Moayied. M3BecTHble Ha cero-
THSIIHANA J€Hb MOAYJIH BBIIOJIHAIOT CleyIomne (PyHKINNU:
e mepexBatT cookie-(aisioB u mapoJsei B Opaysepe;
e cOOp M OTHpaBKa 3JIOYMBIIUICHHHKAM JAaHHBIX IO KOH(UTypauuu
CUCTEMBI;
e 3apaxenue USB-HocuTenell momysneM, NpeIHa3HAUYCHHBIM ISl KPaXku
JAHHBIX;
® CO3[IJaHUE CIIUCKOB COAECPKUMOIO CUCTEMHBIX HAKOMUTENEH U MaroK;
® Kpaxa JaHHBIX, HEOOXOAMMBIX MJIsi JOCTyNa K YYETHBIM 3alUCsIM
pa3IMyYHBIX OAHKOBCKUX CUCTEM, JeicTByOmuUX Ha bimxnem Bocroke;
e [iepexBaT JAHHBIX [0 YYETHBIM 3alKCSIM B COLMAIbHBIX CETSX,
MOYTOBBIM  CE€pBUCAM U  CHCTEeMaM  MI'HOBEHHOro  oOMeHa

COOOIICHUSIMH.
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Mopaynn MMEHT BHYTPEHHHE WUMEHA, KOTOpPbIE, OYEBHJIHO, OTIHAIOT JaHb
yBO)XCHHS 3HAMEHHUTHIM MaTemaThkaMm u ¢unocodam, TakuMm kak Kyprt ['énens,
Norann Kapn @puapux Maycc u XKozed Jlyn Jlarpanx.

Monyne non Ha3BanueMm Gauss — HanOoJiee BaXKHBIM AJIEMEHT BPEJOHOCHOU
IPOrpaMMBbl, TOCKOJIBKY B HEM PEaIn30BaHbl BOBMOYKHOCTH, CBSI3aHHBIE C Kpa)kel
OAHKOBCKHMX JaHHBIX. TakuM 00pa3oM, BeChb BPEIOHOCHBIH KOMIUJIEKC HA3BaH IO

HUMCHH 3TOI0 KOMIIOHCHTA.

Windows\system32\, StempY

“UshbDir” "Gauss” “Cosmos” “Lagrange”

“Godel” “MecDomain” “Tailar”
Windows\system32\wbem, | |

Windows Registry

SOFTWARE\Microsoft\Windows\CurrentVersion'Reliability "
TimestampForll = binary value [config) ShellHw™"

USE Spy module CAC servers

Every module is loaded

Memary

@202 Kasparsky Lab ZA0, All Rights Resarved,

Kpome Toro, u3 Hekotopeix obpasznoB BII Gauss aBTopbl 3a0bLIH yIaTUTh
OTJIAJIOUYHYI0 MH(GOPMAIINIO, B COCTaB KOTOPOM BXOMAT MyTH K (haiijiaM MpOeKTa.

N3BECTHBI CIEAYIOIINE ITYTH:

BapuanTt [1yTh K (aiinam npoexra
Asrycr 2011 1. d:\projects\gauss
OkTs10ps 2011 1. d:\projects\gauss_for_macis_2

Hex. 2011-  suB. c:\documents and set-
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2012 rr. tings\flamer\desktop\gauss_white 1

PasBuras monyneHas apxutektypa BIT Gauss mamomunaer BIT Flame: mpo-
rpaMMa MCHOJb3yeT 3alu(POBAHHBIN KIIIOU peecTpa sl XpaHeHHsI nHpopManuu
0 TOM, KaKue MOMIYJH JOJDKHBI ObITh 3arpy’KEHbI, OHA paccuuTaHa Ha CKPBITHYIO
paboTy B cucrteMe, U30eraeT CpesCTB 3alluThl U MOHUTOPUHIA, U TIPU 3TOM Ccama
OCYILECTBIISIET JIeTalbHbIII MOHUTOPUHT cucTeMmbl. Kpome toro, BII Gauss conep-
KUT 64-pa3psiHbIA BpeIOHOCHBIM (DYHKIIMOHAJ, a TaKK€ COBMECTUMBIE C Opay3e-
pom Firefox mnarusel, npeaHasHau€HHbIE 1715 KPaXKHM U MOHUTOPUHTA JTAHHBIX, TIe-
pEChUIaEMBIX TOJIb30BATEIIIMU HECKOJIBKUX JMBaHCKUX OaHkoB — Bank of Beirut,
EBLF, BlomBank, ByblosBank, FransaBank u Credit Libanais. Bno6aBok, mpo-

rpamMMa HalleJIeHa, B YaCTHOCTH, Ha noJib3oBarenieit Citibank u PayPal.

2.5 Bpenonocnasi nporpamma Duqu
2.5.1. Bpeoonocnas npoepamma Duqu 1.0
PacciieqoBanue, mpoBoauMoOE CreUAIMCTaMyu BeEHrepCckorW oOpraHu3aiuu
CrySyS (Benrepckas nabopatopusi Kpunrorpaguu U CUCTEMHON 0€30MacHOCTH
Bynanemrckoro yHuBepcuTeTa TEXHOJIOTUM U SKOHOMUKH ), IPUBEIIO K OOHApYykKe-
HUIO YCTAHOBIIMKA (JpOIIepa), MOCPEICTBOM KOTOPOTO MPOUCXOIUIIO0 3apaKeHUE
cuctembl BII Duqu. On mnpencraBnsin coboit ¢aitn dopmara Microsoft Word
C OKCIUUIOUTOM ysi3BUMOCTH jpaiiBepa win32k.sys (MS11-087, onucana Microsoft
13 Hos106ps 2011), oTBevatroniero 3a Mexanusm penaepunra TTF mpudros.
B nokymente Word, Takum 00pa3oM, HaxOJIUJIUCh CIAEAYIOIINE KOMIIOHEH-
THI:
® TEKCTOBOE COJIEPKUMOE;
® BCTPOEHHBIN LIPUPT;
® IIICJIKOJ AKCIIJIONTA;
® JpaiiBep;

e wuHcTausTop (Oubnmoreka DLL).
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bnaronapss Tomy, 4to win32k.sys BBIMIOJHSETCS OT MUMEHH MPUBUIETHPO-

BaHHOTO TOJIb30BaTeNs 'System', pazpadorurikamMmu Duqu ObuTa 3€TaHTHO perieHa
3a/1aya Kak HECAaHKIIMOHMPOBAHHOTO 3aITyCKa, TaK W MOBBIIICHUS MpaB (3allyCcK U3-
noJt aKKayHTa MOJIb30BaTENS C OTpaHUYEHHBIMU npaBamH).
WHucTannsaTop mocie moyydeHus yrnpaBieHHs paciii(poBbIBall B TaMSITH HaXOs-
niyecs: B HeM Tpu 0J10Ka TaHHBIX, COACPIKAIUX:

e T[IOANMCAHHBIN JIpaiiBep (Sys);

e ocHoBHOI Moxyib (dll);

® JaHHBIC KOHPUTYpaIMU HHCTAIIsAITOpa (pnf).

OokymeHt MS Word

TekcT QOKyMeHTa WHcTannsTop

OcHOBHOW MOOyNE

Betpoe i Dexter Regul XKectkuia guck
HHEI WpUEpT « ErERE Pecypc 302 (ocHoBHOM doyHKUMOHAnN)

OcHoBHOW Moayns

OCHOBHOro MoAynA HanHkie KoHpUrypaunm

OCHOBHOro Mogyna

OpanBep

Sxcnnowr MS11-087
[aHHele KoHturypaumu -

g MopnucaHHBIA gpaneep

WHcTannsTop OaHHbie KoHthrypaun WHCTannATopa

Peectp
SERVICE (uma cepsuca = daiin nognucadHoro gpalisepa)
KEY (kntoy pacwmdpoBKy OCHOBHOTO MogynsA)
PATH (3awwdpoBaHHsIA NyTe ¥ MMA OCHOBHOMO MOAYNA)

Kommanueit Symantec Ob1710 00HApY>KEHO, MO0 MEHBIIEH Mepe, YEThIpe BUAA
«TOJIE3HON Harpy3Ku», 3arpyKE€HHOM MO KOMaHJIe OT YIPAaBJISIOLIEro LEHTpa
Duqu. IIpu 5TOM TOJMBKO OFHA W3 HHUX ObLIA PE3UECHTHON M CKOMITUIUPOBAHHON
B BUJIe UCTOJHsIeMoro (aiina (.exe), KOTOpblil coxpaHsica Ha AUCK. OcTanbHbIe
Tpu ObUTM BBIMOIHEHBI B BUjae dll-6ubnmorexu. OHU 3arpyKauch JUHAMUYCCKU
Y BBITOJIHSJTUCH B TAMSTH 0€3 COXpaHEeHUs Ha JMCK.

[InuoHCcKuit MOTyJ b COOMpAET CIIEAYIONTYI0 HHGOPMAIIUIO:
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CIIMCOK  3alyIIEHHBIX TPOIECCOB, HMHPOPMALUIO O TEKYIIEeM
H0JIb30BATENIE U JIOMEHE;

nepeyeHb JIOTUYECKUX TUCKOB, BKIIOYAsi CETEBbIC;

CHUMKH JKpaHa;

azipeca CeTeBbIX MHTEP(EICOB, TAOIUIBI MAPUIPYTU3ALINY;

Jor-Qaiin HaXXaTUi KJIaBUII KJIaBUATYypPHI,

UMEHA OTKPBITHIX OKOH MPHIIOKEHUH;

NepeveHb JIOCTYIHBIX pecypcoB cetu (sharing resources);

NOJIHBINA CIIUCOK (pailyIoB Ha BCEX JAMUCKaX, BKIOYasi CbEMHBIC;

CIINCOK KOMIIBIOTCPOB B CCTCBOM OKPYKCHHM.

HpOaHaJ'H/ISI/IpOBaB OTYCTbl aHTUBUPYCHBIX KOMHaHI/Iﬁ, MOXXHO CACJIaTb BBbI-

BOJ, 4YTO aTaKH, IIPOBOAHWMBIC IIPHU IIOMOIIHA Duqu, SABIIAIOTCA TAPIrCTUPOBAHHBIMMU,

HallCJICHHBIMU Ha KOHKPCTHBLIX JIHII. 006 »Tom CBUACTCIILCTBYCT YHUCIIO 3apCru-

CTPUPOBAaHHBIX 00HapyxeHuil nanHou BII:

opranuzauuu A — ®panuus, Hunepnannsl, lBeiinapus, Ykpauna;

opranm3anus B — naus;

opranmu3amus C — Upaw;

opranmzanus D — Hpan;

opranuzanus E — Cynas;

opranuzanus F — BeetHam.
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Geographic distribution

*Letters represent
organizations compromised.

K coxanenuto, B CBS3U ¢ MaJIbIM YHCIIOM OOHAapy)XKeHHUM, aBTOpaM pabOThI
HE YIAJIOCh HANTU MCXOMHBIX Komuil nqanHou BII, mosToMy octaerca monaraTbcs

Ha TC JAaHHBIC, KOTOPHBIC IPECAOCTABJICHBI AHTUBUPYCHBIMH KOMITAHWUAMU.

2.5.2. Bpeoornocnas npoepamma Duqu 2.0

Becnoii 2015 roma «Jlaboparopust Kacnepckoro» 3aduxcupoBaiia BTopxe-
HUE B CBOIO KOPIOPATUBHYIO ceTh. B X0j€ mocinenoBaBIero 3a 3TUM pacclieJoBa-
HUs OblTa OOHapy)XeHa HOBas BPEAOHOCHas IiaTdopma, MMEIoIIas HEmocpe/l-
CTBEHHOE OTHOIIIEHHE K OJTHOM U3 CaMbIX CIOKHBIX KaMITAHUN O KUOEPIITTHOHAXKY
— Duqu, o6napomosannoit B 2011 roxy. HoBas mmardopma momyunsna Ha3BaHHUE
Duqu 2.0.

«Jlaboparopust Kacnepckoro» monaraer, 4ro aTakyroliue ObUTH YBEPEHBI
B TOM, YTO HUX JIEATEIbHOCTh HE MOXET ObITh OOHApYy>KE€HA, — OHU HCIOJb30BAIIN
YHUKAJIbHBIE U PaHee HE BCTPEUABIINECS MHCTPYMEHTHI U TIPAKTUYCCKU HE OCTaB-
JISUTA CIIEIOB B CUCTEME.

«JIabopatopus Kacnepckoro» Hamna Duqu 2.0 cinydaitHo, Korjia HHXKEHED,
TECTUPOBABIIINI HOBBIA MPOAYKT Ha CEpPBEpPE KOMITAHHWH, 3aMETHJI aHOMAJIbHO

Oonpion Tpaduk. OH HaYall «KOMATh» U MOHSII, YTO HECKOJIKO JAECSITKOB KOMIIb-
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I0TEPOB KOMITAaHUU 3apa’keHbl 4eM-To, ¢ ueM «JlabopaTopus Kacnepckoro» eie He
CTaJIKUBAJacCh.

JlanpHelIee paccieloBaHUE MOKa3alio, YTO «IAUEHTOM) CTal KOMIBIOTED
KOMITAHWH B OJTHOM U3 €€ a3uaTckux oducoB. Ero 3apasuimm ¢ moMoikto zero-day-
9KCnI0UmMa — ySA3BUMOCTH, TIPO KOTOPYIO €Ille HE 3HAIOT pa3paboT4UKH U AJS KO-
TOPOM HE CYHIECTBYET «CBOETO» IaTda. 3a 4YeThIpe 4aca JO TOr0, KaK MHKEHEPHI
KOMITAaHUH TIOHSUTH 3TO, TTOYTOBBIN AWK U UCTOPHs B Opay3epax Ha dTOW MaIlHe
OBLIM KEM-TO yJaJIeHbl — OYEBHJIHO, 3JI0YMBIIUICHHUKAMHU TOHSJIU, YTO OHU pac-
KPBITHI U NBITAIUCH 3aMECTH CIIE/BI.

Jlanee, MOMy4YMB KOHTPOJIb HAJ MEPBOM MAIIWHOW, 3JOYMBIIUICHHUKH, WC-
HOJIB3Yys IPYTYI0 zero-0ay-ysa3BHUMOCTh, HaYalld MCCIIE0BATh JPYTUe KOMITbIOTE-
pBI CETH KOMITAaHHUH, TOKa «HE J00paiuch» J10 OCHOBHOrO oduca B Mockse.
B «JIabopatopun Kacnepckoro» mnojararoT, 4To JJisi 3TOr0 ObLIa KCIOJIb30BaHA
ysI3BUMOCTh B TipoTokosie Kerberos, kotopyto Microsoft 3akpbuia numis B HOsIOpe
2014 ropna.

Haxons nHTEpECyrOommMe UX KOMITBIOTEPBI, XaKEepPbl MCIIOJIb30BAIA TPETHIO
zero-day-ys3BUMOCTb, 3arpykasi BUPYC B CHCTEMY Ha YPOBHE €€ siipa U UCKYCHO
obxoxas antuBupycHoe I10. Kak Tonsko Duqu 2.0 3arpyxancs B mamsith, OH yJia-
JIIETCS C JKECTKOTO JIUCKA U C 3TOr0 MOMEHTA HAXOJMTCS TOJBKO B ONEPATUBHOMN
namsTH kommnbiotepa. [lo cmoBam npencraButeneit «Jlaboparopun Kacnepckoroy»
ATO TOBOPUT O TOM, YTO 3JIOYMBINIJIEHHUKA OBLUTH YBEPEHBI B «Kau€CTBE CBOETO
MIPOIAYKTA.

[TonmrocTeio BII pazBopaunBaiace JajJiekO HE Ha Ka)X0W MAallWHE, — HA HE-
KOTOPBIX YCTaHABIIMBAJIUCH JIMIIb OTIACIbHBIE MOAYJIH, KOTOPBIE NMPENOCTABISLINA
K Hell ynaneHHslid 1octyn. Ho ecnu MaiivHa BhI3bIBasIa y XakepoB OOJIbIION WHTeE-
pec, TO OHM CTaBWJIM MOJYJIH JUIsS IEPEXBATA HAXKATUW HA KJIABUATYpPY, ISl CO3/a-
HUS CKPUHIIIOTOB, JUIsI IEpexBaTa mapoJsieH, 1ocTyna K ¢aiaam 1 Tak aaee.

Jlanexko He Bce MOAIYJIU elle «pacKphIThly «JlabopaTopueit Kacrepckoroy,

HO B KOMITaHWH YTBCPKAAIOT, YTO €CTh TaM U JIOBOJILHO CHCI_[I/I(I)I/I‘-IGCKI/Ie O6paSI_II>I
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JUIS. HEKOTOPBIX MPOMBIIIJIEHHBIX CUCTEM. UTO JIMIIHUN pa3 yKa3bIBa€T HA TO, YTO
«JIaboparopust Kaciepckoro» Obliia HE €MUHCTBEHHOW, @ MOXKET OBITh, JaXKe U HE
TJIABHOM LEJBIO 3J10YMBIIIJIEHHUKOB.

Koneuno, ecu BII kuBeT TOJIBKO B ONEPAaTUBHOM MaMSTH, OH JTOJDKEH OBLT
YHUUTOXAThCSA MPU IEpe3arpy3Ke WM BBIKIIOYEHUH KOMIIbIOTEpA. MIMEHHO 3TO
U porcxoauio. OgHAKO, TOCKOJIbKY OblIa 3apaXkeHa Iiesiasg CeTh, 3TO HE HECIO
0c000r0 pucKa A 3I0YMBIIITICHHUKOB. OHAa WM JIBE 3apakKeHHbIE MAIIMHbI HC-
HOJIHSUI POJIb «IPABEPOB», KOTOPBIE caeawn 3a coctosaueM Duqu 2.0 Ha apy-
I'MX MalluHax M, €CJIM I'ZIe-TO KOJ TEPsUICA, OHU Yepe3 KOHTPOJUIEpP JTOMEHA BHOBb
3arpy’Kajiv B IaMsATh HY>KHOW MalllMHbI BPEIOHOCHBIN KOJI.

VY srtoro «iapaiiBepa» Takke Obliia elle OjJHa IeJib — KOMMYHHUKauu. Eciu
B CETU MHOTI'O 3apa)K€HHBIX KOMITBIOTEPOB, NOCTOSHHO KPaaylIUX U MepechuIaro-
X MH(POpMAIMIO, BCE BMECTE OHM MOTYT BBI3BaTh CJIMIIKOM OOJIBIION 00BEM
NOJIO3PUTEIBHOTO TpaduKa, YTO MPUBJICYET BHUMaHUE aJIMUHUCTpaTopoB. Co3xa-
e Duqu 2.0 g5 60pbOBI C 3TUM HUCTIOIB30BAIM «JIpalBEpPb» KaK €AUHBIE «BO-
pota» sl mepenadn uHbopmaiu. Bce 3apakeHHbIE MAaIIUHBI  OOIIAIMCH
C «IpailBepom», a y>K€ OH M TOJIbKO OH IepeAaBail HHGOPMALIUIO HApYyKy WU pa3-
JaBajl KOMaHbl U3HYTPH.

3MOyMBINTUICHHUKN CO3/1alTi HEOOBIYHBIM MOMYJb JJISI COXpaHEHUS MPUCYT-
CTBUSI, KOTOPBIM OHM Pa3BEPTHIBAIOT BO B3JIOMAaHHBIX CeTsIX. OH BBINOIHSIET JBOM-
HYI0 (QYHKLHIO, OJJHOBPEMEHHO MOJAEPKHUBasi CKPHITYIO CXEMY CBS3U C KOMaH]-
HbIMU cepBepaMu. CoxpaHeHHe MPUCYTCTBUSL HA YPOBHE OpraHU3aluu oOecrneyu-
BaeT JpaiiBep, KOTOPHI yCTaHABIMBACTCS KaK OOBIYHBIM CUCTeMHBIN cepBuc. [Ipu
3ToM B 64-pazpsaabix OC Windows cuctemax CylIeCTBYET KECTKOEe TpeOOBaHUE
HaIuuus y JApaiiBepa snekTpoHHoM noanucu. B «Jlabopatopun Kacmepckoro»
M3YYWIH JIBA IpailBepa COXpAHEHUs MPUCYTCTBUS, PA3BEPHYTHIEC B XO/I€ aTaK.

Bo Bpems araku omeparopsl Duqu 2.0 ycraHaBiuBalOT 3TH BPEIOHOCHBIE
JpaiiBepbl Ha OpaHAMAay’pbl, LUTIO3bl WIH APYTHE CEPBEPHI, KOTOPBIE, C OJHOMU

CTOPOHBI, UMEIOT JOCTYIl K HTEpHET, a ¢ Apyrom — K KoprnopatuBHou cetu. Hc-
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MOJIb3YSI UX, 3JIOYMBIIIUICHHUKU JIOCTUTAIOT Cpa3y HECKOJIbKUX IIeJIeH: MoIydaroT
noctymn uepe3 MHTepHET K BHyTpeHHEeH HHPPacTpyKType KOMIaHUH, U30eraroT 3a-
nuced B KypHaiax COOBITHI KOPIIOPATHUBHBIX IIPOKCU-CEPBEPOB U B UTOTE COXpa-
HSIIOT CBOE MPUCYTCTBHE B aTAKOBAaHHOU CETH.

[To cytu gena, 3T IpaiiBepbl IEPEHANPABIIAIOT BXOASIINE U UCXOISIINE Ce-
TEBbIE TIOTOKU IUII03a, HA KOTOPOM BBITIOJIHSIOTCS. J{J1sl TIepeHanpaBieHus COeIn-
HEHUI 3II0YMBIIIJICHHUK JOJDKEH CHavyala MpONTH CeTeBOM MexaHu3M 0e30macHo-
CTH «OTCTYKa», UCIOJIb3YSl CEKPETHOE KIIIOYEBOE CIIOBO. B oOpa3max, momaBmmx
B pyku «JlabopaTopun Kacrnepckoro», HMCIoiab30BaJUCh JIBa Pa3HBIX KIIFOUEBBIX
cioBa: «romanian.antihacker» u «ugly.gorillay.

JpaiiBep MpOCIYIIMBAET CETh U KIET ONPEAEIEHHOTO0 CEKPETHOIO KIIoue-
BOI'O CJIOBa (B JaHHOM cliydae «romanian.antithacker»). Ilociie aToro oH coxpanser
IP xocrta, mepemaBmiero BEpHOE CEKPETHOE CIIOBO, M HAUYMHAET MEPEHAINPABISATH
BCe MakeThl ¢ mopta 443 Ha nopt 445 (SMB) unu 3389 (Remote Desktop) sToro
cepBepa. ITO MO3BOJISIET 3JIOYMBIIUIEHHUKAM 3((EKTUBHO TYHHEJIUPOBATh MPOTO-
koJ1 SMB (T. e. moctyn K ynaneHHo (aitioBoi cucTeMe) U MPOTOKOJ yIaJ€HHOTO
pabouero croma Remote Desktop uepe3 cepBep 1uI03a; MpU STOM BCE BBITJISIIUT
kak Tpadux HTTPS (uepe3 nopt 443).

Kpome «romanian.antihacker», yganoce oOHapy uTh €Ile OJUH JApanBep,
BBITIOJIHAIOIIMM aHAJIOTMYHYI0 padoTy, HO MOJAEP>KUBAIOIINI OOJbIIEe COeqUHE-
HUH U 00JIee YHUBEPCATBHBIM CIIOCOOOM.

Ecnu aToT npaiiBep oOHapykuBaeT cekpeTHoe ciioBo «ugly.gorillaly, on me-
peHanpagisieT Bech Tpaduk ¢ I[P 3moymeinnennuka ¢ nopra 443 (HTTPS) na nopr
445 (SMB).

Ecnu npaiisep oOHapyxkuBaeT cekpetHoe cioBo «ugly.gorilla2», Becy Tpa-

¢uk c IP 3noymseinieHHuka nepenamnpanisiercs ¢ nopra 443 (HTTPS) na mopt
3389 (RDP).
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Ecnu npaiiBep oOHapyxkuBaeT cekpetHoe cioBo «ugly.gorilla3», Becws Tpa-
¢uxk c [P 3noymbinuienHuKa nepenanpanisercs ¢ nopta 443 (HTTPS) na mopr 135
(RPC).

Ecmu npaiiBep oOHapyx)uBaeT cekperHoe cioBo «ugly.gorillady, Bech Tpa-
¢uxk c [P 3moymbinuienHuka nepenanpasisiercs ¢ noprta 443 (HTTPS) na mopt 139
(NETBIOS).

Ecmu npaiiBep oOHapyx)uBaeT cekperHoe cioBo «ugly.gorilla5y», Bech Tpa-
¢uk c IP 3noymbinieHHrKa nepenarpasisiercs ¢ mopta 1723 (PPTP) na nmopt 445
(SMB).

Ecnmu npaiiBep oOHapyx)uBaeT cekperHoe cioBo «ugly.gorillaby, Bech Tpa-
¢uk c IP 3noymbinennuka nepenamnpanisercs ¢ nopra 443 (HTTPS) na mopt
47012 (ero dbyHKIMA B HACTOSIIIEE BpEMsI HEU3BECTHA).

bonee moapoOHO o0 «romanian.antihacker». BuyTpenHee ums storo 64-
paspsaHOTO npaiiBepa — «termport.sys», a ums (aitna B ¢aiiioBoii cucteme —
«portserv.sys». BeposiTHee Bcero, 3T0 03HAYAET, UYTO 3JIOYMBIIIJIEHHUKA MEHSIOT
uMs (paiiyia mpu IPOBEICHUN PA3HBIX aTaK, MOATOMY IIPH OOHAPYKEHUU aTaK HEllb-
351 TI0JIaraThCsl TOJIBKO Ha UMeHa (paityioB. JlaTa koMnusiuuu apaiiBepa, «23 urois,
18:14:28 2004y, oueBunHo, ampmmBas. Bce oOHapykeHHBIC (haliibl ApaiiBEepoOB
nHaxoauauck B katanore «C:\Windows\System32\drivers\».

HasepHoe, camoil Ba)XHOW 4YacThKO JTOM CTpPATErMU aTaKW SIBJIAETCS DJIEK-
TPOHHAs MOAMNUCH, KOTOPYIO UCHOJIb3yeT 64-pa3psaaHblii apaiiBep. [paiiBep umeer
BEPHYIO MOJIKUCH, TaK KaK 3TO 00s3aTesIbHOE TpeOoBaHUE B 64-pa3psaHbIX CUCTE-
max OC Windows. On mnoamucad kommanuein «HON HAI PRECISION
INDUSTRY CO. LTD.». Drta kxommanus, TakKe H3BecTHasg Kak «Foxconn
Technology Group» siBisieTcs KpyImHEHIIMM B MUPE MPOU3BOIUTENEM dJIEKTPOHU-
k1 co mrad-kBaptupoil B Tyusne (Horo-Taii05ii, TaliBansb).

CornacHo uH(popMaIuy, U3BJICYCHHON U3 JpaiiBepa, oH ObLI moamnucad 19

dbeppasis 2015 ., B 20:31. CepTudukar KOMIAHUS UCIIOIb30BaIa JJIsl TOAMUCH He-
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ckonbkux apaiiBepoB WatchDog Timer Kernel (WDTKernel.sys) st mntonos
Dell B ¢eBpaiie 2013 .

B xoxe mpenpiaymux aHTUBUPYCHBIX uccienoBanuii BIT Stuxnet u Duqu
ObUT0 00HapyxkeHOo BpenoHocHoe [1O ¢ aneKkTpoHHON MOANUCHIO (TaM UCIOJIb30Ba-
JHUCHh «BpeIOoHOCHBIE cepTudukatel» Jmicron u Realtek). Iloxoxe, uro kpaxka
ANEKTPOHHBIX CEPTU(PUKATOB U MX HCIOIB30BAHUE IJISI MOAMUCH BPEIOHOCHOTO
[1O sxk00bI OT MMEHM 3aKOHHBIX KOMIIAHHWM SIBJISIETCSI OOBIYHOW YJIOBKOW 3J10-
YMBIIUIEHHUKOB, cTosimux 3a Duqu. Het qoka3aTenbcTB TOTO, YTO CUCTEMBI KOTO-
100 M3 ATUX MOCTABIIUKOB OBLIN B3JIOMaHbI, HO MHIUKATOPHI SICHO MOKa3bIBAIOT:
3JIOYMBINICHHUKH, co3JaBiine Duqu, OposBISIOT OOJBIION HHTEPEC K TaKUM
pOU3BOIUTEISIM 000pyI0BaHus, kak Foxconn, Realtek u Jmicron.

«JIabopaTopus Kacniepckoro» Obljia He €IMHCTBEHHOM IIEJIbI0 aTaKYIOIMHNX —
AKCTIEPTHl KOMIIAHUU OOHAPYKUIIA JPYTUX «KEPTB» B 3aMaJHBIX, OJIM>KHEBOCTOY-
HBIX M a3uarckux cTtpaHax. Cpeau HanOoliee 3aMETHBIX MHIIIEHEW HOBOW BepcUU
BII Duqu B 2014-2015 romax crtanu miomagku JJjisi IEPErOBOPOB MO HPAHCKOMN
anepHo nporpamme «I'pynmsl 5+1» u MeponpusiTuid, nocBseHHbIX 70-i1 rogoB-
nHe ocBOOOXKIeHUs y3HUKOB OcBeHnuMa. «Jlabopatopusi Kacnepckoro» orme-
4YaeT, YTO MpeACTaBlIeHHas WH(OpMaIUs — 3TO MPEIBAPUTEIbHBIC PE3yJIbTaThl
paccienoBanus. be3 comHenus, reorpaduyeckuii 0XBaT U CIIUCOK JKEPTB ATOM aTa-
KM, CKOpee Bcero, ropasno mmpe. OJHaKO HUCXOAS U3 TEX JaHHBIX, KOTOPHIMU
KOMIIaHUs pacrojliaraet yxe ceituac, sicHo, uto Duqu 2.0 ucnons3oBaics s aTak

C OIIPCACIICHHBIMHA I'COIIOJIMTUICCKUMU NHTCPCCAMMU.

2.6 Bpenonocnasi nporpamma Icefog

C 2011 ropa cnenuanuctamu B cepe nHGOpMAIMOHHON 0€30MacHOCTH ObLIT
OTCIICKEH IIEJIBIN PsiJ aTaK, KOTOPHIE CBSA3BIBAIOT C TPYIIION KHOEPIPECTYIMTHUKOB,
non Ha3BanueM Icefog. [lo MHEHHIO PKCMEPTOB, 3TO OTHOCHTEIHLHO HEOOJIbINAs
rpynima 3JI0yMBIIIJICHHUKOB, KOTOpas Ha 3aka3 MPOBOJNUT KrOepaTaku Ha ToCcydpe-

KIACHHUA, KOMITAHHWH, BBITOJHAIOIINC 3aKa3bl BOCHHBIX BCIOMCTB, CYAOCTPOUTCIIb-
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Hble (DUPMBI, TETCKOMMYHHKAIIMOHHBIE KOMIAHUU W OMNEPATOPOB CIYTHHKOBOM
CBSI3U, POMBINUICHHBIC U BRICOKOTEXHOJIOTUYHBIC KOMITAHUH.

Ataku Icefog mpoBOAAT ¢ HMCMOJIB30BAaHHEM CIICIIHATIBHO CO3/IaHHBIX HH-
CTPYMEHTOB KHOCPIIIHOHAXKA, HANpPaBICHHBIX Ha OICPAIlMOHHBIE CHUCTEMBI
Microsoft Windows u Apple Mac OS X. Bo Bpemsi araku 3710yMBIIIJICHHUKA
HaNpsIMyI0 YIPaBJSIFOT 3apaKeHHbBIMH Kommblorepamu. [lomumo Icefog Ta ke
TpyIIa 3J0yMBIIUICHHUKOB HCIIONB3YET U JIPYTHe BPEIOHOCHBIE HHCTPYMEHTHI
U «03K10opel» i pactnpoctpaneHuss BII mo jokaidbHBIM CeTSM W OpraHH3alid

YTCYKHU JAHHBIX C 3apaKCHHBLIX KOMIIBIOTCPOB.

2.6.1 Ocnoenvie pezyromamor ananuza amax BIT 1cefog

OCHOBHBIE METO/IbI, KOTOPBIMU MMOJIB3YIOTCs Icefog, — aTo meneBoit GuiuHr
(spear-phishing) u ncnonp30BaHNe U3BECTHBIX YSA3BUMOCTEH. B KauecTBe «HaXKUB-
KH» HCIIOJIb30BAINCH JIOKYMEHTBI, CBSI3aHHBIE C HMHTEpPECaMU IOTEHIIMAIbHOU
JKEPTBBI. 3JTOYMBIIIUICHHUKN KpPaayT CEKPETHBIC JOKYMEHTHI, OM3HEC-TOKYMCHTHI,
JIOTUHBI W MAPOJIA K 3JIEKTPOHHOM TOYTE, MapoJid K pa3InIHBIM pecypcaM B JIO-
KIBHBIX CETAX «KEPTB» M 32 UX IMpeeIaMHu.

B xome OonpIMHCTBA APYTHX aTak KOMITBIOTEPHI OCTAIOTCS 3apaKCHHBIMU
B TCUCHHE HECKOJIBKUX MECSIICB W JIa)Ke JIET M BCE ATO BpeMs MPOMCXOJUT He3a-
MeTHas yredka wHpopManuu. CaMa aTaka MPOBOAUTCS OBICTPO M C «XHpyprude-
CKOH TOYHOCTBIO»: IIEJTb KAXIOW OMepaluyd — MOJTYIUTh KOHKPETHYIO HH(pOpMa-
IIMI0 Ha KOHKPETHBIX KommbloTepax. Cpasy moclie 3Toro KuOeprnpecTYITHHKH
OCTaBJISIFOT 3apa)KCHHBIN KOMITBIOTEP M aTaKyIT CIEIyIonue mnead. B 0onbimmH-
cTBe ciydaeB rpynna Icefog, mo Bceit BUIMMOCTH, UMEET OYEHBb YETKOE MPE/ICTaB-
JICHUE O TOM, YTO UM HYXHO OT KOHKPETHBIX >KepTB. Ha B3JIOMaHHBIX KOMIIBIOTE-
pax OCYIIECTBIISAETCS MOUCK (HalIOB ¢ KOHKPETHBIMHA Ha3BaHHUSIMH, KOTOPHIE 3aTEM

MepeChUIAIOTCS HA KOMaHIHBIA cepBep.

2.6.2 Cooepoicanue amax BII 1cefog
ITo cyru, omHoMMeHHBIN |cefog — 3TO «O3KIOP», BHICTYMAOIINI B POJTH MH-

TEPaKTUBHOI'O IIMMUOHCKOTO MHCTPYMEHTA, KOTOPbIA KOHTPOJUPYETCS HEMOCpe.-
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CTBCHHO 3JIOYMBINUJICHHUKAMH. On He MMoOXHmMacT JaHHBIC AaBTOMATHYCCKH —

YOpaBJsieTCsl BpPYYHYIO, BBITIOJIHSS IEUCTBUS MPSIMO Ha padOTArONIUX 3apakKeHHBIX

KOMIIBIOTCpAX. B Xo0ac ICGng-aTaKI/I Ha MAIIIMHBI I10J1b30BaTelICH 3arpyKaroTcC:Aa

JIpPYrUe BPEIOHOCHBIE MHCTPYMEHTHI U «O3KIOpBDY ISl MOCIEAOBATEIBHOIO pac-

IMPOCTPAHCHHA B JIOKQJIbHOM CETH OKCPTBLBD» U KPaKW JAHHBIX.

[Tocne 3arpy3ku «03K7I0pa» Ha KOMIIBIOTEP, OH JEUCTBYET KaK TPOSHCKAas

nporpaMma C yAaJICHHBIM YNPaBICHUEM, KOTOPbIA UMEET ISITh OCHOBHBIX (DYHK-

oW 4J1s1 BCACHUA I(I/I6epIHHI/IOHa)KaI

Kpaka OCHOBHOM MH(OpMAIMK O CUCTEME U €€ 3arpy3ka Ha KOMaH/JHbIe
CepBepbI, KOTOPBIMHU BJIaJIeeT U KOTOPBIe KOHTpoupyeT rpymma Icefog;
npueMm komanj Icefog u BeIMoTHEHNE UX Ha 3apaKCHHOM KOMIIBIOTEPE;
Kpaka IapoJiei MoJIb30BATENS U UX MEPEChUIKa HA KOMAH/IHBIE CEPBEPDI
Icefog;

3arpy3ka (QaiiaoB (MHCTPYMEHTOB) € KOMaHJIHBIX CEPBEPOB Ha
3apayKCHHbIE KOMITBIOTEPHI;

npsimoe BbInosHeHHe SQL-koMana, nepegaBaeMbix Icefog, Ha m0OBIX

MSSQL-cepBepax B ceTu.

2.6.3 Ocobennocmu BIT Icefog

Boo061e rosops, ntobas APT-araka ocoOeHHa U O-CBOeMY yHHKalbHa. Ec-

71 roBoputh 00 Icefog, y HEero ectb xapakTepHbI€ Y€pPThl, KOTOPBIE OTIUYAIOT €TI0

oT Bcex octaybHBIX BII mogo6Hor0 pona:

Kpaxa (ailyioB MpPOUCXOAUT HE aBTOMaTuyecku. Bwmecto 3TOrO
3JIOYMBIIIUICHHUKN 00pa0aThIBAIOT «OKEPTBBI» OJIHY 3a JIPYrol — MILYT
U KOMUPYIOT TOJIBKO ONPEEICHHYI0 HH(POPMAIHIO;

KOMaH/IHbI€ CEpBEPHI pealin30BaHbl Kak BeO-NPUIIOKEHHE Ha maTdopme

Microsoft .NET;
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® KOMAaHIHBIE CEpBEPHI BEAYT MOJHYIO 3alMCh MPOU3BOAUMBIX aTakK, e
buKcupyeTcs Kaxaas KOMaHAa U KaXIoe JACHCTBHE, MPOU3BOJUMOE Ha
KOMITBIOTEPE-KEPTBE;

e ucnoub3yrorcsis HWP-1okyMeHTsI ¢ SKiionTamu;

® I3BECTHO HECKOJBKO COTEH cliydaeB 3apaxenus Mac OS X

KOMIIBIOTEPOB.

2.6.4 Ilocneoeticmeue BII Icefog

Ataxn Icefog moryT ObITh HaleJeHbI Ha JIFOOYIO OpraHU3aINIO MITH KOMITa-
HUIO, BJIAJICIONLYIO [IEHHBIMU JaHHBIMU; 33JJa4ld aTak MOTYT ObITh PAa3IUYHBIMU —
OT KMOEpLINMOHAXXa WM pa3Belonepanuii, GUHAHCUPYEMBIX OTAEIBHBIMU TOCY-
JapcTBaMU, 10 «(pUHAHCOBOI» KuOepnpecTynHoi onepauuu. Cyas mo pe3yibTa-
TaM aHallu3a U reorpaduu aTakoBaHHBIX KOMIIBIOTEPOB, WieHbl Ipymibl Icefog mo-
ryT 3apa0aThIBaTh JE€HbI'M HAa KPAJACHHBIX AAHHBIX WM MCHOJb30BAaTh UX B IEJIAX
KHOEPIIMHOHAXKA.

HeoObIueH cTuib NpoBeAeHHs TaKuX Olepaiuii — ObICTpoe yAalleHUE ¢ «Me-
CTa MPECTyIUICHUs». B apyrux ciayyasx, KOMIOBIOTEPbl OOBIYHO, OCTAIOTCS 3apa-
JKEHHBIMU B TEUYECHHE CKOJIbKMX MECSIEB, & TO M JIET, U BCE 3TO BpPEMs JaHHbIC
C HUX «IOTHXOHBKY CJIMBAIOTCSI Ha CTOPOHY». B MNpPOTHBOMOJIOXKHOCTH ATOMY
cyOBekThl, crosiuue 3a Icefog, kak y»e roBopuiioch BbIlIE, 3apaHee UMEIOT OYEHb
YETKOE MPECTABIEHUE O TOM, YTO UM HY>KHO OT KOHKPETHOM kepTBbI. Kak TOJIBKO
orepauus MpoBeAeHa, 1 Heo0XxoauMas UHPOpMalus ¢ KOHKPETHOTO KOMIIbIOTEpa

MoJIyucHa, BpCIOHOCHASA dKTUBHOCTH HAa HCM IIPCKPAIIACTCA.
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3 AHAJIN3 CPEJACTB JOCTABKH BPEJOHOCHBIX ITPOI'PAMM
10 OBBEKTOB UX ATAKHA

3.1. CpencrBa nocraBku BII

8 HCKOTOPBIC U3 JOCTATOYHO OOJIBIIIOr0 CITMCKA MOTEH-

Hwxe npencraBiieHbl
IMATEHBIX CPENCTBA JOCTaBKK BpeaoHOCcHBIX mporpamm (CJIBIT)® no o6bekTa ara-
KM JIJI OJy4eHus: CKpbIToro goctyna Kk KC «poTuBHUKaY.

IRATEMONK mno3Bomnsier obecnieunts npucyrcrBue BII mis ciaexku Ha
HACTOJBHBIX M MOPTATHUBHBIX KOMIIBIOTEPAX C MOMOIIBIO 3aKJIAJKHA B MPOIIMUBKE
JKECTKOTO JUCKA, KOTOPask MO3BOJIET MOTYYUTh BO3MOKHOCTh UCIIOJTHEHUSI CBOETO
koja mytem 3amenieHuss MBR. Meton pabotaetr Ha pa3nuuHbIx quckax Western
Digital, Seagate, Maxtor u Samsung. M3 ¢ailioBbIX cUCTEM MNOIJIEPKUBAIOTCS
FAT, NTFS, EXT3 u UFS. Cuctemsl ¢ RAID ne nonnepxkuarorcs. Ilocie BHe-
penus IRATEMONK Oyner 3amyckaTh CBOIO (DYHKIIMOHAJIBHYIO YacTh MPU Kax-
JIOM BKJIFOUEHHUH LIEJIEBOTO KOMIIBIOTEPA.

SWAP no3sBossier obecrieunts npucytrcrsue BII mis mmmonaxa 3a cuer
ucnoas3oBanusa BIOS matepunckoii miatel 1 HPA oGnactu KecTKOro Jaucka my-
TE€M HUCHOJIHEHHUS KOJa A0 3amyckKa onepauroHHon cucremsl. Jlannas BII mo3Boss-
€T TOJIYYUTh YAAICHHBIM [OCTYyN K Pa3JIMYHBIM OINEPAlMOHHBIM CHUCTEMam
(Windows, FreeBSD, Linux, Solaris) ¢ pa3znuuabiMu (HaiiJIOBBIMH CHCTEMAMHU
(FAT32, NTFS, EXT2, EXT3, UFS 1.0). JIns ycCTaHOBKH HUCIOJIL3YIOTCS IBE YTH-
mutel: ARKSTREAM nepenpommuaer BIOS, TWISTEDKILT 3anuceiBact B HPA
obnacth aucka SWAP u ero ¢pyHKIMOHaIbHAS YacTh.

COTTONMOUTH-I anmapatnas 3aknaaka Ha USB, mpemoctasistomias
OECIIPOBOJIHONM MOCT K IIEJIEBOM CETH, a TaKXKe 3arpy3KU AKCIIJIOMTOB Ha PECypChl
LIEJIEBOM CHUCTEMBI. MOXKET CO37aBaTh CKPBITHIA KaHaJ CBSA3U IS MEpeJadyd Ko-
MaHJl U JAHHBIX MEXY allapaTHbIMK U MPOTPaMMHBIMU 3akiagkamu. [Ipu mo-

MOHOIM BCTPOCHHOI'O0 paauoncpeaaTdyuKa MOKCT B38.I/IMO,21€I‘/JICTBOB8.TB C Apyrumu

8 Mo manHBIM caiiTa http://www.habrahabr.ru
9 I[OCTaBKI/I HC qepe3 FJ'IO6aJ'H>HI>Ie CCTHU.
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COTTONMOUTH. B ocHose nexur snemenTHas 6aza TRINITY, B kauectBe pa-
muonepenatunka ucnosibdyercs HOWLERMONKEY. CymectByer Bepcusi moj
HazBanneM MOCCASIN, npencrapisitonias co0oit 3akinaaky B koHHekTope USB-
KJIABHATYPBHI.

FIREWALK amnmapatnas cereBasi 3akjiajka, CIOCOOHasi MaCCUBHO COOM-
path Tpaduk cetu Gigabit Ethernet, a Takke OCyIIeCTBISATh AKTUBHbIE UHBEKIIUU
B Ethernet makets! nieneBoit ceru. [lo3Bonser co3naBate VPN-TyHHEND MEXKIY 11€-
JIEBOM CEThIO U LIEHTPOM. BO3MOXKHO ycTaHOBJIEHHE OECIpPOBOAHON KOMMYHHUKa-
uuu ¢ apyrumu HOWLERMONKEY -coBmectumbiMu ycTporictBaMu. McnoiHe-
Hue aaHHOM 3akianku aHaorudHo COTTONMOUTH-III, takoit ke 00K pazb-
emoB (RJ45 u na USB) Ha maccu. B ocHoBe nexut anmementHas 6aza TRINITY,
B KadecTBe paguonepenarunka uenosbzyercs HOWLERMONKEY.

NIGHTSTAND MoOUIbHBINA KOMITIEKC /IS MPOBEACHNUS aKTUBHBIX aTakK Ha
Wi-Fi-cetn, niensMu sABISIOTCS MamuHbl 1oj yrnpasienuem Windows (ot Win2k
10 WinXP SP2). O06bI4HO KCIIONB3YETCs B ONEpaIsaX, B KOTOPbIX AOCTYH K LN
HeBo3MOkeH. Komrieke peanu3zoBan Ha 0a3e HOyTOyKa moj yrpasieHueM Linux
U pagnooOopyaoBaHus. BmecTe ¢ BHEIIHUMHU YCHJIMTENIAIMH M aHTEHHAMH Jallb-
HOCTb JICCTBUSI MOKET HOCTUTATh 13 KM.

DEITYBOUNCE mnpenocrasnsieT mporpaMMHbIN 1ocTyn K cepBepam Dell
PowerEdge nmpu nmomomm BIOS martepunckoil miatel U ucnoib3oBanus SMM-
pexuMa ISl OJIYYEHHUsI BO3MOKHOCTH 3aIlycKa Mepej 3arpy3Koil CUCTEMBI. Y cTa-
HOBKa MOXeT ObITh npousBeeHa mpu nomoi ARKSTREAM, nu6o mpu nomornm
USB-¢aem-nakonutensd. [locne ycTaHOBKM OyAET BBIMOMHATHCS KaXAbIA pa3 npu
BKIIOYeHHH  cuctembl.  Llemsmu  moryr  sBustees  Dell  PowerEdge
1850/2850/1950/2950 ¢ Bepcusamu BIOS A02, A0S, A06, 1.1.0, 1.2.0 vum 1.3.7.

FEEDTROUGH mnpeacraBnsier coboi TeXHUKY yCTaHOBKM JBYyX BII —
BANANAGLEE u ZESTYLEAK, ncnofib3yeMbIX «IPOTUBY» MEKCETEBOr0 HKpaHa
Juniper Netscreen. [loaBep:keHnsl yrpo3se cienyromue Moaenu Juniper: nsSxt, ns25,

ns50, ns200, ns500 u ISG 1000. Meton otpabarbiBaeTcs Mpu CTapTE MEKCETEBOTO


http://ru.wikipedia.org/wiki/System_Management_Mode
http://ru.wikipedia.org/wiki/System_Management_Mode
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9KpaHa, e€CJIM ONepalMOHHasl CUCTeMa €CTh B 0a3e JaHHBIX, TO YCTAaHABIUBAIOTCS
BII, B mpoTHBHOM ciy4yae YyCTPOMCTBO 3arpy’kaercsi B OOBIUHOM pPEXUME.
FEEDTROUGH coxpansieTcsi ipu 0OHOBJIEHUU OIEPAIMOHHONW CHCTEMBbI MEXKCe-
TEBOI'0 FKpPaHa.

CTX4000 mpexacrasnsier co00il MOPTATUBHBINA W3Ty4YaTellb HEMPEPHIBHOTO
JENUCTBUS, TIPEIHa3HAYEH JIJIS MIOJICBETA IEJEBBIX CUCTEM JIJIsl TIOMYUYEHUS TAHHBIX
OT yCTaHOBJICHHBIX TaM 3akiagok. [Ipenmecteennnk PHOTOANGLO.

NIGTHWATCH — cucrema Ha 6a3e mOpTaTUBHOI'O KOMIIBIOTEpA MpeHA-
3HaueHHas i1 00paOOTKU CUTHAIOB OT MOHUTOpa 1eiu. CUrHaI MOXKET TMOCTY-
naTb Kak OT cucteM cbOopa uHpopmanuu (Hampumep, ot CTX4000 wnn
PHOTOANGLO npu noxacsere 3aknanku B Buaeokadbene RAGEMASTER), tak
Y OT MPUEMHHUKA OOIIEro Ha3HAYEHUsI.

HOWLERMONKEY mnpencraBnser co0oi paguonepeaTInK Majioro
U CpeHero paauyca. SBiseTcs crenualibHOM PaguOMOIYJIEM ISl IPYTUX ariia-
paTHBIX 3aKjiajoK. Mcnonb3yercs sl MONy4YeHHUs! JaHHBIX OT 3aKJIAJl0OK U MPEeJo-
CTaBJICHHS YJIAJICHHOTO I0CTYIAa K HUM.

CymiectByet u criocoObl BHeApeHus: BII uepe3 TpaHcuBepbl, BCTpanBaeMble
B USB-kabenu niau USB-yctporictsa, uepe3 WiFi-, Bluetooth-, GSM-ycrtpoiicTa
Y COEAMHEHUS, MOJIKIIF0YAEMBbIE K aTAKyEMOMY KOMITBIOTEPY.

Takum o6pazom, CIABII 1o o0bekTa aTaku MOTYT OBITh CaMbIMU Pa3HOO00-
pPa3HBIMU U «U3O0LIPEHHBIMIUY, UCIIOJIH30BATh CaMble pa3HOOOpasHble (Ppu3nyeckue
MPUHITUIIBI 00pa0OTKHU U Tiepeauu nHGOpMaIlii, cambie pa3HOOOpa3HbIE CPEJIbI ee
pacnpocTpaHeHusl, TPEACTaBIsATh COOOW BIIOJHE «OE300MIHBIE», HA TEPBBIMA
B3IUISIJ, YCTPOMCTBA M rajikeThl. [IpoTuBOACHCTBHE UM — 3a/1aua HUYEM HE JIEr4e,
yeM nporuBonaercreue camum bBII, a co3maHume cpeAacTtB NMPOTUBOIECUCTBUS —
CIIOXHAsl PECYypCOEeMKasi Hay4YHO-TEXHHUYECKas 3ajjaya, KOMIUIEKCHOE PEIIeHHE KO-

TOpPOM, CKOpEE BCETO, O] CUITY TOJIBKO FOCYIAapCTBY.
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3.2. Bepcuu nocrasku BII Stuxnet

3.2.1. Jlocmuoicenue obvekma amaxu

[Tpu nepBoHavyanbHOM aHanu3e StuXnet momaranock, yto 3ta BII monana na
3aBOJl MO oOoraiieHuo yepe3 cbeMHbli USB-HOCHTENs OHOTO M3 COTPYIHUKOB
npeanpustus. Takoil cmoco0 pacmnpocTpaHeHUs ObLI MPEAyCMOTPEH, — PECYPCHI
UCKOMOM mporpaMmsbl cojep:xkat USB-3arpy3unk u3 ocHOBHOro (haiiyia mporpam-
Mbl: ~WTR4141.tmp.

Jlns 3apaxxenusi cheMHbix USB Hocuteneit, BII co3gaer Ha Hux 4 Ink-
daiina. Pacmpenne LNK — sipiibik uimn «ccbliika», KoTopble ucnodiibzyercs B OC
Windows, B kauecTBe CCbUIKM Ha UCXOAHBIN (paiis, IporpaMmy MM KaTajor:

e «Copy of Copy of Copy of Copy of Shortcut to.Ink»
— 3aMyCKaeT
STORAGE#RemovableMedia#7&[ID]&0&RM#{53f5630d-b6bf-
11d0-94f2-00a0c91efb8b}~WTR4141.tmp

o «Copy of Copy of Copy of Shortcut to.Ink» — 3amyckaer
.STORAGE#RemovableMedia#8&[1D]&0&RM#{53f5630d-b6bf-
11d0-94f2-00a0c91efb8b}~WTR4141.tmp

o «Copy of Copy of Shortcut todnk» —  3amyckaer
STORAGE#Volume#1&19f7e59c¢&0&_?? USBSTOR#Disk&Ven
&Prod_USB_FLASH_DRIVE&Rev_PMAP#0798018356734E4F&0
#{53f56307-b6bf-11d0-9412-00a0c91efb8b}#{53f5630d-b6bf-11d0-
94f2-00a0c91efb8b}~WTR4141.tmp

o «Copy of Shortcut to.Ink» — 3amycKaeT
STORAGE#Volume#_??_USBSTOR#Disk&Ven_&Prod_ USB_FLA
SH_DRIVE&Rev_PMAP#0798018356734E4F&0#{53f56307-b6bf-
11d0-94f2-00a0c91efb8b}#{53f5630d-b6bf-11d0-94f2-
00a0c91efb8b}~WTR4141.tmp

Opnako emie 10 3apakeHusi cBoeil ocHOBHOU menu, BIT Stuxnet arakosana

pSa ApYyTUX TPOMBINIIEHHBIX npeanpustuii Upana. Cdepbl nesTeIbHOCTH 3THX
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NPEANPUATANA HAXOJWINCh B CIAEAYIOMUX 00JaCTsIX: MPOU3BOACTBO CPEACTB aBTO-
MaTHU3ali NPOU3BOJICTBA, AIEKTPOIHEPTETUKA, METAILTYPIHSI.

[lepBas artaxkoBanHas opranuzanus: Foolad Technic Engineering Co
(FIECO) — upanckas komnanus ¢ mrab-kBaptupoii B Mchaxane. Kommnanus 3anu-
MaeTcsl CO3JJaHUEeM aBTOMATH3UPOBAHHBIX CHCTEM JJII UPAHCKUX MPOMBIIUICHHBIX
OpeAnpusaTHiA (B OCHOBHOM B OOJIACTH TPOM3BOJCTBA CTAJId M DHEPIETUKH)
u HacuuTbiBaeT Oosiee 300 coTpyaHukoB. Kommanuss mmeeT HEmOCpPEICTBEHHOE
OTHOILIEHUE K CUCTEMAaM MPOMBIIIJIEHHOTO MPOn3Bo/AcTBa Ha ocHoBe PLC.

Crnenyromeit opranu3anueii crana komnanus Behpajooh Co. Elec & Comp.
Engineering. Kak u Foolad Techic, 3Ta komnanus Haxoautcs B ropoae Ucdaxan
U TaKKe 3aHUMAETCsl pa3pabOTKOW CHCTEM aBTOMATH3allMW MPOMBIIUICHHBIX MPO-
u3BOACTB, B ToM uncie SCADA cuctemamu U mpOrpaMMUPYEMBIMH JIOTHYECKUMU
KOHTPOJIJIEPAMH.

Tpetbeit «oxepTBOi» ctana Neda Industrial Group. OnHako, 10 MHEHHIO HC-
ciemoBareneii, BII Stuxnet e BbIUIa 3a TpeAenbl JaHHOW opraHu3anuu. Bos-
MOXHO, aTaka Oblja MpeJHa3HaueHa WCKIIOYUTEIBHO JUIsl Kpaku WHOOpMaruu
o mpoekTtax Siemens STEP 7 B 3apakeHHBIX cHCTeMax, Takas (QDYHKIHS TaKkKe
MPECTABIISIIA OTACIbHBIN UHTEPEC 11 aBTOPOB Stuxnet.

[TocnenHsisi U3 MepBOHAYAIBHO ATAKOBAHHBIX >KEPTB BBIAEISIACH YHCIOM
3apa)KEHHBIX CUCTEM. ATaka Hayajach Cpazy C TpeX KOMIIBIOTEPOB B OJUH JI€Hb
(11 mas 2010 roma), HO B pa3Hoe Bpems. JlaHHBIE HCCIEq0BaTENeH, MOTyYCHHBIC
U3 JIOTOB 00pa3loB BPEJOHOCHOW MPOrpaMMbl, YKa3bIBalOT Ha kommaHuio Kalaye
Electric Co. ITo nanubiM caiita opranm3arnuu Institute for Science and International
Security, umenno Kala Electric siBnsieTcss OCHOBHBIM pa3pabOTUYMKOM HPAHCKUX
ueHtpudyr IR-1 s oboramenus ypana.

Takum 00pa3oM, MOXKHO ClieJlaTh BBIBOJ O TOM, YTO CO3AaTeNId YepBsl MPO-
BEJIU TIIATEILHBIN cOOp MHPOPMAIIUKA O CUCTEMax aBTOMATU3AI[UU MMPOU3BOJICTBA,
UCTIONIb3YEMBIX B MPOMBITIIEHHOCTH MpaHa, UCTOoIh3yeMOM MPOTrpaMMHOM U afl-

napatHoM oOecrnieuenuu, mpoektax SCADA cuctemsl Step7. B pesynbrare npose-



67

JCHHOI'O aHaJIn3a, MOKHO TaKXKC CACJIATh BBIBOJ O TOM, YTO BIT Stuxnet «IIPOHHK-
Jla» Ha 3aBOJ I10 06OFaH_ICHI/IIO BMCCTC C OGOpy,HOBaHI/ICM OT NIOCTAaBIIMKOB CPpCACTB

aBTOMAaTH3allMK WK ¢ paiiaaMu rpoekra Step7.

3.2.2. Bueopenue 6 npoyecc

OcHoBy Stuxnet coctapiisger 60mbioi .dll ¢aiin, KoTopeIil coep>KUT MHOTO
pa3TUYHBIX SKCTIOPTOB U pecypcoB. Kpome Gompimoro .dll ¢aiina Stuxnet Bkimrova-
eT B ce0s 1Ba U POBAHHBIX KOH(UTYPAIIMOHHBIX OJIOKA.

Kaxxnpiii pa3, korjna BbI3BIBAETCS HKCHOPT, Stuxnet, 0OOBIYHO BHEAPSET BCIO
DLL B npyroi mpouecc, U 3aTeM BBI3bIBAET KOHKPETHBIM IKCHOPT. Stuxnet MOKeT
BHEJIPUTHCS B CYLIECTBYIOLIMN WM BHOBb CO3/1aBAEMBINA IPOU3BOJIBHBIN MPOLECC
WIM B JIOBEPEHHBIN mporecc. OH MOXET TaKKe 3aCTaBUTh JOBEPEHHBIN IPOLECC
BHEJIPUTH KOJ B JIpyroil padorarommii mpouecc. JloBepeHHble MpoLecchl — 3TO
Habop npoueccoB Windows U pa3iavuHble MPOLECCHl AHTUBUPYCHBIX MPOAYKTOB.
CHnHcoK MOCTOSSHHO MPOLIECCOB, MOCTOSHHO IMPOBEPSIIOUIUIICS MPOrpaMMoi, clie-
JTYIOILMI:

Kaspersky KAV (avp.exe)

Mcafee (Mcshield.exe)

AntiVir (avguard.exe)

BitDefender (bdagent.exe)

Etrust (UmxCfg.exe)

F-Secure (fsdfwd.exe)

Symantec (rtvscan.exe)

Symantec Common Client (ccSvcHst.exe)

Eset NOD32 (ekrn.exe)

Trend Pc-Cillin (tmpproxy.exe)

Kpome Toro, B peectpe HILYyTCS MHAMKATOPBI, YTO YCTAHOBJIEHBI CIEAYIO-
e nporpammbel: oT KAV v6 1o v9, McAfee, Trend PcCillin. Ecnu obnapysxen
MPOLIECC OJTHOTO U3 3TUX AaHTUBUPYCHBIX CPEACTB, U3BJIEKAECTCS HOMEP BEPCUH €0

rilaBHoro obpasza. Ha 6a3ze HomMepa BepcuH OmpeaesieTcsl IeIeBOM IPoIece s
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BHeNpeHusi. Ecnu BpegoHOCHas mporpamMma CUMTaeT, YTO AHTUBUPYC HE MOXKET
ObITh 00OIIeH, Tpolecc BHEApPeHUs mMpekpamaercs. [loTeHIuanbHbIe IIeNeBbIe
mpoliecchl A BHenpeHus caeayromue: Lsass.exe Winlogon.exe Svchost.exe.

[Tocne nepBuuHoii 3arpy3ku .dll daiina BpenoHoCHas mporpaMMa mepexoauT
Ha OCHOBHYIO TOUKY BXoja. [Ipoucxomut omnpenenenue sepcun Windows, ipoBep-
Ka, HE 3apa’KeH JIM YK€ JaHHBIM KOMIBIOTEp, MOBBIIICHUE TPUOPUTETA TEKYIIETO
IIPOIIECCA 10 CUCTEMHOIO, BBIICHEHUE, KAKOW aHTUBUPYC YCTAaHOBJIEH U B KaKOU
mpoliecc JIydille BCero BHEAPUThCS. 3aTeM oH BHeapseT .dll ¢daiin B BeIOpaHHBIN
IPOLIECC U BBI3BIBAET SKCIOPT «OCHOBHASI yCTAHOBKAY.

[Mogxonsmumu juist 3apakeHust Stuxnet cuuTaer Bce 32-OMTHBIE BEpCUU
cneayromux OC: Win2K, WinXP, Windows 2003, Vista, Windows Server 2008,
Windows 7, Windows Server 2008 R2. 3arem Stuxnet mpoBepsieT, UMEET JU OH
npaBa AJMHHHCTpPATOpa, U €CIH HET, TO, MOJb3YACh yS3BUMOCTHh HYJIEBOTO JHS,
MOBBINIAET CBOM MPUOPUTET 10 MAKCUMAJIBHOTO.

Stuxnet ucnoap30BaN ySA3BUMOCTh HYJIEBOTO AHS B win32k.sys, 1 J0Kajb-
HOTO TIOBBIIIICHUS MPUOPUTETA. Y SI3BUMOCTh OblIa 3akpbiTa 12 okTsOpst 2010 r.
YS3BUMOCTh HAXOAWUTCS B KOJIE, KOTOPBII BBI3bIBAET HEKYIO (YHKIUIO B TaOIHUIIE
ykazarened QyHkuuu. OgHako, MHACKC B TaOIMUIE JOJKHBIM 00pa3oM HE IpoBe-
psieTcsi, IO3BOJISIST BBI3BATh KOJ W3-3a IpenenoB Tabmuibl ¢yHkiuu. [Ipouemypa
YCTAHOBKM WU3BJIeKaeT W BeInosiHsIeT pecypc «Win32k.sys Local Privilege
Escalation (MS10-073)», comepsxaruuii DLL 11151 JIOKaJIBbHOTO MOBBIMICHHS TTPHO-

purera.

3.2.3. Pacnpocmpanenue no cemu

ATakymolye UCIOIb30BAIHN AIEKTPOHHYIO MOAMUCH JJI1 HE3aMETHOM ycTa-
HOBKH JIpaliBepoOB B LIEJIEBYIO cUcTeMy. B cucTteMax 0e30macHOCTH MHOTHX MTPOU3-
BOAUTENEH (pailyibl, TIONMUCAHHBIE U3BECTHBIMH (PUPMaMH, 3aBEIOMO CUHUTAIOTCS
0€30MacHbIMM, U HAJIMYKE TOJIMUCH JaeT BO3MOXKHOCTh CBOOO/IHO, HE BbIJIaBasi ce-
0s1, MPOU3BOANTH JIEUCTBUS B cucTteMme. Kpome Toro, Stuxnet pacrnosiaraer mexa-

HHU3MaMH KOHTPOJIAA KOJINUYCCTBA 3apa)KeHl/If/'I, CaMOJIHMKBU AN U JUCTAHIIMOHHOI'O
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ynpasienus. Kpome pacrpocTpaneHus MocpeicTBOM BHEIIHUX HOcUTene Stuxnet
YCHEIIHO 3apa)kaeT KOMITBIOTEPHI MOCPEICTBOM COEIMHEHHS 4Yepe3 JIOKAJbHYIO
ceTb. TO ecTh, OKa3aBIIUCh HA KOMIIBIOTEPE BHE MPOMBIIIJICHHOW CETH, OH aHAJIHU-
3UpPYET BCE aKTHUBHBIC CETEBbIC COCIUHEHUSI U «IIPOOUBAETCS» K MPOMBIILICHHON
CETH BCEMH BO3MOXHBIMH crioco0amu. Ilocie BHepeHus: B CUCTEMY BPEIOHOCHOE
[1O umer B Heit npucyrctBue SCADA-cuctemsl Gupmbl Siemens. [Ipuyem um
ataxkyroTcs Tonbko cuctemMbl SCADA WinCC/PCS7.
[Iporpamma Stuxnet ycTaHaBIMBaeT B aTaKyeMOWl CHUCTEME JBa JpaiiBepa,
OJIMH M3 KOTOPBIX SIBJISIETCS JpaiiBepoM-(QribTpoMm (aitioBOil CUCTEMBI, CKpbhIBa-
IOIUM HaJIMYKMe KOMIIOHEHTOB 3TON BPEJOHOCHOM MPOrpaMMbl HA CbeMHOM HOCH-
Tese. Bropoit mpaiiBep ucnolsib3yercs i BHEAPEHUS 3auupoBaHHON TMHAMUYE-
CKOM OMONMOTEKH B CUCTEMHBIE MTPOLIECCH H COIEPKUT B ceOe CrelnaaIu3upoBaH-
Hoe [IO ans BBIMOMHEHUST OCHOBHOM 3aaauu. JlpailBepbl, KOTOPbIE BPEAOHOCHAS
porpamMma yCTaHABJIMBAET B CUCTEMY, CHA0XKEHBI DJIEKTPOHHBIMH MOMUCSIMU, OT
MPOU3BOJIUTEIICH JIETaIbHOIO MpOrpaMMHOro obOecreueHus, Takux Kak Realtek
Semiconductor Corp. u JMicron Technology Corp.
Stuxnet umeer ciaeayromMre BO3MOKHOCTH TI0 PACIIPOCTPAHEHUIO:
® CcoeAMHEHHUE TOYKa K Touke u MHpuuuposanue mammH WinCC gepe3
(buKCHpOBaHHBIN MapOJIh cepBepa Oa3bl TaHHBIX;
® pa3MHOXEHUE Yepe3 pa3/ielICHUE CETH;
® pa3MHOXEHHE 4Yepe3 YA3BUMOCTb HyseBoro aHs Oydepa nedatu
(MS10-061);
e pa3MHOXEHHE uyepe3 yI3BUMOCTh cepBuca cepsepa Windows (MS08-
067);
Haunbonee xapakrepubiMm 1 BII Stuxnet cmocoOoM pa3mMHOXEHUS, HE
BcTpevaronemcsi B Apyrux BII, sBasercs uHUIMpoBaHHE KOMIBIOTEPOB CO
SCADA nporpammoit WinCC, a Takke BHEIpPEHHE BPEIOHOCHOTO KOJa B IMpPO-

rpaMMHpPYEMbIC JIOTHYECKUE KOHTPOJUIEPBI GUPMBI Siemens.
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4 OCHOBHBIE BBIBOJbI 11O PE3YJIbTATAM AHAJIU3A
N 3AKJIIOYEHUE

Uccnenyembie BIT uMeroT Takyto GOJBIIYIO CI0KHOCTh, TPEOYIOT TaKUX pe-
CYpCOB ISl pa3pabOTKH, YTO HEMHOTHE 3JIOYMBINIJICHHUKA W TPYIIIHI 3JI0yMBIIII-
JICHHUKOB OyJIyT CIIOCOOHBI co3AaTh UX B OyaymeM. [loaTomy HE CTOMT OXHUAATH
BHE3AITHOT'O MOSIBICHHS MacChl MOAOOHBIX MO u3ommpeHHocT BII.

Cnenyer otrmeTuTh, Hampumep, uro BII Stuxnet, manpumep, BbIACHSICTCS
MOMBITKAMH TPSIMOTO TMOPAKEHUSI KPUTHUECKH BAXKHBIX O0BEKTOB MH(DPACTPYKTY-
pbl. Bo3nelictBue Stuxnet Ha 00bEKTHI peaTbHOTO MUpPa — BBIAETSIOT €r0 «OCOOHS-
KOM» OT JIIOOBIX yTPO3, KOTOphIE HAOIIOAAINCH B MPOILLIOM. DKCIEPTHHIA HHXKE-
HepHBIA aHanu3 Stuxnet mo3BoJISIET TOBOPUTH O TOM, YTO 3TO, MOXKANyH, MEPBBIN
XapaKTEPHBIA MMPUMEP MPUMEHEHUS Pa3pyMIUTEILHOTO KHOCPOPYKHs, B Ka4eCTBE
KOTOporo BeicTynaet 3ta bBII.

XOoTs 3/1ech BO3HHMKAET LEJbIM PsiJl BOIPOCOB, HA HEKOTOPHIE M3 KOTOPBIX
MTOKa HET OTBETOB:

® HACKOJBKO TMOJMTHUYECKH ¥ BOCHHBIH J(DPEexT OoT mnpoBeaeHus
MOI00HBIX KUOEporepauii COOTBETCTBYET UX 3aMBICIY;

® MOXET BCE € OTO — JEMOHCTpAIMs BO3MOXKHOCTEH, yCTpalleHHe,
«1poba nepay Win 4YTo-TO MOJ00HOE;

® HACKOJBKO  3aTpaThl  (BpeMEHHbIC, (UHAHCOBBIC,  (JTIOJICKHEY,
WHTEJUICKTYaJbHBIE) COMOCTAaBUMBI C HAHOCHUMBIM yIIEpOOM ISt
o0beKTa KubepaTaku U ClielyeT JIM BOOOIIE OXHUAATh PE3yJIbTaTOB OT
TAKOTO COIOCTABICHUA .

Benb, ecu Ob1 Stuxnet nanec 3aBony B HaTanze 3HauMTeNbHBIN yiepo, TO
oboramienre ypana 3ameymuiochk 0b. Ogaako otuyetel MAT'ATD roBopsar 06 06-

patHoM: B miepuoj ¢ 2007 mo 2013 r.r. KonM4ecTBO ypaHa 0OOTallleHHOTO0 Ha HEM

10 MoskeT 31€ch CTOMT OKHIATH TOIBKO BOGHHOTO M/HIM HOIMTUIECKOro d(p@dekTa (HO HE SKOHOMHYECKO-
ro).
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paBHOMepHO pociio. Oboranienue 10 20% Hayaaoch Kak pa3 B TOT MEPHOJI, KOT/Ia
4acTh LHEHTPU(YT ObLIa BEIBEACHA U3 CTPOSL.

CymectBeHHbIM oTiMuueM BBII OT KOHBEHIIMANBHOTO OPYXKHS SABJISETCS
HEBO3MO>KHOCTh OBTOPHOT'O WJIM KpPaTHOro Mx npumeHeHus. bBII wiu, Tounee ux
CUTHATYpbl y>K€ BHECEHBI BO BCE€ aHTUBUPYCHbIC 0a3bl TAHHBIX, aTAKOBAHHBIE WH-
dbopmalnMoHHbIe OOBEKTHI, KakK, BIPOYEM, U APYrue OOBEKTHl aHAJIOTHUYHOTO
HA3HAYCHUS YK€ JABHO «IPUBHUTHD), ArCHTYPHBIE KaHAJbl POHUKHOBEHUSI K HUM
nepekprIThl. Hamo nucate npuHiunuaibHo HOoBble BII, mckaTh nmpuHUIMOMATIBHO
HOBBIE KaHaJIbl JOCTABKU MX KOJIOB. B TO BpeMsl kak B KOHBCHIIMAIIBHOM OPYKUHU
(Ipy OBTOPHOM MNPUMEHEHHUM) W CPEJICTBAX €ro JOCTABKM HUKAKUX MPUHIUIH-
aNTbHBIX JIOPAOOTOK WIIM YK TeM Oojiee KOPEHHOW Moau(HUKaIU{ MPOBOAUTH HE

Hazao.
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